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Chapter 7

Conclusions and Future Work

In this chapterwe concludethis dissertatiorby summarizingour contritutions anddis-
cussingdirectionsfor futurework.

7.1 Summary

In this dissertationyve have focusedon two problemsrelevantto Internetdatanetwork-
ing over next-generatiorbroadbandsatellite systemsthat provide “last-mile” network access:i)
improving the performanceof reliabletransportprotocolsover high-lateng paths,andii) routing
stratg@iesfor constellation®f low-earth-orbitingsatellites. In this section,we briefly review our
mainconclusions.

7.1.1 Transport Protocolsfor Broadband GEO Systems

Recallthatwe focusedon the performanceroblemsencountereavhenusing TCP over
GEOsatelliteconnectionsOur datasupportghefollowing conclusions:

e TCP fairness As describedearlier the problemof TCP fairnessin a hetegeneouserviron-
mentis a long-standingesearciproblem. While we wereableto reproducehe simulation
resultsreportedby Floyd [39] that shaved how TCP connectionsif they wereto all usea
“Constant-Ratelinearincreaseateduringcongestioravoidance couldachiere betterglobal
network fairnessour simulationssuggesthatit would be difficult to deplg this algorithm
incrementallyin the network, because'Constant-Rate’tonnectionsare lessaggressie in
obtaininga shareof congestedetwork bandwidth. We presentedsomesimulationresults
indicatingthatlong-delayTCP connectionsnay be ableto unilaterallyimprove thefairness
of the network by becomingslightly moreaggressie during congestioravoidance.Thein-
terestingaspecbf thisresultis notthatmoreaggressie connectiongoulddo betterbut that,
in our simulationtopologies suchconnectionglways improved the network fairnessmetric
without compromisingutilization of the bottlenecKink. Basedsolely on our simulationre-
sults, we cannotrecommendhis stratgy or a particularpolicy for deploymentuntil it has
beenexaminedfurther (particularlythroughnetwork experiments)but the potentialseems
promising.We notethatthe bestsolutionto this problemappearso betheinclusionof mech-
anismswithin routersthat guarantedair sharingof bandwidthon a perflow basis,but it is
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unclearat this time whethertherearesuficient incentvesto deplg suchmechanismén the
Internet.

e Satellite optimized TCP implementations and split connections We conducteda studyof
satelliteTCP performancefocusingon end-to-engperformancen which partof the satellite
TCP connectiontraversesthe Internet,andinvestigatingboth file transferperformanceand
short Web-like connectionperformance. We demonstratedhonv SACK loss recovery and
NewRenocongestioravoidanceprinciplesshouldbe usedin conjunctionto achiere good
TCPfile transferperformanceover GEO satellitelinks, and we explainedwhy othertypes
of TCP implementation®ften perform muchworse. Neverthelesswe shaved how even
moderatdevelsof congestiornn thewide-arednternetcanderailthefile transfemperformance
of even satellite-optimized CP connections We alsoquantifiedthe performancegainsthat
TCP enhancementsuchas TCP for Transactionandan increasednitial windowv canhave
on Web-like traffic, shaving thatuserperceved lateny canbereducedoy a factorof two to
threethroughsuchprotocols. Becauseongestiorcanhave sucha negative impacton end-
to-endsatelliteTCPfile transfersandbecausenhancementgke TCPfor Transactionsnay
not bedeplgedin thelnternetdueto securityconcernsywe concludedhatthe safestetfor
ensuringhigh performancel CP connection®ver GEO satellitelinks appeardo be a split-
connectiorapproachWe demonstratetiow the end-to-endperformancealegradationcould
be nearlyeliminatedthrougha split connectiorapproachprovidedthatlIP securityprotocols
do notconstraindeploymentof suchgatavays.

e Satellite-optimized transport protocol We describedhe overall designandperformancef
a satellite-optimizedransportprotocol (STP)that is specificallydesignedfor a broadband
satellitenetwork characterizedby high degreesof bandwidthasymmetry We then experi-
mentedwith simulationmodelsanda BSD/OSkernelimplementatiorof the protocol. We
comparedhis protocolto TCP andfoundthatit providesvery goodperformancen a high
losservironment(evenwith bit errorratiosaslow as10~?), lesssensitvity to largevariations
in theroundtrip delayexperiencedy paclets,delayperformancepproachinghatof TCP
for Transactiondor shorttransfers,anda reductionof up to an orderof magnitudein the
amountof bandwidthusedon thereversechanneto returnacknaviedgments.

7.1.2 Unicast Packet Routing for LEO Constellations

We alsostudiedthe unicastpaclet routingproblemfor LEO constellationandconcluded
thefollowing:

e LEO extensionsfor the nssimulator We describedhe designandconstructiorof a paclet-
level simulatorfor LEO networks. This network simulatoris valuablebecausét is integrated
with the ns simulatoralreadyin wide useby theresearcltommunity This simulatorrevealed
someinterestingfundamentatelay performancepropertiesof LEO networks that have not
yet beenseenin the literature. In particular we illustratedtypical delay performancehat
might be seenby usersof the Iridium and (proposed)Teledesicsystems,and shaved the
impactof usinghop counts ratherthandelaymetrics,asthe costmetricusedin shortespath
routingalgorithms.
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e Distributed LEO routing using geogr aphic-based addresses We exploredthe hypothesis,
adwancedby severalresearcherghatby makinglocally optimal paclet forwardingdecisions
thatminimizethe geographidistanceto the destinationpnecanobtainroutesthatareclose
to optimalin termsof delayperformanceWe constructeadistributedroutingprotocolbased
on this hypothesisandfound that while the LEO network meshwas sufiiciently denseand
regularto admitgoodroutesbasedon this approachroutesthatwere,on average,no more
than5 to 10 ms—lessthan 10%—worsethan globally optimal routes),thereare a number
of problemswith commercially-proposedEO network topologieshatmake constructiorof
a robust protocoldifficult. In particular the distortionsin the topologyin the polarregions
andatthe countefrotatingorbital planesrequiresignificantadditionsto a distributedrouting
protocolbasedn geographi@ddresses.

¢ Centralized LEO routing using geogr aphic-based addresses We examinedthe useof ge-
ographicaddressing@ndcell geometriedor usewith a centralizedrouting system. We de-
velopedan optimal cell numberingschemefor rectilineargrids on the Earth’s surfaceand
provedits optimality We thencomparedwo approache$or reducingthe amountof traffic
neededo supportforwardingtable changeghat mustbe periodicallyuploadedo satellites.
For the first approachgxploiting temporalconsisteng in routing tablesfrom stateto state,
our numericalesultsfor asimulatedTeledesic-like systemindicatedthat,generally 70to 95
percentof the routing table entriespersistbetweenstates.We thenexaminedthe benefitof
aggreyating contiguoudorwardingtableentriesinto a smallernumberof entries.We devel-
opedangreedyalgorithmfor cell aggrgationin onedimensiorthatis optimalin aggrgating
contiguouscells,anddemonstratethatit could be usedasan effective approximatioralgo-
rithm for cell aggregationin two dimensionssincethe problemof addressggreationin two
dimensionss NP-complete Our numericalresultssuggesthat, with this algorithm,the size
of satellite-borndorwardingtablesdevotedto non-localdestinationsanbe reducedby an
orderof magnitudefrom tensof thousand®f entriesto afew thousancentries.

7.2 Software Availability

We have madeavailableonline, in sourcecodeform, mostof the protocolandsoftware
implementationslescribecerein:

e Our satellite-optimizedl CP implementationdescribedn AppendixA) for BSD/OS3.0is
availableatf t p: / / daedal us. cs. ber kel ey. edu/ pub/ t cpsack/

e Simulatorextensiondor generatingpackgroundTTPtraffic in thens simulatorareavailable
atft p: // daedal us. cs. ber kel ey. edu/ pub/ ns/ httptrafficgen.tar

e Sourcecodefor BSD/OS3.0andFreeBSDkernelimplementationsf the SatelliteTransport
Protocol(STP)areavailableatf t p: / / daedal us. cs. ber kel ey. edu/ pub/ st p/

e OurLEO satelliteextensiongo thenssimulatorhave beenincorporatednto themaindistribu-
tion anddocumentednsis availableatht t p: / / ww mash. cs. ber kel ey. edu/ ns/
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7.3 FutureDirections

Theresultsof this dissertatiorpoint to severalinterestingdirectionsfor futurework:

e TCP fairness Our resultsabove indicatedthatit may be worthwhile to selectvely increase
the aggressienessof certainTCP connectiongo improve network fairness. However, our
resultsare preliminary and needto be experimentallyvalidatedbefore deployment can be
recommendedFor example,a wider rangeof topologiesshouldbe consideredand experi-
mentsaswell asmoresimulationsareneededo decideon thebestpolicy. Theimpactof this
algorithmon connectionsisedfor shortdatatransactiongsuchasmary smallWebtransfers)
shouldbe studiedmore.Finally, mechanism$r moreaccuratelydeterminingaconnectiors
RTT, aswell aspoliciesthat might be invoked as a function of the RTT obsered, require
morestudy It shouldbe emphasizedhatmechanismsor perflow fair sharingof congested
links would obviate the needfor improvementsto TCP’s end-to-endalgorithm, so further
work on the designand deplg/mentof thesemechanismsvould alsobe very useful. Also,
Mo hasdemonstratethe potentialexistenceof a fair, distributedflow controlalgorithmbut
hasnot beenableto constructsuchanalgorithm[89]; if suchanalgorithmwerediscovered,
it maybea substantialmprovementover the currentone.

e Satellite-optimized TCP We have identifiedthe performanceof the slow startandconges-
tion avoidancealgorithms aswell asimplementatiordetailssuchascorrectsizing of soclet
buffers anduseof the correctTCP options,asthe biggesthurdlesto overcometo improve
TCP performancever satellitelinks. Furtherwork on automatingthe correctconfiguration
of TCR suchasdescribedn [122], could helpthe deplaymentof moresatellite-friendlyim-
plementations.

e Split connections Themainobstacldo thedeplgymentof split-connectiorprotocolgatavays
is their interactionwith a securityinfrastructure.ln particular ary IP securityprotocolsthat
encryptthe payloadof anIP paclet rendera split connectiorgatavay uselessWork on how
to integrateperformanceenhancingproxiesinto the trustinfrastructureof a securenetwork
would be valuable. Anotherissuethat could be pursuedfurtheris how dataflows between
split connectionshouldinteract. Specifically considerthe caseof usinga split connection
to aid in Webbrowsing. In this case pacletsmaytrickle in ata slow ratefrom theterrestrial
(sener) sideof aconnectionlf the split connectioris implementedasa purebyte pipe,then
thesepacletswould be sentover the satelliteasthey arrive at the gatavay. However, these
typesof shortpaclet exchangesiretheleastefficientbecausehey requirefrequentuseof the
backchannelor acknavledgments.It would be muchmoreefficient to bundleandsendthe
whole Web pageat onceratherthanto streamit graduallyacrossa satelliteconnection.In
otherwords,knowing application-lgel databoundariesnay aid in efficient communication
(this is the conceptof Application Level Framing). Designof split connnectiongatevays
aroundthis approachmay outperformsimple connection-splicingpproachess described
herein.

e LEO networking Thefield of LEO networking is ripe for furtherwork, asthereare mary
moreinterestingssuesnvolving unicastLEO routingthanwe wereableto cover. For exam-
ple, integrationof a LEO network with terrestrialwireline or wirelessnetworksis aninter
estingproblem. Givena LEO network with multiple gatevays,how canthe network decide
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uponwhich gatavayto exit thenetwork? Whatkind of loadbalancingsuchasroutingaround
hot spots,is needed2Nould alternateconstellatiordesignsadmitsimplerrouting protocols?
Canloop-freedistributed routing protocolswith supportfor load balancingbe developed?
The problemsare not limited to unicastrouting. The performanceof TCP connectionsn a
LEO ervironmentthatinducesRTT variationscould be studied. We did not eventouchon
multicastrouting; whatkind of multicastrouting protocolsarebestfor a LEO constellation?
What areoptimal queuesizesfor on-boardswitches?We hopethat our ns simulatorexten-
sionsenableresearchn theseareasandin otherareasnot touchedby our researchsuchas
multiple accesgrotocols,handof stratgies,andthe performanceof otherclasseof appli-
cationssuchasreliable multicast. The publishingof additionalinformationor researcton
issuessuchasthelink availability anderror performanceof LEO links andtheterminaland
satellitehardwarecapabilitiesrelatedto link handof would aid suchfuture studiesgreatly



