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Abstract

Networking over Next-GeneratiorSatelliteSystems

by

ThomasRossHendeson
Doctor of Philosophyin Engineering-Electrical Engineering
andComputerSciences

University of California at Berkeley
ProfessoiRandyH. Katz,Chair

Thanksto boththerapid deplgymentof the Internetandadwancesn satellitetechnologythe mar
ket for broadbandatelliteserviceds poisedfor substantiafjronth in the comingdecade Current
communicationsatellitesystemsave generallypeendesignedo provide eithervoiceor datatrans-
action(low datarate)serviceghroughsmallterminals,or trunking (high datarate,or broadband)
serviceghroughlarge terminals. However, technologicahdwancesare enablingnen systemghat
combinebroadbandiatarateswith smallterminalstherebyproviding moreaffordable“last-mile”
network acces$o homeandsmallbusinesaiserswvorldwide. In particulay two typesof broadband
satellitesystemsareunderdevelopment:high-paver satellitesdeplo/ed at traditionalgeostationary
(GEO)orbits,andlarge constellation®f satellitesdeployed atmuchlower (LEO) orbits.

In this thesis,we explore researchproblemsthat have arisenfrom this shift in satellite
network architectures. Whenusing GEO satellitesto provide Internetaccessservice,the perfor
manceof the Internets TransmissiorControl Protocol(TCP)is degradedby the high lateny and
high degreeof bandwidthasymmetrypresenin suchsystems We thereforeundertooka compre-
hensie studyof TCP performancen the contet of broadbandsatellitesystemausedfor network
accessWe first studiedwhetherTCP’s congestioravoidancealgorithmcanbe adjustedo provide
betterfairnesswhen satelliteconnectionsare forcedto sharebottlenecklinks with other (shorter
delay) connections.Our datasuggestsghat adjustment®f the policy usedin thatalgorithmmay
yield substantiaFairnessbenefitswithout compromizingutilization. We next demonstratedhow
minor variationsin TCP implementationsan have drastic performancemplicationswhen used
over satellitelinks (suchasa reductionin file transferthroughputby over half), andfrom our ob-
senationsconstructeda satellite-optimizedl CP implementatiorusing standardizeaptions. We
exploredthe performanceof TCP for shortdatatransferssuchasWebtraffic, andfound thattwo
experimentabptionsrelatingto how TCPstartsa connectionwhenusedtogethercouldreducehe
userperceved latengy by a factorof two to three. However, becauseaot all of theseoptionsare
likely to bedeplgyedonawide scale andbecauseventhebestsatellite-optimized CPimplemen-
tationis vulnerableto thefairnesgproblemsidentifiedabore, we exploredthe performancéenefits
of splittinga TCPconnectiorata protocolgatevay within thesatellitenetwork, andfoundthatsuch
anapproacttanallow theperformancef the satelliteconnectiorto approachhatof anon-satellite
connection.Carryingthis work one stepfurther we constructa satellite-optimizedransportpro-
tocol thatcanbe usedin sucha split-connectiorervironment,anddemonstratéow it outperforms



TCPin asatelliteervironmentcharacterizethy large amountsf bandwidthasymmetry In partic-
ular, our protocol,which we have dubbedthe “Satellite TransportProtocol, usesup to anorderof
magnituddesstraffic on the bandwidth-constrainedversechannethanis neededy TCP.

In contrastto researcton GEO systemsresearcton LEO systemds still in its infangy.
While LEO systemsarebeingdesignedspecificallyto avoid the high latenciefoundin GEO sys-
tems,their designis challengingfrom a paclet routing perspectie dueto the highly time-varying
natureof the LEO network topology Moreover, even the mostbasicsystempropertiesof such
constellationss notwell documentedh theliterature.We constructed detailedpaclet-level LEO
network simulatorandidentifiedsomefundamentatielayperformanceesultsof commerciallypro-
posedconstellationsWe thenexploredwhetheror notgeographic-basemtetwork addressesanbe
constructiely usedin the designof distributed or centralizedpaclet routing systems.We found
that the constructionof a distributed paclet routing algorithmbasedon geographic-basepaclet
forwarding is fundamentallychallengingdue to subtletopological propertiesof LEO networks.
However, we demonstratethat geographic-baseaddresseare usefulin centralizedrouting sys-
tems,enablingsignificantreductiondn routingtraffic andon-boardroutingtables.Specifically we
constructedouting stratgies basedon geographic-basedddressethat potentially reduceby an
orderof magnitudethe amountof routingtraffic exchangeetweensatellitenodesanda central-
ized routing centeron the Earths surface,andthe numberof forwardingtableentriesrequiredfor
non-localdestinations.

Broadbandsatellitenetworks arelik ely to becomeanimportantnicheof thefuture Inter
netbecausef their uniqueability to provide network accesgrom almostary point on the globe,
particularlythoseundersergd by terrestrialinfrastructure However, becausehedesignof Internet
protocolsis driven by the performanceof the wired Internet,satellitenetwork engineersmustbe
vigilant in assistingn the designanddeplg/mentof satellite-friendlyprotocolsandin considering
how satellitenetworksinterwork with thewired Internet.Broadband_EO networksarelikely to be
deploed laterthantheir GEO counterpartsandthe designof thesenetworksis still in its infangy,
particularlysincesuchnetworksaresignificantlymoreambitioustechnicallythanarnything thathas
beenpreviously attemptedlt is our hopethatthefindingspresentedh this thesismaycontritute to
abetterunderstandingf how to designprotocolsfor thesenext-generatiorsystemawhile stimulat-
ing furtherwork in thisarea.

ProfessoRandyH. Katz
DissertationrCommitteeChair
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Chapter 1

Intr oduction

The latter half of the 1990shasseena resugenceof interestin satellite-basedatanet-
works. Satellitecommunicatiorsystemshave long beenone of the hallmarksof advancedcom-
municationgechnologywith their remarkableanddistinctive ability to link mostof the populated
areasf the Earth. Yet, until recently the satellitecommunicationindustryhadincreasinglybegun
to look morelike a dinosaur with competitionfrom fiber optic andterrestrialwirelessnetworks
steadilyeatingaway at theindustrys mostprofitablemarlets.

As of this writing, however, the satelliteindustryis poisedfor rapid growth, with fund-
ing in placefor the deploymentof technicallyambitious multi-billion dollar systemsandgrowing
competitionin bothserviceprovision andhardware manufcturing. Figure 1.1l illustratesoneana-
lyst's projectionof thegrowing marketfor satellitebroadbandiataserviceg§137], andotheranalysts
projectthatthegrowth in thesatelliteindustrywill outpacehegrowth of theentirecommunications
market over the next tenyears asthe satellitesectors market sharerisesfrom 2.3%todayto 6% a
decaddrom now [94]. Whathastriggeredthis rapidturnaroundheanswelliesin theconfluence
of two economicandtechnologicatrends:

1. The Internet boom The 1990swill likely be rememberedasthe decadeduring which the
Internetcameof age.Thereis presentlyanincredible(andincreasingdemandor fasterand
cheapelinternetservicesandmary companiesrescramblingto offer thesebroadbander
vices. Satellitenetworks provide a fastway to reachcustomerdecausédhey do notrely on
buildout of a high-speederrestriainetwork, which maytake yearsto accomplishin mary ar
easof theworld. Moreaover, with theadwentof the World Wide Web[12], broadbandnternet
accesdendsto be highly asymmetridn traffic usagewith usersdownloading(consuming)
muchmoreinformationthanthey generate As we shall discussthis type of traffic pattern
matchesvell with satellitenetworks, whereit is muchcheapeto receve dataat broadband
ratesthanto transmitat suchrates.

2. Advancesdn satellitetechnologyTherapidtechnologicaprogresshathasspurredhegrowth
of thelnternethasalsohelpedto significantlyadwancethe state-of-the-arin satellitetechnol-
ogy. Most notably miniaturizationof electronicshasallowed moreand more sophisticated
satelliteand terminal hardware to be economicallydeplg/ed. Satellites,which oncewere
mainly repeatersn space have muchmoreon-boardprocessingunctionsandhave the ca-
pability to juggle multiple directional“spot” beamson the Earth’s surfacewhile alsocom-
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Figurel.1: Projectionf Annual SatelliteBroadbandrevenue(Source:Merrill LynchandCo.).

municatingwith othersatellitesvia high frequeng radiolinks. Sophisticatedonstellations
of low-earth-orbitingsatellites andhandsetandterminalsthatcantrackthe motion of these
satellitesarenow beingdesignedanddeplo/ed. New frequeng bandsat20-30GHz,theuse
of whichwasonceprecludedy thelack of affordablehigh-frequeng hardware,arenow be-
ing openedo satellitecommunicationsgreatlyincreasinghe available bandwidthof newer
satellitesystems.Probablythe mostwidely-obserable evidenceof the impactof advances
in electronicson this industry canbe seenin the growth of direct-to-homgDTH) satellite
television servicespneof themostrapidly deployed consumeelectronicgproductin history
DTH servicesusingsmall,affordablesatellitedisheshave broughtsatelliteservicesnto the
mainstreanin away thatwasnot possibleusingtechnologyof adecadeago.

While the useof satellitenetworks asa part of the Internetbackbonedatesbackalmost
twentyfive years the useof satellitesto provide high-speedietwork accesss relatively new. The
succes®f new satellitenetworks in delivering high-speedaccessingeson the ability of the un-
derlyingprotocolsto functioncorrectlyandefficiently in the satelliteervironment,anervironment
characterizedby (for traditional geostationarfGEO) satellites)muchlonger propagationdelays
thanarefoundin terrestrialnetworks, and(for newver low-earth-orbiting(LEO) satellites)arapidly
time-varying network topology In this dissertationye concentraten the applicationof satellite
systemgo provide this “last-mile” accessonnectiity, andfocusin particularon two problems
relevant to Internetdatanetworking over thesebroadbandcext-generatiorsystems:i) improving
theperformancef reliabletransporprotocolsover high-lateng pathsandii) routingstrategjiesfor
networks of low-earth-orbitingsatellitesystemsBeforeintroducingtheseproblemsn moredetail,
we first digresso describehefundamentatharacteristicandtechnologicatrendsof bothsatellite
communicatiorsystemsandthe present-daynternet.



1.1 Satellitesand the Contemporary Inter net

1.1.1 A Brief Overview of Satellite Communications

The field of satellite communicationsystemsis a rich, multidisciplinary field involv-
ing several areasof electrical,aeronauticaland mechanicakngineering. Several booksprovide
overviewns of the field as a whole; amongthe works in wide usetoday are thoseby Maral and
Bosquef81], GordonandMorgan[50], andPrattandBostian[113].

Thefirst idea of usinga satellite orbiting at a geostationanaltitude (35,780km above
the equator)to provide communicatiorservicess attributedto authorArthur C. Clarke in 1945.
Thefirst artificial communicationsatellite(SCOREin 1958)did not follow long afterthe Sputnik
launchin 1957,andthefirst commercialgeostationargatellite(INTELSAT 1, or “Early Bird”) in
1965 usheredn the eraof overseadelephowy via satellite. This first INTELSAT satellitehada
capacityof 480telephonehannelt anannualcostof $32500perchannel81].

In the 1970sand 1980s,both the market for satellite communicationservicesand the
technologygrew rapidly. Besidegproviding internationatelephony anddataservicesdetweerarge
earthstationsownedby nationalcarriers communicatiorsatellitesvereincreasinglyusedfor video
(television) distribution. The internationalorganizationlNMARSAT wasfoundedto provide tele-
phory anddataservicesto maritime customers.As we describelater, the first satellitenetwork
experimentsasedon paclet switching (the Atlantic Packet SatelliteNetwork, or SATNET) com-
mencedin 1976. Finally, the constructionof systemsbasedon Very Small Aperture Terminals
(VSATSs) for transaction-orientktraffic suchascredit cardverificationand databasenanagement
wasbegunin the 1980s.

As mentionedabore, in the 1990sthe growth of alternatve, cheapetechnologiesuchas
highspeediberoptic networkshasgraduallyeliminatedmuchof theinternationatelephow service
for non-mobilecustomersHowever, technologicahdvancesnabledhecreationof direct-to-home
(DTH) satellitetelevision serviceghatarecompetitve with cabletelevision systemsAnd because
of the explosionof interestin the Internet,in the latter 1990ssatellitechannelshave begunto be
usedfor trunking betweerinternationalnternetServiceProvidersandthe US backbone.

In the comingdecadehaving beenrevitalized by the demandor broadbandnternetac-
cessandbroadcastelevision, the satellitemarketis poisedfor large growvth. The two biggesttech-
nologicaladwvancesarelikely to bethe emegenceof systemsat Ka-band(20-30GHz) andsystems
composef tensto hundredof low-earth-orbiting(LEO) satellites.Ka-bandsystemsare adwan-
tageoushecausdhey permit satelliteterminalssmallerthanone meterin diameterto be usedfor
two-way communicationsand becauseghe amountof spectrumallocatedin this new frequeng
bandis largerthanpreviousallocationsatlower frequenciesAs we explorelaterin thisthesis LEO
systemgromiseto offer serviceswith muchlower lateny andterminalpower requirementshan
thoseofferedby geostationargatellites Figurel.2illustratesthe currentplacemenbf theroughly
200 commercialgeostationargommunicationsatellitesin orbit aroundthe Earth; with Ka-band
systemsanddirectionalantennaghat allow morethanonesatelliteto occugy an orbital slot, the
densitycoulddoublein the next decade Table1.1 summarizesomecommerciallyproposed EO
systemainderdevelopmentin thelongrun, satellitesarewell positionedo offer broadcasservices
atcompetitve ratesandto provide generacommunicationgapacityto pointson theglobethatare
notwell sened by terrestrialnetworks. However, it is clearthatthereis insuficient allocatedspec-
trum capacityfor satellitego significantlydisplaceterrestrialwireline or wirelessnetworks, evenif



Figurel.2: Currentcommercialcommunicationsatellitesin geostationaryrbit (Source:Hughes
SpaceandCommunication€€ompary; reproducedvith permission).

it wereeconomicato doso[70Q].

1.1.2 The Inter net Protocol Ar chitecture

Theterm*“the Internet”’refersto a wide collectionof paclet switchingnetworksthatare
tied togetherthroughthe commonuseof the InternetProtocol(IP) andits associatedouting and
addressingonventions. Eachnetwork canbe thoughtof asa separatéautonomoussystem”that
takesresponsibilityfor deliveringtraffic within its own network howeverit seedit while conforming
to standarcprotocolmechanismsit exchangepoints(interfaces)with otherparticipatingnetworks.
The mostdistinguishingcharacteristiof this network architectureis thatit is decentralizedand
hasno single administratar Anotherkey aspectof the architectureis how the variousprotocols
interrelate. Figure 1.3 illustratesa popularview of the Internetprotocol architecture sometimes
called the “hourglassfigure; which illustrateshow thereis one commonprotocol (IP) usedby
everyone(at network exchangepoints) but that protocollayersabose and belowv the IP layer are
moreheterogeneoud 10]. In fact, it wasthe needto interconnectifferentnetworks suchasthe
original ARPAnet, SATNET, and the Mobile Radio Network in the SanFranciscoBay areathat
propelledthe usageof the Internetprotocol[121]. In Figure 1.3, we have labelledfive network
“layers” thatarecommonlyassociateavith the Internetarchitecturgalsosometimeseferredto as
the “TCP/IP” architecture).In this thesis,we will explore problemsinvolving protocolsthatlie at
thenetwork andtransportayers.

Thecurrentinternetcanbe characterizethy the following features:

e Besteffort packet delivery The Internetmakes no guaranteegboutbandwidth,lateng,



Iridium Teledesic Skybridge Globalstar ICO
Uses/sevices voice, broadband broadband voice, voice,
messaging accessprivate | accessprivate | messaging| messaging
fax networks networks fax position
location
Data rates (Kb/s) 2.4 64,000down | 20,000down 7.2 2.4
2000up 2000up
Number of satellites 66 288 80 48 10
Orbital planes 6 12 8 8 2
Altitude (km) 780 1375 1450 1410 10,400
Frequencyband L-band Ka-band Ku-band L/S-band S-band
Payloadtype circuit paclet repeater repeater | repeater
Payloadtype switched switched
Satellite crosslinks yes yes no no no
Systemcosts 3.7 9 4.2 2.2 2.6
($ billions)

Tablel.1: Summaryof majorLEO systenmproposalgdatafrom varioussourcesbut mainly [143]).

sequencingor eventhe successfutlelivery of a paclet. Instead pacletsareroutedamong
destinationasbestastheroutinginfrastructurecando, andit is up to higherlayer protocols
thatoperateend-to-endetweercorrespondingpoststo provide whatever serviceguarantees
arenecessarysuchasin-order reliabledelivery). This architecturatlecisionhascontributed
to the nice scalingpropertiesof currentinternetdeplayment,albeitat the costof supporting
poorly thoseapplicationghatrequirestrict performanceuaranteefrom the network.

e Heterogeneity Any way you look at the Internet,thereis a tremendousamountof hetero-
geneity The performancecharacteristic®f end-hostsand communicationdinks operating
in the Interentvary widely. The succes®f the network relieson successfutieploymentand
operationof protocol mechanismshat mitigate the problemsposedby this heterogeneous
ervironment. Two recentresearctprojectsin our researclgroup(oneon multimedia-related
proxiesfor heterogeneousetworks[7] andoneon transportprotocolperformancever het-
erogeneouwvirelessnetworks [9]) focusedspecificallyon dealingwith heterogeneityn the

Internet.

e Huge installed baseThroughoutthe 1990s,the numberof hostson Internethasgrown ex-
ponentially As of July 1999therewere over 56 million hosts,doublethe numberpresent
atthe startof 1998[63]. As aresult,it is increasinglyhardto make protocolchangeghat
do not interoperatecleanlywith existing hostson the network. New protocolsor protocol
enhancementthatrequirechangegso endhostsarenot likely to be quickly adoptedunless
they eitherenablea new servicenot easilysupportedy the existing protocolbaseor provide
averylarge performance&nhancemenilhereforethe onusis onthedeveloperto elaboratea
cleardeploymentpathfor ary proposedenhancemen@ndto demonstratéhatthe proposed
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changesnteroperatevell with theinstalledbase.

1.1.3 Satellitesand the Inter net— A Match Worth Making?

It is alreadywell known and unavoidable that the end-to-endpaclet delay over GEO
satellitelinks is commonlyseseralhundredmillisecondsworsethanmosthigh-speednternetcon-
nections Althoughfuture LEO systemsareaimedat reducingthis absolutedelay thetransmission
(error) performanceof thesesystemss uncertainat this time andis likely to be worsethanwhat
usergypically obsere with wireline systemsBoth thesdong latenciesand(potentially)high error
ratescan causeperformanceproblemsfor Internetconnections.Often, the performanceroblems
canbe overcomeby properprotocoldesign,but experiencehasproventhatit is unrealisticto ex-
pectthatprotocoldesignerwill take the specialcharacteristicef asatellitelink into accountvhen
designingprotocols—satellitesaretoo muchof a nichemarlet for optimization. Neverthelessye
believe thattheInternetandsatellitelinks canbeavery goodmatchfor providing broadbanéccess,
for thefollowing reasons:

e Curr ent Inter net performanceis spotty Packet lossratesin the Internetcanbe quite high;
it is not uncommonfor paclet loss rateson portionsof the Internetto approachlO to 20
percentattimesdueto congestionMany currentinternetusersusedial-upaccesswhich (at
ratesof 30 Kb/s) canaddhundredf millisecondsof delayfor large paclets. Additionally,
Web sener responsdimes, while usuallyfast,cansometimede very sluggish(i.e., sener
responsdimes have heary-tailed distributions [51]). In suchan ervironment,satellitelink
performancedoesnot look badin comparison.In fact, for someapplicationssuchaslow-
bit-ratevideo, it is possiblefor satellitetransmissionsf a videostreamto bedecodedkarlier
than a terrestrially-routedstreamif the terrestrially-basedtreammust overcomea higher
pacletlossrate.Becausehereis no admissiorcontrolnor fine-grainedraffic policingin the
Internet,it is notclearwhetherthe performancevill improve markedly arytime soon.



e Elasticity of popular applications Geostationargatelliteconnectionsareconsideregrob-
lematic for “real-time” applicationsinvolving humaninteractions;for example, telephone
calls over satellitelinks encounterenoughlateng that the timing nuancesf normalcon-
versationcan be disturbedfor mary users. Thesetypesof applicationshave beentermed
“non-elastic”[125]. In contrastthetwo mostpopularusesof the network—Web relatedac-
tivities andemail—are“elastic” in thatthey do not requirestringentperformanceyuarantees
from the network for usersto be satisfied. While it is likely that delay-sensitie wide-area
applications(suchasIP telephow) will evolve in the nearfuture, LEO systemsare being
designedspecificallyto bettersupportsuchapplications.

e Bandwidth asymmetry matchestraffic asymmetry Satellitenetworksthataredesignedo
enablelow costuserterminalsaretypically built arounda “star” network topology in which
a large hub antennaand large power amplifiersis usedto broadcast high bit rate stream
to customers.However, becauseghe mostexpensve componenf a customerterminalis
a power amplifier, a low wattagepowver amplifier is usedand consequentithe customer
cannotusea large returncarrierfor transmissiondackto the huh Fortunately the type of
asymmetridbandwidthprovided by suchsystemss well suitedfor Web browsing, by far the
mostpopularinternetapplicationin termsof network usage.Recenttraffic tracesof client
PCshave shavn anasymmetryratio betweerinboundandoutboundandwidthusageof over
5to 1. Satelliteoperatorhave alreadycapitalizedonthistraffic asymmetryoy offering hybrid
satellitesystemssuchasthe DirecPCnetwork which allows usersto dovnloaddataat rates
up to 400Kb/s but whichrelieson a dial-upreturnchanneltypically around30 Kb/s) [100Q].

1.2 Contributions and ThesisOverview

1.2.1 Statementof Reseach Problems

In thisthesiswe concentrat®nthe applicationof satellitesystemso provide broadband
accesgo thelnternet Thisis in contrasto usingsuchnetworksfor trunkingor transitconnectiity
betweercarriernetworks,ashasoftenbeendonehistorically Becausegoint-to-pointsatellitecon-
nectionswill continueto be moreexpensie thanfiberbasedptions(if suchoptionsexist), satellite
communicationsvill mostlikely beusedi) for broadcastingf informationto multiple usersandii)
for broadbandhccessvhereviable terrestrialinfrastructureis lacking. In this applicationcontext,
we focuson thefollowing two problems:

¢ theperformancef reliabletransporiprotocolsover GEOsatellitelinks, and
e thedesignof unicastrouting protocolsfor LEO satellitenetworks.

The problemof designingand deplging reliable transportprotocolsthat performade-
guatelyover satellitelinks is well establishedne, but in our opinion the problemhasnot been
completelysolved andin particularwe approachthe problemfrom differentangles. Specifically
we considerthe transportprotocol performancehat a satellite-basediseris likely to encounter
whenbhis or herconnectiortraversesa portion of thewired Internet,in contrasto looking attrans-
portconnectionsn isolatedsatelliteervironments We explorechangeshatcanbemadein existing
transportprotocolimplementationgndspecializedrotocolgatevaysthat canbe deplo/ed within



satellitebroadbandaccessetworks. We especiallyemphasizestudyingprotocol performancen
the context of othercompetinglnternetconnectionghatsharethe samepathasthe measureaon-
nection;suchan emphasiss not oftenfoundin the availableliterature. And ratherthanfocusing
exclusively onfile transferswe explore the performancef smalldatatransferscommonlyassoci-
atedwith Webbrowsing.

In contrast,the designof unicastrouting protocolsfor LEO networks is an emeging
problem,with muchof the previouswork on networking for LEO systemgocusingon connection-
orientedrouting ratherthanpaclet switching. This is becausét haslong beenthoughtthat Asyn-
chronousTransferMode (ATM) networkswould form the backboneof all future broadbandvide-
areanetworks. Sincethefutureof ATM is nolongerclear andbecauseave believe thataconnection-
lessnetworking paradigmis bettersuitedfor rapidly time-varying network topologieswe instead
chooseto focuson IP-basedouting. By constructinga network simulatorthatis ableto provide
detailedpaclet-level simulationsof future LEO networks, we explore not only somefundamental
performanceropertiesof suchconstellationdut alsomorespecializedoutingtechniquesailored
specificallyfor proposed.EO networks.

1.2.2 Contributions

Regardingthe two main problemsidentifiedabove, we wereableto make a numberof
contritutions,which we summarizenereanddiscusgn moredetailin thefollowing chapters:

e Ourstudyof TCPperformancever GEOsatellitelinks is amongthefirst thatexploresin de-
tail theinteractionsbetweensatelliteTCP connectionsandother (non-satellite)connections
that sharepart of the sameend-to-endpath. Onelong-standingoroblemin this context has
beenthefairnesgperformancef TCP’s congestioravoidancealgorithmwhenmultiple con-
nectionswith differentroundtrip delayssharea bottlenecklink. Using simulationmodels,
we provide evidencethat,while TCP fairnesgproblemamaynot be easilysolvablein a man-
ner that can be incrementallydeplg/ed by making changego hostimplementationssmall
changedgo a satelliteconnectiors congestioravoidancealgorithmcansubstantiallyimprove
thefairnessof the bottlenecKink usagewithoutcomprimizinglink utilization. In particular
in congestiorsituationsve werefrequentlyableto doublethethroughpubf satelliteconnec-
tionsby makingtheir congestioravoidancepoliciesslightly moreaggressie thannormal,but
notsoaggressie asto unfairly penalizeothercompetingconnectionsNext, we highlighthow
imperfectimplementationsf standardized CP optionsrelatingto lossrecorery andconges-
tion avoidancecan leadto poor file transferperformanceover satellitelinks and, through
experimentand simulation,constructa referenceémplementatiorof theseoptionsthat can
achisre goodperformancen a non-congestedatelliteervironment. We also quantify how
muchtwo proposedT CP options(TCP for Transactionsand optionsfor increasingTCP’s
initial window) reducethe lateng of shorttransfersfinding thatthe useof both optionscan
reducetheuserpercevedlateny by afactorof two to three.However, sincetheseoptionsare
not guaranteedo becomewidely deplg/ed, andsincethe file transferperformanceof even
satellite-optimizedonnectionganbe derailedby the fairnessgproblemdiscussedbove, we
investigatehe performancdenefitghatcanbe achieved by usingTCP protocolgatevaysin
asatellitenetwork. In particular we find thatwell-tunedTCP protocolgatavays,which split
asingleTCP connectiorinto two separateonnections¢anachiee performance&omparable



to connectionghatdo nottraversea GEO satellitelink.

e GiventhatTCPprotocolgatavaysarepossibldén thenetwork architectureywe explorewhether
protocolsotherthanTCP maybemoresuitablefor thelong-delayandbandwidth-asymmetric
ernvironmentof satelliteaccessietworks. We describethe overall designandperformancef
a satellite-optimizedransporiprotocol(whichwe have named'STP”) thatis specificallyde-
signedfor abroadbandatellitenetwork characterizely high degreesof bandwidthasymme-
try. Somebenefitsof this protocolrelative to TCP’s performanceéncludegoodperformance
in a high lossernvironment,lesssensitvity to large variationsin the roundtrip delayexperi-
encedby paclets,andareductionof upto anorderof magnituden theamountof bandwidth
usedonthereversechanneto returnacknavledgments.

¢ Finally, we conducta detailedinvestigationof paclet routing alternatvesin the context of
LEO satellitenetworks. Our studyis believedto be amongthe first thatfocuseson the con-
nectionlesgpaclet routing problemfor the highly time-varying network topologiesof LEO
networks. We describethe constructionof a LEO network simulator suitablenot only for
paclet routing studiesbut alsofor otheraspectf networking over future satelliteconstel-
lations. This simulatorrevealssomeinterestingfundamentaldelay performanceproperties
of LEO networks that have not yet beendescribedn the literature. After illustrating some
of thesepropertieswe turn our attentionto paclet routing. Although existing distributed
routing protocolscanbe madeto work in this ervironment,we seekto exploit the special-
ized topological propertiesand systemconstraintsof LEO networks in the designof new
routing stratgies. We first explore the hypothesisadwancedby otherresearcherghat by
makinglocally optimalpaclet forwardingdecisionghatminimizethegeographidistanceo
thedestinationpnecanobtainroutesthatarecloseto optimalin termsof delayperformance.
Althoughwe find thatadistributedprotocolbasednthis concepis fundamentalhdifficult to
construcbecausef the structureof commercially-proposedetwork topologieswe areable
to demonstrat¢the benefitof geographic-baseatidresseim centralizedoutingsystemsWe
develop an addressingstrat@y for a particularcellular structureon the Earths surfaceand
prove its optimality from the standpointof maximizing opportunitiesfor addressaggr@a-
tion of geographicallycontiguouscells. By taking adwvantageof temporalconsistenciesn
routingtablesandaddresaggregationpossibilities we proposea centralizedouting stratgy
that, whencompredto traditionalnon-hierarchicatouting approachedgadsto a reduction
of over an orderof magnitudein both the amountof routing traffic that mustbe corveyed
betweemetwork nodesandthe numberof satelliterouting table entriesusedfor non-local
destinations.

1.2.3 ThesisOverview

Theremaindeof this dissertations organizedasfollows.

In the next chaptemwe delve deepeiinto backgroundnaterialrelatedto the problemswe
addresdn this thesis,and suney the relatedwork that provides the foundationfor the research
presentedherein.

In Chapter3 we describeour overall researchmethodologyand provide an overview of
thesimulationervironmentthatwe usedto generatenumericalresultsandthe experimentatestbed
usedto studythe performancevorkingimplementation®f theprotocolswe constructed.



10

Chapterst through6 form the core of the thesis,with Chapterst and5 focusingon the
problemof transportprotocol performanceover GEO satellitelinks, and Chapter6 exploring the
problemof unicastpaclet routingin LEO satelliteconstellations.

Chapter is concernedvith the performancef TCPin a satelliteervironment,focusing
first on potentialremediego fairnesgproblemsinherentin TCP’s congestioravoidancealgorithm,
thenstudyingthe interactionof different TCP implementatioroptionsin a satelliteervironment,
andfinally exploring the potentialgainsachievable throughthe useof TCP protocolgatevaysin
satelliteaccessetworks.

In Chapter5 we introduceour satellitetransporfprotocol (STP).We bagin by describing
the basicdesignandoperationof the protocol. We thenstudyits performancehroughthe useof
simulationmodelsandanimplementation.

We begin Chapter6 with a detaileddiscussioron the constructiorof a simulationervi-
ronmentto studythe problemof networkingin LEO satelliteconstellationsAfter presentingsome
fundamentatelay performanceesultsobtainedfrom our simulator we focusin the remainderof
thechapteron the stratgy of usinggeographic-baseatddressingnformationto simplify routing.

Finally, in Chapter7 we concludeby summarizingour ourwork anddiscussinglirections
for futurework.
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Chapter 2

Background and RelatedWork

In thischapteme suney work relatedo ourown, bothto pointoutthemary contritutions
of previous researchersndto place our contritutions in the propercontet. We organizethis
suney aroundthetwo mainthemesf ourresearcton networking overbroadbandatellitesystems:
reliabletransportprotocolperformancever satellitelinks, androutingfor LEO satellitenetworks
In bothcasesyve first provide thereadewith backgroundnformation,followed by a discussiorof
previousresearchelatedto our own. We concludeby summarizinghow our researchouilds on this
previouswork.

2.1 Reliable Transport Protocolsin a Satellite Envir onment

The Internetis a besteffort network, which meanghat pacletsareneitherguaranteedo
arrive attheintendeddestinatiorat all, nor guaranteedo arrive atthe destinationn the orderthat
they weresent.This fundamentatlesignfeatureof the Internethasallowedit to scalewell, because
reliability is implementedattheend-hostandnotwithin the network. To provide applicationswith
a guaranteedin-order datadelivery service,a reliable transportprotocol must operateover this
unreliablenetwork. Many of the mostpopularinternetapplicationssuchasthe Web, file transfer
electronicmail, andremoteterminals,rely on end-to-endeliability betweenhosts. Almost all of
thistraffic usesonedominantransporfprotocol;namely the TransmissiorControlProtocol(TCP).
In this section,we first describethe basicsof TCP operation,focusingon thoseaspectghat are
mostrelevantto satellitelinks. Next, we suney thelarge body of work thathasaimedatimproving
TCP performancever satellitelinks andothernetwork pathsthat exhibit characteristicsimilar to
satellitelinks. Finally, we discussvork on otherinternet-relatedeliabletransporprotocols.

2.1.1 TransmissionControl Protocol (TCP) Overview

This subsectiordescribesaspectof TCP operationrelevant to the researctdescribed
in this thesis. TCP was originally specifiedand implementedfor the ARPANET in the 1970s;
the original InternetRFC was written in 1981 but was derived from several earlier ARPANET
specificationg111]. For amorecomprehense overvien of TCP, theinterestedeaderis directed
to[127]. Overtheyearsalarge numberof reliabletransporiprotocolshave beeninvented but TCP
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Figure2.1: Typical paclket sequenceor TCPandT/TCP

is currentlyusedalmostexclusively for reliableunicasttransportservicein the Internet.Hence we
will focusour attentionprimarily on TCP.

Basic TCP Operation

TCP provides a reliable, end-to-end byte-streaminglata service (with guaranteedn-
orderdelivery) to applications A transmittingTCP acceptgdatafrom anapplicationin arbitrarily-
sizedchunksand packagest in variable-lengthsegmentsfor transmissiorin IP datagramswith
eachbyte of dataindexed by a sequencenumber The TCP recever respondgo the successful
receptionof databy returningan acknaviedgmentto the senderandby delivering the datato the
receving application;the transmittercanusetheseacknavledgmentgo determineif ary datare-
quiresretransmissionlf onthesendingsidetheconnectiorclosesnormally thesendingapplication
canbealmostcertainthatthe peerreceving applicationsuccessfullyecevedall of thedata.

TCPis typically implementedn the operatingsystemkernel,and accessedhroughan
ApplicationsProgrammindnterface(API). Themostwell known andusedAPl is knowvn assodets
and it provides userlevel programswith accesgo network serviceslike TCP throughstandard
systemcalls[127].

ConnectionEstablishmentand Release

TCP exchangespeciallylabelledsegmentsto establishreleaseandreseta connection.
Threesggmentsaretypically requiredto establisha TCP sessionthe connectiorinitiator (typically
calledtheclienf) first sendsa SYN segmentto theconnectiorresponde(typically calledtheservey,
the sener respondswith anacknaviedgment(ACK) of the SYN concatenatewith its own SYN,
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andthe clientthensendshackan ACK of the secondSYN. To closea connectionpoth sidessend
a FIN segmentto eachother andrespondwith an ACK of the FIN. Figure2.1ashavs a typical
seggmentexchange.

Sevenpacletsareusuallyrequiredto transferaslittle as1 byte of data.To supportsmall
transactionsan extensionknovn asTCPfor TransactiongT/TCP)wasstandardizedh 1994[15].
Figure2.1bshavs how the seven pacletscanbereducedo threefor a smallexchange Supportof
the T/TCP extensionhasbeenslow, however, for two main reasons.First, thereare securitycon-
cernsover denialof serviceattacksbasedn T/TCP (anattacler couldflood asenerwith SYNs;in
T/TCP’s casegachSYN receved causeghe sener to immediatelyallocatesystenresourcegven
if the connectionwill ultimately be rejected). Second,T/TCP requiresthe applicationto usethe
sendt o() orsendnsg() systemcallswheninstantiatinga connectionhowever, mostapplica-
tionsusetheconnect () andthensend() orwrite() systencalls.

BasicLossRecovery

Thebasiclossrecarery mechanisnfor TCPis aretransmissiotimer locatedat the send-
ing end. After a TCP sendersenddata,it waitsfor atimeoutinterval for therecever to ACK the
data.If no ACK is receved by the endof thetimeoutintenal, the datais retransmittecanda new
timer is startedbasedon a new timeoutintenal. In mostimplementationsnot every segmentis
timed-thereis only one outstandingseggmentbeingtimed at ary giventime. Thetimeoutinternal
for a sgmentis basedon the estimatedound-triptime (RTT) of the connectionandsubsequent
timeoutintenalsfor the samesegmentaredoubledeachtime; this processs knovn asexponential
badoff of the retransmissiotimer. The estimatedRTT of a connectionis obtainedby repeatedly
timing paclet exchangedo obtainRTT samplesandsubsequentlpassinghe sampleghroughan
exponentiallyweightedmaoving averagefilter to obtaina smoothedoundtrip time (srtt) estimate.
The initial RTT is assumedo be very large (greaterthanone second)or may be obtainedvia a
cache.The RTT measuremeris usuallyvery coarsein currentimplementationsandthe timeout
intenal is alsovery conserative, with the basetimeoutintenal usuallysetto srtt + 4 * rttvar,
whererttvar is themeanlineardeviation of the RTT measurements.

CongestionAvoidanceand Control

TCPhasbeenheaily usedin thelnternetfor over adecadeandalargepartof its success
is dueto its ability to probefor unusednetwork bandwidthwhile alsobackingoff its sendingrate
upondetectionof congestiorin the network; this mechanisnis known as“congestionavoidance”
[66]. An additionalmechanisrknown as“slow start” is useduponthe startof the connectionto
morerapidly probefor unusedandwidth.Theoperatiorof thesemechanismgs describedn detail
in [127], andis briefly summarizedhere. TCPmaintainsavariableknowvn asits congestionwindow
whichis initialized to a valueof onesggmentuponconnectiorstartup. Thewindow representshe
amountof datathat may be outstandingat ary onetime, which effectively determineghe TCP
sendingrate. During slow start,the valueof the congestiorwindow doublesevery roundtrip time
(RTT), until eitherathresholdis reachedslow start threshold initially setto anarbitrarily large
value),or a lossis detected.All lossesareinterpretedascongestioreventsin TCR so, usingthe
basiclossrecorery mechanisndescribedabore, upona timeoutthe slow startthresholdis setto
the valueof the congestiorwindow, the congestiorwindow is subsequentlyesetto onesegment,
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Figure2.2: Basicoperationof TCP slow startandcongestioravoidance(from [9]).

and TCP bggins to slow startagainafter retransmittingthe missingsegment. Whenthe window
sizegrows largerthanthe slow startthreshold,TCP entersthe congestioravoidancephasewhere
it addsapproximatelyone segmentto its window every oneor two RTTs. Thisis a muchslower,
lineargrowth phaseof the congestiorwindow.

Slow startand congestioravoidancewereintroducedinto TCP in the late 1980s; TCP
implementationghatimplementslon startand congestioravoidancewith the basiclossrecorery
mechanisndescribedabore areknowvn asTCP “Tahoe”implementations.

EnhancedLossRecorery and CongestionAvoidance

The basiclossrecovery describedabore wasthe only lossrecorery mechanisnimple-
mentedin the TCP (Tahoe)release®f the late 1980s. An enhancemertb TCP Tahoewasadded
around1990to form TCP“Reno” Notethatin TCP Tahoe eachtime alossoccurs,TCP mustwait
for atimeoutto retransmitthe missingsegment. Becausehe timeoutintenal is conserative, the
TCPsenderendsupidling for arelatively long periodof time (onthe orderof oneto two seconds).
Furthermorethe connectiormustreenterslow starteachtime alossoccurs. For satelliteconnec-
tions especially this timeout period and the following slow startresultin several secondsiuring
which the throughputis very low and channelbandwidthmay be wasted. TCP Renointroduced
the “fastretransmit”and“f astrecorery” mechanism.TCP Renoassumeshatthe arrival of three
or moreduplicateACKs is a goodindicationthatthe seggmentbeyond thatwhich is being ACKed
hasbeenlost. Ratherthanwait for atimeout,it retransmitshe segmentimmediately andreduces
the congestiorwindow to half of its previousvalue. It thenallows the TCP senderto senda new
segmentfor eachduplicateACK receved, to keepthe pipe full duringthis recovery phase.If the
retransmissiotis againlost, TCP mustwait for atimeout. For singlelossevents, TCP Renois very
effective in recaveringthelosswithouta damagingeductionof throughput. TCP Renois described
in moredetailin [129]. Figure2.2illustratesanexampleof how TCP’s congestiorwindow evolves
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overtime[9].

For all of its effectivenessat recarering from singleloss events, TCP Renohaswhatis
widely consideredh bug whenit comesto multiple losseventsin a singlewindow [36, 60]. The
problemis thatif multiplelosseccurin awindow of data(i.e.,within thesameRTT intenal), TCP
Renoonly performsfastretransmitof thefirst missingsegment,andoften mustwait for a timeout
for subsequenbstsggments.TCPimplementationghatfix this bugareknovn asTCP“NewReno”
[42]. In Chapter4, we will discusgheimplicationsof this bug on satelliteconnectionsn greater
detail.

TCP RenoandNewRenocanonly recover from onelossevent every RTT. In an ervi-
ronmentwherethe RTT is large, this leadsto a very slow recovery for bursty lossevents. TCP
with Selectve Acknowledgmentg83], alsoknowvn asTCP SACK, standardizea new TCP option
thatallows the recever to reporta large numberof missingsegmentsat onetime. This optionis
particularlybeneficialin the satelliteervironment,aswe shav in Chapter4.

Finally, an experimentalTCP implementatiorknowvn as“Vegas”attemptgo implement
a congestioravoidancemechanisnhat avoids lossesby reducingthe window upona detectionof
anincreasen the RTT (which would indicatequeueghuilding alongthe path)[16]. Unfortunately
TCP Vegashasnot beenshavn to work well in a heterogeneousrvironment;in particular in
a satelliteervironment, it exhibits ratherpoor performancebecauset is very slow to probefor
unusedbandwidth[146].

2.1.2 TCP Performanceover Satellite Links

Satellitenetworksformeda partof experimentainternetseginningin themid 19705 (in
theform of the Atlantic Paclet SatelliteNetwork, or “SATNET” [65]), andTCPis reportedo have
worked correctlyover suchlinks, albeitatbit ratesin thetensof Kb/s[123]. However, performance
problemadid not manifestthemselesin a network wherethe maximumlink capacitywas56 Kb/s.
In this section,we summarizesomeof the solved and unsohed TCP performancegroblemsin a
satelliteervironment. Partridgeand Shepardalsodiscussseveral of thesecausedor poor satellite
TCP performancen [104].

KeylIssuesfor Satellite Transport

Themaincharacteristicsf theend-to-engaththataffecttransporiprotocolperformance
are lateng, bandwidth,paclet loss dueto congestionandlossesdueto transmissiorerrors. If
part of the pathincludesa satellite channel theseparametergan vary substantiallyfrom those
foundonwired networks. In thisthesis we malke thefollowing assumptionaboutthe performance
characteristicsf future systems:

e Latency: Thethreemaincomponent®f lateny are propagatiordelay transmissiordelay
and queueingdelay In the broadbandsatellite case,the dominantportion is expectedto
be the propagatiordelay For connectiongraversingGEO links, the one-way propagation
delayis typically on the orderof 270 ms, and may be more dependingon the presencef
interlearersfor forward error correction. Variationsin propagatiordelayfor GEOlinks are
usually remored by using Doppler buffers. Therefore,for connectionsusing GEO links,
the dominantadditionto the end-to-endateny will be roughly 300 ms (oneway) of fixed
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propagatiordelay In the LEO case this canbe an orderof magnitudeess. For example,
satellitesatanaltitudeof 1000km will contrituteroughlyanadditional20 msto theoneway
delayfor a singlehop; additionalsatellitehopswill addto the lateny dependingiponhow
far apartarethe satellites. However, the delaywill be more variablefor LEO connections
since, dueto the relatve motion of the LEO satellites,propagationdelayswill vary over
time, andthe connectiorpathmay change Therefore for LEO-basedransporiconnections,
the propagatiordelaywill generallybe smaller(suchasfrom 20-200ms), but theremay be
substantiatielayvariationaddeddueto satellitemotionor routingchangesandthequeueing
delaysmaybemoresignificant[49].

e Asymmetry: With respecto transportprotocols,a network exhibits asymmetrywhenthe
forward throughputachiezable dependsiot only on thelink characteristiceindtraffic levels
in the forward path but also on thoseof the reversepath[11]. Satellite networks canbe
asymmetridn severalways. Somesatellitenetworks areinherentlybandwidthasymmetric,
suchasthosebasedon a directbroadcassatellite(DBS) downlink anda returnvia a dial-up
modemline. Dependingon therouting, this mayalsobethe casen futurehybrid GEO/LEO
systemsjfor example,a DBS downlink with a returnlink via the LEO systemcausesoth
bandwidthandlateny asymmetryFor purelyGEOor LEO systemsbandwidthasymmetries
may exist for mary usersdueto economidactors.For example,mary proposedystemswill
offer userswith smallterminalsthe capabilityto dowvnloadat tensof Mb/s but, dueto uplink
carriersizing,will notallow uplinks at ratesfasterthansereral hundredkb/s or afew Mb/s
unlessalargerterminalis purchased.

e Transmissionerrors: Bit error ratios (BER) using legag equipmentand mary existing
transponderdave beenpoor by datacommunicationstandardsas low as10~7 on aver
ageand10—* worstcase Thisis primarily becaussuchexisting systemsvereoptimizedfor
analogvoice andvideo services.New modulationandcodingtechniguesalongwith higher
poweredsatellites shouldhelp to make normalbit error ratesvery low (suchas10~19) for
GEOsystemsFor LEO systemsmultipathandshadaing may contribute to amorevariable
BER, but in generakhosesystemsrealsoexpectedto be engineeredor “fiber-like” quality
mostof thetime !

e Congestion: With the useof very high frequeng, high bandwidthradio or optical inter
satellitecommunicationdinks, the bottlenecKinks in the satellitesystemwill likely bethe
links betweenthe earthandsatellites. Theselinks will be fundamentallylimited by the up-
link/downlink spectrumsoasa result,theinternalsatellitenetwork shouldgenerallybefree
of heary congestionHowever, thegatavaysbetweerthesatellitesubnetwrk andthelnternet
couldbecomecongestednoreeasily particularlyif admissiorcontrolswereloose.

Progressin Impr oving TCP for Satellite Channels

Over the pastdecadea humberof TCP extensionshave beenspecifiedwhich improve
uponthe performancef the basicprotocolin suchervironments:

lwith adwancesin error correction, links are more likely to be in one of two states: error free, or completely
unavailable.



17

e Window scale[67]: TCP’s protocolsyntaxoriginally only allowed for windows of 64 KB,
which limited throughputin practiceto roughly 400Kb/s. The window scaleoption signifi-
cantlyincreasesheamountof datawhich canbeoutstandingn a connectiorby introducing
a scalingfactorto be appliedto the window field. Thisis particularlyimportantin the case
of satellitelinks, which requirelarge windows to realizetheir high datarates. Becauseof
window scale researcherbave recentlyreportedT CP throughputsover geostationangatel-
lite links (in controlledenvironmentswith no congestioror bit errors)in excessof 100 Mb/s
[25].

e Selectve Acknowledgments(SACK) [83]: Selectve acknavledgmentsallow for multiple
lossesn atransmissionvindow to berecoreredin oneRTT. TCPSACK wasdiscusse@bore
in Section2.1.1.

e TCP for Transactions(T/TCP) [15]: TCP for Transactionsamongotherrefinementsat-
temptsto reducetheconnectiorhandshakindateny for mostconnectionsieducingtheuser
perceved lateny from two RTTsto oneRTT for smalltransactionsThis reductioncanbe
significantfor shorttransfersover satellitechannelsWe introducedT/TCP abore in Section
2.1.1.

e Path MTU discovery [90]: This optionallows the TCP sendetto probethe network for the
largestallowable MessageTransferUnit (MTU). Using large MTUs is more efficient and
helpsthe congestiorwindow to openfaster

Eventhoughsomeof theseoptionshave beenspecifiedor over five yearsnot all implementations
usethemtoday Thelack of widespreadrendorsupportfor satellite-friendlyprotocoloptionshas
historically beena hindranceto achiezing high performanceover satellitenetworks. Recently to
alleviatethis, thelnternetEngineeringraskForce(IETF) hasputtogethermdocumenthatdescribes
the standardl CP optionsandconfigurationghatimprove performancever satellitechannelg5].

Unresolhed Problems

Despitethe progresson improving TCP, thereremainsomevexing attributesof the pro-
tocol thatimpair performanceover satellitelinks. For theseproblems thereare no standardized
solutions althoughsomearecurrentlyunderstudy:

e Slow start “ramp up”: TCP’sslow startmechanismyhile openingthe congestiorwindow
at anexponentialrate,may still betoo slow for broadbandtonnectiondraversinglong RTT
links, resultingin low utilization. This problemis exacerbatedvhenslow startterminates
prematurelyforcing TCPinto thelinearwindow grownth phaseof congestioravoidanceearly
in theconnectior[104]. Researcherarenow consideringallowing a TCP connectiorto use
aninitial congestiorwindow of 4380bytes(or a maximumof 4 sggments)ratherthanone
sgment[4]. Transfersfor file sizesunderroughly four thousandbytes(mary Web pages
are lessthanthis size) would thenusually completein one RTT ratherthantwo or three.
In the following, we referto this policy as“4K slow start” (4KSS).Otherresearcherbave
investigatedhe potentialfor cachingcongestiorinformationfrom arecentlyusedconnection
to startthe new connectiorfrom alargerinitial window size[101],[132].
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e Link asymmetry: Thethroughputof TCP over agivenforward pathis maximizedwhenthe
reversepathhasamplebandwidthandalow lossrate,becausd CPrelieson a steadystream
of acknavledgmentgACKs) to advanceits window andclock outnew segmentsn asmooth
manner Whenthe reversepathhaslimited bandwidth the TCP acknavledgmentstreambe-
comesourstier asACKsareclumpedtogetheror dropped.This hasthreeeffects:i) thesend-
ing patternbecomesnorebursty, i) the grownth of the congestiorwindow (which advances
basedon the numberof ACKs receved) slows, andiii) the“fastretransmit’mechanisnthat
avoidsretransmissiotimeoutsbecomedesseffective. SinceTCP acknavledgmentsarecu-
mulative, researcherbave recentlystudiedwaysto reducethe amountof ACK traffic over
thebottlenecHKink by “ACK congestiortontrol” andsenderalgorithmsthatgrow thewindow
basedntheamountof dataacknavledged(suchasthebyte countingstratgy studiedin [2])
andthat“paceout” new datatransmissiorby usingtimers[11]. This hasthe dravbackof re-
quiringtransport-layeimplementatiorthangestbothendsof theconnection An alternatve
approachreintroducesheoriginal ACK streamat the otherendof the bottlenecHink (*“ACK
filtering andreconstruction”J11, 119. This doesnotrequirechangestthe TCP senderbut
is morechallengingto implement.Finally, if theMTU for the constrainedeversechannels
small, the pathMTU discorery mechanisnwill selectthe smallMTU for the forward path
also,reducingperformance.

e Handling of transmission errors TCP treatsall lossesas a sign of congestion.If a sey-
mentis lostto atransmissiorerror, TCP misinterpretghelossascongestiorandinappropri-
atelyrespond$y reducingthecongestiorwindon. Unnecessargeductionf thecongestion
window areparticularlydamagingo throughputover satellitechannels.Fortunately recent
adwancesn concatenatedrrorcontrolcodescanmake mostbroadbandatellitechannelsel-
atively errorfree. Neverthelesseven mild error rateson very high speedsatellitelinks can
have a crippling effect on throughpu{26].

¢ Implementation details In mary implementationsapplicationamustexplicitly requestarge
sendingandreceving buffer sizesto triggerthe useof window scalingoptions.For example,
defaultsocletbuffer sizesfor mary TCPimplementationsresetto 4 KB [56]. Unfortunately
this requiresusersto manuallyconfigureapplicationsand TCP implementationso support
large buffer sizes;morewer, someapplicationsand operatingsystemsdo not permitsuch
configuration,including commonWeb seners [56] and Windows NT. Sincelarger soclet
buffers consumeamorememory it is notlikely thatlarger soclet bufferswill beturnedon by
default. Also, becaus& CP canonly negotiatethe useof window scalingduringconnection
setup,unlessit hascachedhe valueof the RTT to the destinationjt cannotinvoke window
scalinguponfinding out that the connectionis a long RTT connection. As we mentioned
above, evenif T/TCP is presentin an implementationapplicationshasedon the soclets
Application Programmingnterface (API) often usesystemcalls that prevent the usageof
T/TCP. Becausethe TCP standards not rigorously definedor followed, different vendor
implementationsftenhave different(andbuggy)behaior (seefor example [108] and[17]).
Thesubtleperformanceffectsof thesevariationscansignificantlymanifesthemselesover
satellitechannels.

e TCP fairnessPerhapshe mostchallengingproblemis that TCP’s congestioravoidanceal-
gorithmresultsin drasticallyunfair bandwidthallocationswhenmultiple connectionswith
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differentRTTs sharea bottlenecklink. The biasgoesagainstiong RTT connectiondy a
factorof RTT®, wherea < 2 [73]. This problemhasbeenobseredby severalresearchers
[54, 80, 39,40, 43, 41, 73], but aviablesolutionhasnotyetbeenproposedshortof modifying
network routersto isolateandprotectcompetingflows from oneanothef131]. Furthermore,
bandwidthasymmetryexacerbateshe fairnesgproblemsby shuttingout certainconnections
for long periods[74]. In [43], theauthorsdiscussa “constantrate” window adjustmentlgo-
rithm similar to the onewhich we explore. They obsere that RED gatevaysandReno-style
enhancement® TCP areinsuficient to correctthe biasinherentin the standardalgorithm.
In [39], theperformancef a constantateincreasealgorithmis evaluatedvia simulationand
qualitative analysisfor connectionsith long RTTs which traversemultiple gatavays. The
authorexploresthe performanceavhenall connectionsn the simulationtopologyempla the
modifiedalgorithm,andshavs thatthe performancef the constantatealgorithmmeetsat
leastoneacceptedneasuref fairnesswhile the performancef standardl CP clearlydoes
not. In [41], Floyd explorestheissuessurroundingalternatve window increasealgorithms;
the constantrate adjustmentpolicy exploredin Section4.1 builds on this work. Finally,
LakshmarmandMadhawv studythe performancef TCP/IPin networkswith high bandwidth-
delayproducts[73]. The authorsobsere that TCP is “grossly unfair” towardsconnections
with higherround-tripdelays,andsuggesthat an alternatedynamicwindow algorithmis a
high priority for futureresearchalthoughthey do notendorseary new algorithm.

Further Reseach Efforts

Researcton improving TCP performancever satelliteandwirelesslinks hasincreased
over the pastfive years. Threerecentresearchefforts standout. The first is the developmentof
a modified versionof TCP knowvn asthe SpaceCommunication$rotocol Standads— Transport
Protocol (SCPS-TPJor the generalspaceernvironment[34]. SCPS-TPRproposesa nev TCP op-
tion which would enablesereral changego basicTCP mechanismsincluding the following: dis-
tinguishingbetweenpaclet loss and paclet errors(to reactdifferently to the two events),using
the TCP Vegascongestioravoidancealgorithms identifying link outageevents, performingheader
compressiorandusingselectie negative acknaviedgmentsHowever, SCPS-TRloesnotadwcate
aparticularstratgy for handlingasymmetrichannelsalthoughseveralpossibilitiesarediscussed.
A morecomprehensk studyon the useof TCP over asymmetricchannelsvasrecentlyperformed
atBerkeley [11], althoughthemotivationfor thestudywaspacletradioandwirelesscablenetworks.
The authorsinvestigatedseveral techniquedor reducingthe frequeng of ACKs generatedy the
TCPrecever, by examiningboth network agent-basedolutionsthatdo not requirehostmodifica-
tions andsolutionsinvolving modificationsto the TCP implementation.By combiningstratgies
from SCPS-TRandthe Berkeley modificationsor asymmetryit is possibleto construcia modified
TCPwhichbehaesquitesimilarly to theSatelliteTransporProtocolthatwe describén Chaptels,
althoughit requiresimplementatiorchangest boththe sendemandrecever, or recever-side gate-
ways. Finally, the University of Kansashasbeenactive in experimentingwith TCP performance
over high-speedatellitechannelsavailableon the NASA AdvancedCommunicationgechnology
Satellite (ACTS), which provides channelsat up to OC-12 (622 Mb/s) rates[25]. TheIETF is
currentlydocumentingongoingsatellite-related CPresearctin [3].
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2.1.3 Other RelatedProtocols

In Chapter5, we studythe design,implementationandperformancef a new transport
protocol,which we call the SatelliteTransportProtocol (STP),thatis proposedasa substitutefor
TCP in a satelliteervironment. STPis an evolution of the ATM link-layer protocolknown as
the ServiceSpecificConnectionOrientedProtocol (SSCOP)64]. SSCOPitself wasprimarily a
synthesisbetweenwo researclefforts in the 1980s. Researcherat AT&T developedthe “SNR”
protocolfor high bandwidth-delayroductnetworks[97]; the protocolis namedafterits inventors
Sabnani,Netravali, and Roome. In parallel, COMSAT Laboratorieswas working on selectve-
repeatstratgiesfor satellitenetworks [88, 27]. Standardizatiomproposaldasedon theseefforts
were combinedto form SSCOP Timerdriven acknavledgmentmechanismsimilar to thosein
SSCOPdatebackto 1984[32]. The error performanceof SSCOPwas studiedin [58], while the
performanceof SNR wasexaminedin [78] and[33]. Finally, similar protocol designprinciples
have beenincorporatednto wirelesslink layerprotocols(e.g.,[96]).

Over the pasttwenty years,a numberof transportprotocolshave beendesignedor dif-
ferentnetworking ervironments-a suney of mary of theseprotocolscanbefoundin [31]. Perhaps
the two mostnotablesatellite-orientedransportprotocolsthat have beendevelopedarethe NET-
BLT protocol[30], developedby Clark, Lambert,andZhangin the 1980sandthe XpressTransport
Protocol(XTP) version4.0[145].

XTP is averyflexible transporprotocoldesignedor applicationgangingfrom real-time
embeddesdystemgo multimediadistributionsto applicationsdistributed over a wide area[145].
XTP can supportthesemary diverseervironmentsbecausedt exposesa lot of policy decisions
to the applicationghroughan API muchricher thanthe standardsoclets API. For example,the
XTP API allows the applicationto configuremulticastgroupmanagemengriority schemeserror
controloptions,flow controloptions,therateat which datais acknavledged etc. Thefundamental
differencebetweerSTPandXTP is thatXTP providesmoreservicesandexposesalot morepolicy
to the applicationvia an enhanced\PI, whereasSTP providesonly oneservice-areliable,byte-
streaminglataservice.As aresult,STPis specificallyoptimizedfor bit efficiengy andlow lateny
in the satelliteervironment,and doesnot requirechangedo the soclets API or the applications
(which mustintelligently configureconnectionparametersvhen using XTP). XTP incorporates
several protocolmechanismshoserfor STR includingrateandburstcontrol, efficient transaction
performanceselectve nggative acknaviedgmentsunsolicitedrequestdor retransmissionsanda
polling mechanisnto solicit acknaviedgments.

NETBLT wasspecificallydesignedor bulk datatransferoverawide variety of networks,
including thosewith satellitechannels.Configuredto run over IP, NETBLT differs from TCPin
thatdatatransferis flow controlledvia (non-adaptie) rate controlratherthanwindow control,and
the parameter®f rate control are nggotiatedduring connectionsetupand periodicallythroughout
the connection(althoughusingrate controlaspart of congestiorcontrolis not specified).Also, in
NETBLT the datais arrangedn large fixed block sizescalled“buffers; ratherthanbeingtreated
asa byte stream. Applicationsare aware of thesedataboundariesand passcontiguoushuffers to
thetransferprotocol. The STPprotocolwe describen Chapters resembleNETBLT in its useof
selectve acknavledgmentsandin its supportof ratecontrolto supplementwindow control.
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Figure 2.3: Exampleof a polarorbiting satelliteconstellation. The figure (and subsequenba\-
labelledfigures)wasgeneratedisingthe SaM software developedby the GeometryCenterat the
University of Minnesota.

2.2 Packet Routing for LEO Networks

In this section,we describethe fundamentakharacteristico®f LEO networks that are
relevantto the paclet routing problemwe studyin Chapter6. We alsosummarizeprior work that
is relevantto our researchFor overviews of otheraspect®f LEO systemstheinterestedeaderis
directedto [105, 68]. Ouremphasihereinis on emphasizinghosefeatureghataresalientto the
paclet routing problemanddiscussingheirimpacton thedesign.

2.2.1 Network Characteristicsof LEO Constellations

Constellation Design

Most commercially-proposedEO constellatiordesigngplacethe satellitesin a number
of nearpolar orbital planes,n which the satellitesare uniformly distributedin nearcircular orbits
aroundthe plane,andin which the planesare roughly evenly spacedaroundthe globe (Figure
2.3). Thecloserthe orbital inclinationtendstowardsa purely polar orbit, the moredifficult it is to
launchthe satellites—purelypolarorbitsareconsideredoo difficult to launch.Althoughthis design
hasa concentratiorof coverageat the poles,it hasbeenfound to be a superiordesignfor total
Earthcoveragewith a modestnumberof satellites[13], andit hasthe advantagethat mostof the
intersatellitecommunicationsinks arenotrapidly time-varying. In generala userarywhereonthe
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Figure2.4: lllustration of how orbital planesintersectnearthe poles.A minimal amountof orbital
eccentricityguaranteethatoneorbit passesverthe otherandno collisionsoccur

Earths surfaceshouldbe ableto view (above a certainelevationmask) atleastonesatelliteat ary
time. We assumehat,in generalmorethanonesatellitemay be above the elevation mask. Each
satelliteis equippedwith anantennasystemcapableof directedcoverageof portionsof the Earths
surface. To obtain higher systemcapacity the antennasystemincorporatedrequenyg reusevia
decompositiorof the coverageareainto a numberof smallerspotbeamq(i.e., cells). At analtitude
on the orderof onethousandilometers the satellitesorbit the Earthroughly every two hours,so
thatcontinuouscoveragerequiredink handof betweerterminalsandsatellites. Thefootprinttrack
of the satellitesalsohasan east-westomponenaswell asthe north-southcomponentsinceasthe
satellitesorbit in their fixed plane the Earthrotatesbeneattthem.

The fact that thereare multiple satellitesabove a given terminals elevation maskdoes
not necessarilyimply that a given terminal can communicatewith more than one satellite. To
communicatewith a satellite,the terminalmustlie within the radiationpatternof that satellites
directionalantennaSincepower managemeris a concernn LEO systemsespeciallyon the dark
side of the Earth, satellitesystemssuchaslIridium deactvate redundanantennabeamsto reduce
power [62, 49]. However, by providing coverageto anareafrom morethanonesatellite thesystem
availability canbeincreasedn severalways. First, the systemcancompensatéor shadaving by
terrainandbuildingsby offering alternatve satellites.Secondduringdaylighthours,if the satellite
is locatedalongthe samdine of sightasthe sun,communicatiorwill beimpossiblefor a periodof
time evenif the satelliteis highin the sky. Thisis known asa sunoutage andoccursalsoin GEO
systemsalthoughonly for a few minuteseachday aroundthe springandfall equinoxeswhenthe
suncrossesheEarths equatoriaplane.Third, increasedandwidthcanbe providedto a particular

geographiarea(for example,an areawith a lot of users)by usingspotbeamsfrom neighboring
satellites.

2The elevationmaskis the minimumelevation angleof the satellite(with respecto the tangento the Earths surface
attheterminals location)abore which communicationsreconsideredo be possible.



23

Orbit trajectory

Orbit trajectory
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Figure2.5: Satellite-fixed (nadirpointing) vs. Earth-fixedfootprints.

Intersatellite Links

Thesatellitesareconnectedia a network of intersatellitdinks (ISLs). Typically, agiven
satellitewill have ISLsto betweerfour andeightof its nearesheighbors-payloadconstraintswill
likely prohibitthe useof morethaneightISLs. ISLs areprojectedo behigh-capacityHF or optical
links— therefore,in this type of system,the bottlenecklinks will be the ground-to-satellitdinks
(GSLs),dueto the limited RF spectrumavailable for suchlinks. Therearethreetypesof ISLs.
IntraplanelSLs, which connecta satelliteto two or four of its nearesneigborswithin the same
plane,canbetreatedasfixedlinks in thetopology InterplanelSLs, which connecia satelliteto its
nearesheighboran adjacentgco-rotatingplanes arevariablelinks for a numberof reasonsFirst,
thedistanceébetweersatelliteplaneschangessa function of latitude. Secondphasingmaynot be
maintainedbetweertheplanescausinghe satellitesof differentplaneso slowly drift with respect
to one another Third, the interplanelSLs are switchedoff in the vicinity of the polesbecause
theantenngointingmechanisntannottracktherapidly changinganglebetweerthe satellitesfast
enough[49, 140. Finally, notethatin a polar constellation(Figure 2.3), therearetwo regionsin
which the planesarecountefrotating,therebyforming a “seam”in thetopology Cross-seaniSLs
area specialcaseof interplanelSLs. Cross-seantiSLs, if they exist, arerapidly handedoff to the
next satellite. If cross-seaniSLs do not exist, communicatiorbetweerntwo locationson opposite
sidesof theseammustberoutedoverapole. Thelridium systendoesnotsupportcross-seantsLs,
while Teledesiglansto supportthem. Keller and Salzwedehave analyzedhe problemof cross-
seamlSLsin thelridium systemandhave concludedhatno specialantennasteeringrequirements
arenecessary71], althoughlink acquisitionmaybechallenging.In ourresearchywe have assumed
thatcross-seantinks canalwaysbe acquired.For example, Teledesigplansto usetwo interplane
ISLs persatellite,but attheseampnly onelSL will beactive; the otherwill be usedto acquirethe
next (cross-seamgatellite[61].

Handoffs

In LEO systems eachsatellite covers a portion of the earths surfacewith a radiation
pattern,or footprint. Eachsatellites footprint is typically divided into a numberof equal-sized
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cells,anda phasedhrrayantennaon-boardthe satelliteperiodicallyilluminateseachcell andthen
“hops” to anotherone, creatinga “hopping beam” (or scanningbeam)scheduleover time. The
purposeof small cells andelectronically-steed hoppingbeamss threefold. First, if the radiated
power is concentratean a small area,the link budgetimproves and terminalscan use smaller
antenna®r power. Secondasin cellularsystemssystemcapacitycanbeincreasedia frequenyg

reuse Finally, by varyingthe hoppingdwell intenals, varyingamountof capacitycanbeallocated
to thedifferentcells.

Sincethe satellitesmove with respecto the Earths surface,connectiondetweena ter-
minal anda satellitemustbe handedover to anothersatellitewhenthe currentsatellitedropstoo
low abore the horizon. For example,theview time for anlridium satelliteis roughlyten minutes.
Therefore eachsystemmusthave a techniquefor controlling handofs of actve communications
sessionsTherearetwo generakechniquesvailable,dependingn the capabilitiesof the satellite
antennasystem.Thefirst techniqueasyn@ironoushandof, is appropriatdor satelliteantennays-
temsthathave anadif pointingfootprint. As thesatellitemovesacrosghesky, its footprintsweeps
acrossthe surfacewith a constantvelocity (on the orderof 5-10 km/s), asshavn in Figure2.5a.
Whenaterminalreacheghe edgeof the current(leading)footprint, it is handedoff to a new satel-
lite whose(trailing) footprintis enteringthe area.Thisis thetechniqueusedin thelridium system,
andthehandof processs managedby a centralcontrolstationthatmonitorseachterminalto detect
whenit nearsacoverageboundary62]. At ary pointin time, somefractionof theterminalswill be
neara coverageboundarysothe systemmustbe continuallyinvolvedin handingoff terminals.

An alternatve handof approacthasbeenproposedy RestrepcandMaral [118]. If the
satellitesystemis capableof electronicallysteeringits beamsothatit compensatefor its motion,
thesatellitefootprintcanbefixedfor asmallintenal. As shavn in Figure2.5b,thisleadsto “Earth-
fixed cells” on the ground. After sometime, all of the satelliteswill be moving away from their
respectie footprints;the systencanthenperiodicallyreassigreachsatelliteto a new fixedfootprint
ontheground.With this approachthe handofs aresyntronoussinceall handofs occurwhenthe
network reoganizesandthetopologywill remainstaticfor ontheorderof tensof secondso afew
minutes.Notethatif thesystenperiod whichis definedastheleastcommonmultiple of thesatellite
orbital periodandtheEarthsrotationperiod,is small,theconstellatiorconfiguratiorcanbethought
of asevolving througha small setof discretestates.Although someauthorg[112, 24] emphasize
the importanceof a small systemperiod, we assumehat the network connectiity betweenthe
groundterminalsandthe satellitenetwork will never be cyclic, soits influenceon routing is less
significant?

Summary of Constellation Parameters

Table2.2.1summarizekey propertiesof the (proposed)reledesicandIridium constel-
lations. Of thesevalues,we will shav in Section6.3thatthe seamseparationthe elevation mask,
andthe presencef cross-seaniSLs have importantimplicationson the routing anddelay perfor
manceof the systemwhile the otherorbital parametersistedareof importancemainlyin thatthey
influencethethreekey parametertistedabore. Parameter$or Iridium weredravn from [105], and
thosefor Teledesidrom [18, 92].

3Thenadir pointis the pointon the Earths surfacethatis intersectedy a line betweerthe satelliteandthe centerof
theEarth.It is alsosometimeseferredto asthe subsatellitgpoint.
4TheTeledesiandIridium systemsio not have a smallsysterrperioddueto their choiceof altitude.
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Iridium | Teledesic
Altitude 780km | 1375km

Planes 6 12
Satellitesper plane 11 24

Orbit inclination (deg) 86.4 84.7
Inter plane separation(deg) 31.6 15
Seamseparation(deg) 22 15
Elevation mask (deg) 8.2 40
Max. ISLs per satellite 4 8

Cross-seaniSLs no yes

Table2.1: Parameterdor the Iridium and Teledesicsystems.Both systemsare examplesof polar
orbiting constellations.

2.2.2 Routing in LEO Satellite Networks

Much of the previouswork on LEO networksfocuseson communicationsit the physical
(transmissiorsystemdesign)and link (multiple access)ayers,and on constellationdesign, but
thereis someprevious work in the areaof routing. We first provide an overvien of someof the
morecomprehensi workson LEO networksin general Next, we focuson worksthatconcentrate
onvariousaspect®f routingin LEO networks.

LEO Systems

The following works provide good overviens of mary aspectof LEO satellitesystems
without focusingon routing per se. Two bookshave recentlybeenpublishedon LEO communica-
tion systems.Pattandescribesrbital mechanicsgonstellationdesign,multiple accessfrequeng
issuesandantennasubsystem# [105]. Jamalipourfocuseson two key issues:theimplications
of the projectednon-uniformtraffic densityaroundthe globe,andan analysisof spreadspectrum
multiple acces$68].

Maral’s tutorial paperon LEO satellitesystemds a very goodoverviev of the stateof
theart circa1990[82]. The paperdiscusse®rbital configurationspasicrouting issues multiple
accessandlink analysesWood's Masters thesisis oneof the mostcomprehense discussion®f
LEO graphtopologyissuesandtradeofs in constellatiordesign[142]. Gavish andKalveneshave
studiedtherelationshipbetweersatellitealtitudeandLEO delayperformancesystencapacityand
power systemdesign[49]. They find thatthealtitudeof satellitescanbea critical designparameter
dependingnthevariousconstraint®f thesystemsFinally, Wernerdescribe$ EO topologydesign
issuesgconstrainton intersatelliteinks, andcapacityandtraffic engineeringaspectsandpresents
aformal modelfor theanalysisof network connectiity requirement$140Q].

Asidefrom thereferencedistedimmediatelyabore, a numberof paperdocusprimarily
on constellatiordesign.Thework by AdamsandRideris oftencreditedasthebasisfor the Iridium
constellation[1]. The paperby Besteanalyzesthe designof satellite constellationgto provide
differentlevels of continuousyredundantcoverage[13]. Oneof the earliestsimulationmodelsof
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LEO networks, usedto evaluatedifferentconstellatiordesignsijs describedn [29].

Researchiteratureon proposeccommercialEO systemss difficult to find. Therehave
beena numberof high-level paperson the Iridium system-the papersby Grubband Brunt are
probablythe mostaccessiblandrepresentate of the group[52, 22]. Hubbelcontrastghe lridium
and(cellular) AMPS systemawith respecto signhalingandhandofs, providing usefuldetailsabout
how Iridium handofs work [62]. Fossahasstudiedthe performancef Iridium in the eventof the
lossof several satelliteq45]. It is perhapavorth noting herethatothersimilar works have focused
onthemilitary survivability of LEO networks,including[23, 14].

TheTeledesisystems anoutgravth of anoriginal systemproposatalledCalling[134],
whichseemgo have beendevelopedindependentlyandconcurrentlywith Iridium in thelate 1980s.
Although Calling wasorientedtowardstelephon servicesTeledesidhasevolvedinto a broadband
systembasedn paclet switching. Thereis very little publicly availableliteratureon TeledesicThe
paperby Sturzadescribewvarioussystemdesignissueswhile the presentatiorof Braundescribes
Teledesidn the context of extendingthe reachof the Internetthroughthe system[130, 18]. Three
patentassignedo Teledesiaevealpossibleaspect®f thedesign.Thefirst, describedn moredetail
in subsequerthaptersis anEarth-fixedcell systentor satellitespotbeanmanagemeritl07]. This
Earth-fixed cell approacho satellitehandofs is alsodescribedn a paperby Restrepaand Maral
[118]. The secondpatentdescribesa satellite-basedast paclet switch [106]. The third, which
we will describein moredetail shortly describesa possiblerouting architecturefor the Teledesic

system[77].

Network Routing in LEO Systems

The network routing problemin LEO systemsncompassethe overall servicestratgy
(connection-oriemtd or connectionless}theroutingstratgy (centralizecor distributed),the actual
protocolsor algorithmsusedto managethe dynamicnatureof the network, andthe satellitehan-
dover stratgy usedby terminalsandsatellites.In this subsectiorwe provide an overviewv of prior
work thatspecificallyrelateso oneor moreof theseissues.

A numberof paperdave examinedssueselatedo virtual connectiorroutingin connection-
orientedLEO networks. Onedifficulty with connection-orientetbutingarisesvhenthe communi-
cationssessioroutlastshevisibility periodof theinitial andfinal satellitesof the end-to-engpath—
the connectionmust necessarilybe handedover to successosatellites. Uzunaliogludeveloped
an algorithmfor reroutingexisting connectionghatbalanceghe competingconcernof complete
rerouting(for optimality) versusasimplerrouteaugmentatioto aportionof theexisting path[135].
Uzunaliogluhasalsoconsidereda techniquecalledthe ProbabilisticRouting Protocolthat canbe
usedto selectinitial routesthroughthe satellitenetwork thathave alow probability of requiringa
connectiorreroute[136]. In [138], Wernerproposedsubdviding the time-varying LEO topology
into intenals (statespf statictopology enumeratingll of the possiblevirtual circuit combinations,
andthenpicking a paththat minimizesdelayjitter by selectinga pathacrossa seriesof statesac-
cordingto someoptimizationtechnique. Similar resultsby the sameauthorare alsoreportedin
[139]. Mostrecently Papapetrowtal. have consideredhe delayperformancef LEO satellitecon-
stellationsunderself-similarand Poissontraffic by studyinga simulationof Motorola’s proposed
Celestrisysten]103]. TheauthorsconsidetusingDjikstra’s algorithmto determineappropriatevir-
tual circuit routesthroughthe network, andpresentesultson theimplicationsof self-similartraffic
loadson LEO satellitetopologies(namely confirmingthat self-similartraffic is more bursty than
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Poissortraffic andhencerequiredargerpaclet queues).

In anothemwork appliedinitially to connection-orientetbutingbut alsorelevantto paclet
switching, Changhasproposednodelinga LEO systemasa Finite StateAutomatonby dividing
the systemperiod® into fixed lengthintenvals, duringwhich the systemis assumedo have a fixed
topology[24]. A "visibility matrix” of potentialsatellite-to-satelliténterconnectionss computed
for eachstate,and an optimumISL assignmenis computedfor the stateto bestmale useof the
limited numberof ISLs persatellite(i.e.,thelSL topologyis notfixedbutis dynamic). Thetopology
problemis solved jointly with an optimal routing problemthatis basedon the offeredload. The
optimalroutingtablesandlink assignmentarethenuploadedo the satellites.The paperassumes
that the topologyis very regular and hencethe systemperiod and the numberof statesis small,
which, aswe shaw laterin this thesis,is notthe casein commercially-proposedetworks. Another
work thatdealswith optimizingthe ISL topologysoasto maximizenetwork connectyity is [98].
The papersby Wernerdescribedabore alsomodel LEO topologiesasa evolving througha finite
setof stateswith fixed topology andthe paperby Papapetrotet al. [103] alsocapitalizeson the
concepbf asystemperiod.

As mentionedabore, both PattersorandRestrep@andMaral have proposedacellularge-
ometryfor usein anEarth-fixedcell systen]{107, 118. In suchasystemthesatellitescontinuously
train their antenna®ntoafixedfootprint for a periodof time, andthensynchronouslgwitch over
thethenext footprint. This techniquenhasthe potentialto simplify the handwers,andconsequently
thepacletroutingproblem significantly However, sucha systencomesatthecostof adegradation
in the elevationmaskusedin the systemwhich hasnot beenanalyzed.

In one of the earliestworks on paclet switching via low earthorbit satellites,Brayer
studiedthe paclet routing problemwith anemphasi®n survivableanddistributedalgorithmg[19].
In the proposedsystem,designedor a doubly-connectedoncentricring topology the routingis
completelydistributed, relying on shortestpath routing if a routeis known to exist andrandom
routing otherwise.Nodesadaptvely learnaboutroutesto destinationgy observinga pathrecord
codedinto theheaderCommunicationbetweerrings(orbital planes)s notdiscussedh the paper

Maugerand Rosenbag introducethe conceptof defininga logical, virtual topology of
cellsontheground,andperformingrouting of the pacletswith referenceo thefixedvirtual model
[84]. Satellitesthat move abore a given region becomethe embodimenbf the virtual node. By
providing a fixed virtual topology and by usingvirtual connectionbtainedthrougha restricted
setof routing plans,the satellitenetwork can provide quality-of-serviceguaranteesThe authors
recognizehattheremaybediscrepanciebetweerthevirtual modelandtheactualinterconnection
of terminalgto satellitelinks (sinceterminalhandwer maybeperformedndependentlyf reassign-
mentof satellitesto virtual nodes) andcompensatéor this by proposingthatownershipof cellsis
broadcasto all adjacennodessothatroutingto thefinal satellitein the pathcanbeaccomplished.
Thepaperdoesnot provide ary quantitatve analysisof this approach.

The paperby Shachams oneof the earliestworks on multi-satelitenetworks to discuss
mary of theissuesstudiedin this dissertationnamely distributedroutingprotocolsandaddressing,
aswell astopologycontrolandtransporprotocolg124]. Shachanmadwcatedink-stateroutingthat
utilizesthepredictabilityof topologychangesndcomputatiorof multiple pathsbetweemodesas
well asquality-of-servicerouting. The paperalsodiscussesddressingandis the first to propose
basingaddressesn the geographicalocationsof the terminals. The paperdoesnot presentary

SThesystenperiodis theleastcommonmultiple of the orbit periodandthe Earths rotationperiod.
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guantitatve evaluationsof ary of the proposalshowever. Hashimotoand Sarikayaalso suggest
usinggeographidnformationembeddedn addresseto performdistributed paclet routing [55].
However, they do not validatethe correctnes®f their proposedalgorithm. In a later chapteyr we
describeour attemptsatimplementingsucha routing protocolin acommercially-proposedonstel-
lation suchasTeledesior Iridium.

Not muchhasbeenpublishedon the technicaldetailsof the routingusedby the Iridium
or (proposed)eledesicsystemsbut we have discoreredthreepatentspecificallyrelatedto routing
in LEO constellationghathave beenassignedo the companie$. For Iridium, Rahnemalescribes
a stratgy for building routingtablesso asto distribute asmuchaspossibletheload acrossvarious
links while meetingcertainroute delay criteria[117]. Briefly, given someknowledgeaboutthe
traffic demandbetweensource-destinatiopairsanda setof candidateaoutesbetweerthosepairs
thatmeetssomedelay criteria, an algorithmis describedhatiteratively selectsamongthe candi-
dateroutesthe route that resultsin the mostuniform distribution of traffic load amongthe links
consideredso far. The patentdoesnot discusshow to determinethe orderin which to consider
source-destinatiopairssoasto achieze anoptimalsolutionover all possibleorderingsnor doesit
considerground-to-satellitdinks in the topology Relatedto this is an earlierpatentby Rahnema
thatdescribedow alternateroutesmaybeselectedatrandomto balancdoad (while notdiscussing
how to prevent routing loopsfrom occuringin sucha system)[116]. Finally, a recentpatentby
Liron describesn greatdetail how an algorithmvery similar to link-staterouting may be applied
to the proposedreledesicconstellation77]. Again, the patentdoesnot discusshow the network
tracksandaccountdor thetime-varyinginterconnectiorof terminalsto the satellitemesh.

Finally, anothemwidely studiedclassof multi-hop networks with rapidly changingopol-
ogy is mobile ad-hocnetworks. Two generalclasse®f routing protocolsexist for suchnetworks—
proactiveandreactive Proactve protocolscontinuallyupdateroutinginformationsothat,whena
paclet needgo be forwarded,routinginformationis alreadyin place. The WirelessRoutingPro-
tocol, basedon the classof distance-gctor protocols,is a goodexample[93]. Reactve protocols
insteadnvoke aroutediscovery procedureasneededThe ZoneRoutingProtocolis anexampleof
a hybrid betweerproactive andreactve schemesmaintainingpreciseroutinginformationwithin a
certainradius,andqueryingfor routeson demandor locationsoutsideof theradius[53]. Although
certainsimilaritiesapply the routing problemfor broadband_.EO networks is differentin thati)
reactve protocolsarelikely to incur too muchlateny in a LEO environment,ii) mosttopology
changearepredictablén a LEO network, andiii) thenetwork graphstructuren a LEO network is
muchmoreregulat

2.3 Summary of RelatedWork

The relatedwork describedhereinlays the foundationfor out contrikutions. The per
formanceof transportprotocolsover satellitelinks hasbeenwell studied,but the problemsare
recognizedby the researchcommunityto be hard problemsand not yet completelysolved. We
focusedour researcleffort on one particularaspeciof TCP performancethe interactionbetween
TCPalgorithmsandcongestion-indued lossesalonganend-to-engaththatcontainsbothsatellite
channelsandterrestrialnetwork segmentsjn which the satellitechannepotentiallyhasbandwidth

5Theassignmenf patentdo acompay doesnotnecessarilymply thatthecompany will ultimatelymake useof the
inventions.
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asymmetry Most previous satellite TCP work hasonly looked at the satellitechannein isolation,
andoftenundertheassumptiorthatthe satellitechannehada high bit errorrate. We have assumed
anervironmentmorein line with currentsystemsfor which the satellitebit errorrateis very low,
the bandwidthavailablein onedirectiondiffers drasticallyfrom thatof the otherdirection,andfor
which a connectiorcontainsbothterrestrialandsatelliteportions.We have beenableto make con-
tributionsin the areasof specifyingsatellite-friendlyimplementatiorof standardl CP congestion
control andlossrecovery algorithms,and have also demonstratedmprovementsin performance
dueto non-standargbrotocolchangesasdiscussedn Chapter4. Furthermorethe issueof trans-
port protocolperformanceover asymmetricsatellitechannelsvasnot well treatedby the previous
literature ,which led to thedevelopmentbof our SatelliteTransportProtocoldescribedn Chapters.

For routing in LEO networks, much of the previous work hasfocusedon connection-
orientedrouting andhandof techniquesandthe prior researcton paclet routingin LEO systems
did not take commercially-proposedonstellationdesignsinto consideratior(and thereforeoften
oversimplifiedthe designproblem). In this thesis,we have concentrateaur researchefforts on
paclet routing, becauseof our belief that the future Applications Programminginterface (API)
for datawill continueto be basedon IP, andbecauséhe IP servicemodel (which permitspaclet
reorderinganddoesnot have unduly strict quality-of-servicaequirementslits well with the time-
varying topologiesfoundin LEO networks. As we explainin later chapterspur satelliterouting
researchnitially startedasaneffort to explore sometechniquegroposedy thework summarized
above (suchasperformingdistributedroutingvia geographic-baseaddresseshut evolved into an
explorationof routingproblemsnot previously consideredn theliterature.
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Chapter 3

Methodology

We describen this chapterour basicresearchmethodologyandkey elementsf our re-
searchinfrastructure.We have useda combinationof analysis,simulation,and experimentswith
real networks and protocolimplementationgo performthe researctreportedherein,andin the
first sectionwe describeour overall researchstratgy. Next, we describethe simulationerviron-
mentusedfor our simulationstudiesand summarizethe key extensionswe have added. Finally,
we describeelementf the Bay Area ResearciWirelessAccessNetwork (BARWAN), whichwe
usedfor our experimentalwork. We deferdetaileddescription®f our measuremenechniquesand
performancenetricsto thelaterchapters.

3.1 Reseach Strategy

Our researctstratgy is depictedin Figure3.1! Thefigureindicatesthatwe iteratecy-
clesof analysissimulation,andexperimentatiorio converge onaneffective solutionto theresearch
problems. The first phaseof work wasthe definition of the problemandidentificationof perfor
mancebottlenecks.We startedwith two generalproblemareascritical to networking over next-
generatiorbroadbandsatellite systems:addressinghe poor performanceof the TCP protocolin
a heterogeneousnd-to-encervironmentthatincludessatellitechannelgsatellitetransportproto-
colg), anddesigninga corepacletroutingstratgy for Low-Earth-Orbiting(LEO) satellitenetworks
(satelliterouting. In the caseof satellitetransportprotocols,we first examinedexisting work in
thefield andusedsimulationand experimentswith standardl CP implementationgo uncover the
cause®f poorTCPperformancever satellitechannelsin thisphasewe alsoreliedon experimen-
tal resultsto validateour simulator sincewe alreadyhada working referencémplementation For
satelliterouting,we did not have accesgo ary existing simulationtoolsor working systemssoour
work in this phasewvasconfinedto examiningthe existing researchiterature.

Oncewe hadagoodideaof whattheresearclthallengesvere,the secondghaseof work
involved explorationof the designspaceandevaluationof potentialsolutions.Again, Figure3.lisa
goodillustrationof theapproachIn the caseof satellitetransporiprotocolswefirst usedtheresults
of ourbenchmarlperformanceesultsto analyzeheproblemsandto formulatecandidatesolutions.
Next, we usedsimulationto evaluatemary of thesesolutions.In this phasesimulationwasaneasier

1 This stratggyy wascommonlyusedandcited by membersf the BARWAN researcheam.
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Analysis/
Evaluation
I mplementation

Simulation

Figure3.1: Three-phaseesearchmethodology-analysis simulation,andimplementation.

and moreflexible approachto explore the designspacethandirectimplementationwas, because
simulationis a controlledenvironmentin which certainaspectf the designcanbe isolatedand
comparedn anevenbasis.We alsoconstructed LEO network simulatorby addingextensiongo
thenssimulatordescribedelov. Our extensiondirst usedthe existing routinginfrastructureof ns
later, we improvedthe speedbf simulationby optimizingthe routingcodefor our network models.
We then explored possiblechangego satelliterouting by constructingour own routing protocols
andsimulatingtheir performance.

Thethird phaseof the researcttonsistedf iterative cyclesof the secondphaserefining
our solutionsasnecessaryntil we weresatisfiedvith thedemonstrate@mprovements As depicted
in Figure 3.1, our simulationandimplementatiorresultsled to further analysisand validation of
improved solutions. The resultsof our researchdescribedn subsequenthapterswere often the
resultof severaliterationsof the process.

3.2 Simulation Environment

Simulationis a particularlyusefultool for networking research.First, it facilitateseasy
implementatiorof new algorithmsandpolicies,allowing morerapid evaluationof a designspace.
Simulationcanhelpto identify promisingsolutionswhich canoftenthenbemorecarefully verified
in animplementation.Second a simulatedervironmentis a controlledervironment. Becauseof
this, one canconstructsimulationsthatisolatethe effectsof certainparametersindalgorithmson
theoverall performanceAlso, evaluationof aggrgatenetwork performancés madeeasietbecause
all network elementsaaremadeavailablethroughoneinterface. This is particularlyimportantwhen
studyingthe impactof analgorithmor policy on mary nodesin awide-areanetwork, for example.
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Third, in somecasesbuilding anexperimentaimplementatior{suchasa LEO satellitenetwork or
otherlarge scalesystemsjs infeasible.

We performedmostof our simulationstudiesusingthe UCB/LBNL network simulator
known asns now widely usedas part of the VINT project[8]. nsis a event-driven simulator
originally derived from the REAL network simulator[72]. The simulatorhasan object-oriented
architectureandsimulationobjectsaretypically implementedas split objects partly in C++, and
partlyin MIT' sObjectTcl (OTcl) [141]. Suchobjectsexist simultaneouslyn bothlanguageealms,
andfunctionalitycantypically beaddedn eitherlanguagdgenerallyfunctionalitythatrequireper
pacletprocessings bestimplementedn C++, while moreinfrequentlyprocessedodeis moreflex-
ibly implementedn OTcl). Thestatebetweerthe splitimplementatioris madeconsistenthrough
the useof boundinstancevariables,in which ary changedo suchvariablesin onelanguageare
immediatelyvisible in the other nsis a particularlystrongchoicefor TCP researchsincemary
TCPvariants(Tahoe Reno,NewReno,Vegas,etc.) arestandargartsof the simulator nshasalso
beenusedextensiely for multicastrouting andtransportprotocolresearch.Until recently ns did
not focuson providing detailedsimulationsof the link andphysicallayers,but UCB’s BARWAN
andCMU’s Monarchresearchgroupshave contrituted supportfor Local AreaNetworks (LANS),
wirelesschannekrrormodels,andwirelessad-hocrouting protocols.[20, 69].

Althoughwe defersomedetailsof our simulationextensiongo laterchaptersyve briefly
describehreeenhancementse madeto ns (i) HTTP traffic generatqr(ii) implementatiorof the
SatelliteTransportProtocol(STP),and(iii) LEO satellitenetwork extensions.

3.2.1 HTTP Traffic Generator

TCP performancas well-knowvn to be highly sensitie to the presencef othertraffic in
its path. In particulay thetiming of paclet lossesdueto congestiorcan causethe throughputto
vary dramatically WhensimulatingTCR it is necessaryo load the foregroundcommunications
pathwith arealisticmodelof backgroundraffic, sothatperformanceanbeaccuratelyassesseh
arealisticenvironment.Weimplementedalongwith Emile SahouriaanHTTP traffic generatofor
ns Thistraffic generatomasusedto provide backgroundNeb-like traffic for both TCPandSTP
simulationsasdescribedn thefollowing chapters.

The HTTP traffic generatomworks asfollows. Client andsener traffic sourcesemulate
therequestindresponseraffic processefrom typical Webbrowsersandseners. The client object
first initiatesa variablelengthrequestafter arandomprocessingime, the sener respondswith a
randormumberof connection®f varyinglength. After arandonviewing time (referredto as“think
time”), theclientthenissuesanotherequestEmpiricaldistributionsdictateall of theabore random
guantities.Thesedistributionshave beenderived from tracesof HTTP traffic taken by BruceMah
onlocalareanetworksattheUniversityof California,Berkeley, duringthe 1995-9&imeframe[79].

3.2.2 Satellite Transport Protocol

We implementedhe datatransfermechanismef the SatelliteTransportProtocol(STP)
in nsto testthelargefile transfemperformancef the protocol. This simulationmodelthenwasused
asa basisof the STPkernelimplementationWe did not performsimulationsof short-lved TCPor
STPconnectionsinsteadwe reliedon analysisandexperimentswith the actualimplementations.
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Figure3.2: Extensiongo thenssimulator(new elementdistedin boldtype).

3.2.3 LEO Satellite Network Extensions

As mentionedabore, we selectechs asthe basisfor our simulationexperimentsecause
of its extensve supportof Internetroutingandtransporfprotocols,andbecaus®ur researclgroup
hasbeenactive in theongoingdevelopmenbf thesimulator However, nswasnotinitially designed
to supportterminal mobility or dynamictopologies. Consequent|lywe were forcedto introduce
se/eral nev componentsnto the simulatorto more faithfully model LEO networks. Along the
way, we attemptedo make surethat our extensionswerefully compatiblewith otheraspectf
the simulator so that future researchermay investigateLEO networks alongotherlines (suchas
multiple access).

Figure3.2illustratesthemajoradditionsto thesimulator* We firstintroducedaspherical
coordinatesystem andaddeda positionobjectto eachnetwork node. This positionobjectcanbe
given aninitial coordinateand an equationwhich describesdts trajectorythroughthe coordinate
systemasafunctionof time. We centeredhesphericatoordinatesystematthe Earth’s centerwith
the z-axisalignedwith the Earths rotationaxis. This alignmentsimplifiedthe descriptionof polar
orbitsandtrajectoriedor Earthterminals.Thelink delayobject which previously returneda fixed
propagatiordelay waschangedo returna value basedon the instantaneoupositionsof the two
nodesatthe endof thelink.

Thelargestpieceof codinginvolved link handofs, becausens previously did not permit
links to be dynamicallydetachedand reattachedo differentnodes. Furthermorewe neededo
introducehandof agentsto governthe handofs. Theseagentsareresponsiblgor monitoringfor
opportunitiego take down, bring up, or handof links. Variouspoliciesfor performingthe handofs
canbeimplementedye implementedasynchronouandsynchronousiandofs asdescribedabore
in Section2.2.1. Finally, we implementeddynamic,distributed routing agentsin eachnodefor
experimentswith distributedroutingdescribedelowv in Chapter6.

The default routing codein ns usesan all-pairsshortestpathalgorithmto computenew
routesfor eachnodein the simulatorwhene&er the topologychanges.This algorithmis usefulto

2Sincensevolutionis on-going theexactstructureof theseenhancementhatwill beaddedo thepublicly available
simulatoris subjectto change.
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populaterouting tablesinitially for statictopologies,but is very computationallyexpensve when
appliedto dynamicallychangingopologieshecausét hascompleity of roughlyO(n3). To speed
up our simulationswe implementedingle-sourceshortespathalgorithmsandconfiguredhe sim-

ulatorto optionallycomputeoutesondemandwheneerapaclet neededo besent) whichyielded
arun-timeperformancémprovementof up to two ordersof magnitude.

3.3 Experimental Testbed

We usedthe wirelesstestbedinfrastructureof the BARWAN projectat Berkeley. The
BARWAN projectwasbasedon the vision of building future mobileinformationsystemsasa het-
erogeneousollectionof wirelessoverlay networks For example,a usermay have a choiceof con-
nectingto anin-roominfrarednetwork, anin-building wirelessLAN, a regionalwide-aregpaclet
network, or evena satellitesystem.Theresearclyoalsof this projectwereto tacklethe problemof
network acces$eterogeneityn suchanervironment. BARWAN solved problemsassociatedvith
routingandhandofs within andbetweeraccessietworks, proxy-baseépplicationsupportreliable
transportover wirelesschannels\Web transport,and servicelocation. Referencesnda thorough
overview of the projectcanbefoundin [20].

3.3.1 Experimental Machinesand Software

Much of our experimentalwork involved machinesn ourlocal areanetworks,andmost
of theimplementationgvolvedchangeso thenetworking codeontheendhosts.We developedand
experimentedvith modified TCP codeandnew SatelliteTransportProtocolcodeon PCsrunning
BSD/OSUNIX, version3.0,from Berkeley SoftwareDesign,Inc. Thenetworkingstackin BSD/OS
3.0resemblethecodein the4.4BSD-Litedistribution? sometimeseferredo asthe“Net/3” release
[127] andthe sourceof mary widely usedsystemdike NetBSDandFreeBSD.This TCP/IPcode
hasbeendevelopedandusedover mary yearsandis considered stablesource.Our experimental
network consistedf 10 and100Mbit/s Ethernetsegmentgoinedby BSD/OS-basedouters.

We usedthe sock programfrom Stevensto generateraffic for our experiment§127).
sock accessethe TCP/IP stackvia standardsystemcalls basedon the well-known sodkets Ap-
plication Programmingdnterface (API) [127]. As describedn later chapterswe sometimesised
sock to simulatethetransferof large files, andat othertimeswe usedsock functionswithin an-
othertraffic generatiomprogramdrivenby traffic tracedata.sock wastrivially extendedo support
our STP experimentsas STP offers the sameAPI as TCR, but via a systemcall with a different
protocolnumberthanTCP’s.

We usedthe network tracetoolst cpdunp andtr acel ook quite frequentlyin our
paclet traceanalysis.t cpdunp waswritten by Jacobsonl_eres,and McCanne;it usesthe BSD
padket filter [86] to put a network interfaceinto promiscuousnodeso thatall traffic on theinter
facecanbeobsered. t r acel ook is a Tcl/Tk programwritten by Greg Minshall for graphically
viewing theoutputof atcpdumpTCPtracefile.

Someof our experimentsnvolved emulatingthe transmissiorcharacteristicef satellite
channels.Ratherthan usea sophisticatedatellitechannelemulatoy we usedmodified Ethernet

3The4.4BSD-Litedistribution refersto the April 1994versionof thesourcecodefor acommonreferencémplemen-
tationof TCP/IPdevelopedby the ComputerSystem®ResearciGroupat the University of California,Berkeley.
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Figure3.3: Architectureof the Richocheipaclet radionetwork (Source:Metricom,Inc.; usedwith
permission).

device drivers(for BSD/OS)developedby VenkatPadmanabharg memberof our researctgroup.
Thesedrivers could buffer outgoingpaclets for a userconfigureddelay and alsoemulatea con-
strainedbandwidthchannelby imposingan additionaldelay basedon the paclet lengthandthe
emulatedit rateof thechannel We werealsoableto imposearandompaclet droprateonthetraf-

fic throughthesedrivers,which couldbeusedto emulatea channelwith arandom uniformbit error
ratio. For transportprotocolresearctover geostationangatellitechannelsthesedrivers provided

sufiicient emulation,becausehe effects of a more precisemodelingof the transmissiorcharac-
teristicsof satellitechannelsare dwarfed by the dominantcongestion-induatlosseson Internet
paths.

3.3.2 RicochetPacket Radio Network

The Richochetpaclet radio network, deplo/ed by Metricom, Inc., coversthe Bay Area
metropolitarregion, aswell asanumberof othercitiesandairportsin the United States Thesystem
coverstheregion with telephonegoole-topradios,andpacletsareroutedthroughthe radionetwork
to one of several gatevaysto the Internet. The systemusesfrequeng-hoppingspreadspectrum
in the 915MHz ISM band. The radiosare half-duple, meaningthatthey cannotsimultaneously
transmitandreceve data. The radiosalsousea form of geographiaouting to reachthe nearest
gatevay; eachradiois configuredwith its latitude andlongitude,which it is ableto announceo
its neighbors,aswell asthe coordinatef a nearbygatavay, andthe radiosroutetraffic to the
neighboringradio that minimizesthe geographidistanceto the gatevay. Figure3.3illustratesa
modemthatattacheso theserialportof acomputerthePoint-to-Poinprotocol(PPP)[126] is used
asanl|P link layerbetweera computerandthe gatevay.



36

,_Earth Station - . User’s Premises
r il
| o= | | - |
| = | | = Hybrid |
| : | | @lll ost |
| ; | — |
L _Hybrid Gateways | ~=  |Revierse Channel
L —
Internet
. Reverse Channel
Internet Server Service Pro vider

Figure3.4: Architectureof the DirecPCsatellitesystem(from [100]; usedwith permission).

3.3.3 DirecPCSatellite System

We usedthe DirecPCsatellitesystem developedandoperatedy HughesNetwork Sys-
tems,for satelliteexperimentdnvolving actualsatellitechannels The DirecPCsystemis a hybrid
Internetaccesssystemconsistingof a high-speedinidirectionalsatellitebroadcasthannelanda
return path accessedia a corventionalinternetServiceProvider (ISP). The systemis basedon
theasymmetridraffic characteristicef typical endusers who usemuchmorebandwidthinbound
thanoutbound.Routingis performedby “tunneling” (encapsulatingdutboundpacletssothatthey
arerouteddirectly to the DirecPCnetwork. Fromthere,the paclet is decapsulatedndthe inner,
original, pacletis sentonwardto thedestinationVebsite, but with asourceaddressorresponding
to the DirecPCnetwork. In this mannerthe paclet canavoid beingdroppedoy anti-spoofindilters
commonlyfoundin ISP networks,andtheresponseraffic is naturallyroutedto theuplink gatevay.
Becausenf the asymmetrigpath, the end-to-endateng is around400 ms, which is smallerthan
the 600 ms typically found on two-way geostationarysatellite channels. Figure 3.4 providesan
overviewn of thesystem.

To further our experimentswe placeda BSD/OSmachinewithin the DirecPCnetwork
at their uplink facility in Germantan, MD. This enabledusto directly accesghe satelliteuplink
without traversingthe Internet(which would have corruptedour forward dataflow). We wereable
to remotelydownloadour modifiednetworking codeto this machine.
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3.4 Summary

In this chaptemwe have describedbur methodologyandresearchnfrastructureat a high
level, while deferringdetaileddescription®f experimentandsimulationsuntil laterchapteravhen
suchdetailscanbe putin the propercontext. We presenthe detailedresultsof our researchn the
next threechaptersoy first startingwith the questionof improving TCP performanceover GEO
satellitelinks.
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Chapter 4

TCP Performanceover Satellite Links

The TCP/IPprotocolsuitehasbecomehelinguafracaof datacommunicationsandthe
TCP protocolis usedfor mostcommunicationshatrequireguaranteedgnd-to-endeliability. Un-
fortunately the performancef TCPis oftendegradedwvhenthe end-to-engathincludesa satellite
link. In this chapterwe focusonthe problemof improving TCP performancever satellitelinks.

In recentyears the subjectof TCP over satellitelinks, andmoregenerallyover wireless
links, hasbeena fruitful researctarea.Neverthelessthe performanceof modernTCP implemen-
tationsover satellitelinks is still disappointing.In the Internet,satellitelinks areoftenusedin the
configurationdepictedn Figure4.1. In this configurationthe satelliteprovidesaccesso thewired
Internet. Furthermorethe costof satellitetranspondeaccesgjenerallydictatesusingthe satellite
link in anasymmetridoandwidthconfiguration(with morebandwidthallocatedin the directionto
theclients),or evenin ahybrid unidirectionakbroadcastyonfiguratiorwith atelephoneeturnpath
[100Q]. Thiskind of configuratiorhasnotbeenreatedhoroughlyin theliterature,andin considering
the configurationrshawn in Figure4.1,we wereled to considetthefollowing researctproblems:

1. SatelliteTCP connectiongor which a portion of the connectiorntraverseshe wired Internet
aresubjectto severethroughputdegradationif the pacletsflow througha queuethatis being
congestedby connectionsvith a shortround-triptime (RTT). Canthis biasagainsiong RTT
connectionse overcomeby simple changego the congestioravoidancealgorithmin end
hosts?

2. In the currentinternet,thereexists a wide variety of TCP implementationsvith variousop-
tionsthatinteractin differentways. Whatis the bestcombinationof (standard)l CP options
andimplementatiorguidelinesfor useover satellitechannels?

3. How muchperformancexdvantagecanbe gainedby “splitting” a TCP connectiorat a gate-
way locatedatthesatelliteterminalequipmentonnectedo thewired Internettherebyshield-
ing the satellitesubnetwark from therestof the Internet?

4. In the caseof split connectionshow muchfurtherimprovementcould be gainedby usinga
transporprotocolspecificallyoptimizedfor the satelliteervironment?

In this chapterwe focuson thefirst threequestiongaisedabore, anddeferthe fourth to
Chapters. Thefirst two questionsmainly relateto improving variousaspect®f TCP’s intertwined
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congestioncontiol andlossrecorery mechanismsTo addresghefirst questionwe investigatehe
potentialimprovementof changinghe end-to-endehaior of the congestioravoidancealgorithm.
Next, we investigatethe file transferbehaior of differentvariantsof TCP SACK and presenta
standards-conformaatgorithmthatachiezeshigh performancen a satelliteervironment.Finally,
we addresghethird questionby investigatingthe potentialbenefitof splitting the end-to-encton-
nectionat a gatavay.

4.1 TCP Fairnessin a Heterogeneougnvironment

4.1.1 Intr oduction

Thefairnesgroblemin TCPis rootedin its congestioravoidancemechanismyhich we
describedabore in 2.1.1. The congestioravoidancephaseis sometimegeferredto as“additive
increaseandmultiplicative decrease becausein theabsenc®f congestionsggmentsareaddedo
thewindow overtime, while in the presencef congestionthe window is halved (or multiplied by
onehalf).

The“additive increaseand multiplicative decreasealgorithmin TCP parallelsa similar
algorithmin the DECnetprotocol [66]. Chiu and Jain shaved that this algorithm leadsto fair
allocationsof network bandwidtheven thoughit operatesn a distributed mannerf28]. However,
theiranalysigpresumeshatall connectionsn the network sharethe sameadditive increaserateand
multiplicative decreaséactor In TCP, the multiplicatve decreasdactor(1/2) is the samefor all
connectionsbut the policy of anadditve increaseof onesegmentper roundtrip time (RTT) does
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Figure4.2: A demonstratiomf the unfairnessof the currentTCP congestioravoidancealgorithm.
The connectionsfrom top to bottom,have RTTs of 10, 100,200,300,and600msrespectiely.

not provide a uniformincreasen theratesof TCP connectionsvith differentRTTs. In particular
connectionswith long RTTs opentheir windonv more slowvly thanthosewith shortRTTs. And
if a mixture of suchshortandlong RTT connectionsharea bottlenecklink, severe unfairnessis
inevitable asthe short RTT connectiongyrab the available bandwidthwell beforethe long RTT
connectionhave achancg54].

Figure4.2 illustratesan exampleof this problemby shaving simulationresultsfor a 60
secondraceof TCP connectiongver theillustratedtopology In Figure4.2,the evolution of the
sequenc@umberis plottedfor 5 connectiongfrom top to bottom,with RTTs of 10, 100,200,300,
and600ms,respectiely) sharingthesamebottleneckink. Thesequencaumberin thissimulation
is onaperseggmentbasis andtheplotswrapafterevery 90 sgments.Thelong RTT connectionslo
not obtainanallocationcloseto their fair shareof the bottleneckink, andtheir overall throughput
performanceufersdrastically

To combathebandwidthinequitiesthatresultfrom heterogeneouRTTs, Floyd proposed
amodificationto TCP’swindow adjustmenglgorithmthatcounteractsheRTT bias. In thissection,
we elaboratg-loyd’s “Constant-Rate’algorithm[39] with a thoroughinvestigationof the perfor
manceachieable by both universallyandselectvely (i.e., incrementally)deplging a TCP with a
modifiedwindow increasepolicy in the congestioravoidancephaseof theconnection.

Floyd [39] developedafairly generatharacterizatioof window increaselgorithmsthat
facilitatesthediscussiorof fairness Although TCP maintaingts sendwindow in unitsof bytes we
find it morecorvenienthereinto discusst in unitsof sgments.A key assumptioris thata number
of sgmentsapproximatelyequalto the sendwindow sizeis sentevery RTT; this is generallytrue
for long RTT connectionsLet ¢ betheincreasdin sggments)n the sizeof thesendwindow for a

!In thefollowing, we distinguishbetweerthe overall congestioravoidancenlgorithm andthepolicies implemented
in this algorithmsuchasthe multiplicative decreaséactorof 1/2 andtheadditive increaseof onesegmentperRTT.



41

200
o 100ms ‘constant rate’
[}
o} m
g 1501 200ms ‘constant rate’ e
2 N’
8 100ms ‘increase by 1’ o )
% 100 X !
=) PR L
o X
o o . Lt
Dl ET . -
O 200ms ‘increase b
B | | 1

I
0 0.2 0.4 0.6 0.8 1

Time (s)
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connectiorin oneroundtrip time RT'T". Thereforethewindow grows atarateof ¢/ RT'T" segments
per secondwhenadditive increases in effect. In corventional TCPR, ¢ = 1. Floyd refersto the
standardr CP policy asan“increaseby 1" policy.

If onewereto scalethe window growth ratec/RTT by RTT, the effect would be to
build the window at a constantrate of ¢ sggmentsper secondjndependenbf the RTT. However,
the window growth rate doesnot equalthe growth ratein datatransmission.As [41] pointsout,
it resultsin a “linear-in-RTT” biasin the sendingrate. Becauseeachconnectioncan senda full
window’s worth of sggmentseachRTT, shorterRTT connectionachiare greateithroughputbver a
commontime intenal. To fully remove the bias,we mustchangeheadditive increasdo ¢ « RT'T
segmentsper secondj.e., afactorof RT'T? fasterthanthe original algorithm. Floyd definessuch
anincreasesa Constant-RatéCR)increasepolicy, sinceit canroughlybe interpretedascausing
therateof sgmenttransmissiorio increaseat a constantate.

Figure 4.3 demonstratethe behaior of two of thesepoliciesfor two connectionawvith
differentroundtrip times. Thefigure plotstheequation

[t/RTT)

Peyrrr(t) = ) (cwnd + key),
k=0

for thedifferentRT Tsandpoliciesc;. Thisequatiordescribeshenumberof sggmentsent( P, rrr(t))
assumingwindow of sggmentss senteachRTT andtherearenolosseswherec is equalto 1 (the
standargolicy), andc; implementgheconstantatepolicy (andhences adifferentvaluefor each
RTT). While only a roughapproximationthe graphconfirmsthe shapeof the increaseate curve
for eachpolicy.
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4.1.2 Methodology

We usedthe UCB/LBNL Network Simulator“ns” ? to evaluate TCP performance.In
addition to using the standardns modules,we portedthe HTTP traffic generatormodulefrom
BruceMah’s INSANE simulato?, which gave us the ability to adda mix of realisticbackground
traffic to our simulations.

Our studyfocusedon large file transferperformance.While shortHTTP transfersand
Telnetconnectionsverlong RTT pathsarealsosubjecto performancealegradationduring periods
of congestionthis degradationis due moreto the fundamentalateny of long RTT connections
thanto problemswith congestionavoidance. Additionally, HTTP protocolimplementationsare
migratingtowards‘persistent-HTTP’andlongerdurationT CPconnectionsWe alsodid notassume
theimplementatiorof fair schedulingandTCP-friendlybuffer managemerthatcanisolateflows or
classe®f flows from oneanother(e.g.,asdiscussedn [131]), or pricing structureghatmight give
network providersincentvesto protectthe throughputof payingcustomersin short,we assumed
an ervironmentsimilar to the presentday Internet,with the additionof RandomEarly Detection
(RED) queueg44], andthelatestin standardized CPimprovementgSelectve Acknovledgments
(SACK) [83] andlargewindown enhancemen{§7]).

PerformanceMetrics

A numberof metricsfor quantifyingfairnesshave beenproposedut no singlemetrichas
commonacceptancg39]. In this papeywe considera “fair shareperlink” metric;i.e.,if thereare
n flows throughabottlenecKink, eachflow hastherightto 1/nth of the capacityof thatbottleneck
link. Jains metricof fairnesq28] is applicablein this contet. For n flows, with flow i receving a
fractionb; onagivenlink, thefairnessof theallocationis definedas:

(e bi)?

nx (5 b7)

Fairness =

This metric rangescontinuouslyin valuefrom 1/n to 1, with 1 correspondingo equalallocation
for all users.Utilization is anotherimportantmetric, sincehigh fairnesss of little useif the link
capacityis grosslyunderutilized. Utilization is definedhereinasthe numberof original bits (i.e.,
notcountingretransmissionguccessfullyransferredveralink duringsometime intenal divided
by theproductof link rateandthattime intenval; thisis oftencalled“goodput’

Utilization = (segments_acked) * (segment_size)
ilization = .
(link_rate) * time

Topologies

We exploreda numberof testconfigurationghatallowed usto isolateselectecbehaior
of both the standardand our proposedwindown adjustmentpolicies. We selectedcthe topologies
illustratedin Figure4.4;similartestconfigurationdave previously beenusedby theresearcltom-
munity to studythe effects of congestion. The first testconfiguration(Topology 1) was usedto

http://www-mash.cs.beekey.edu/ns/
3http://http.cs.berdey.edu~bmah/Softvare/HttpModel/
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Topology 1 (connection 6 (10ms RTT) and Topology 3 (e.g., five congested gateways)
either 1, 2, 3, or 4 (long RTT))

Topology 2 (all connections)
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Figure4.4: Threesimulationtopologies.

studythe effectsof two long durationconnectionspnewith a shortRTT (10 ms) andonewith a
long RTT (100-600ms), sharinga singlebottlenecKink. The secondestconfiguration(Topology
2) wasusedto examinethe effects of mary competingconnectionsover a single bottlenecklink.
The six connectionshave RTTs of 10, 20, 100, 200, 300, and 600 ms. The third configuration
(Topology 3) was usedto examinethe effects of long RTT connectionghat mustalsotraversea
numberof network hopspopulatedoy shortRTT connectionsThis topologyis very similar to the
onepreviously usedby Floyd to studythe CR algorithm[39]; the numberof congestedjatavays
couldvary betweerl and10 (thefigureillustrates5 congestedatevays).

Configuration Details

We studiedthe performanceof two different TCP variantsdescribedabore in Section
2.1.1: TCPNewReno,andTCP SACK. We notethatotherresearchersave detectegroblemswith
using TCP Reno(a versionof TCP thatdoesnot performadequatelywhenmultiple dropsoccur
in awindow of data)in combinationwith congestioravoidancemechanismshattry to addmore
thanoneseggmentper RTT [17]; therefore we avoided suchimplementations We also examined
two differentqueueingschemestraditional“first-in, first-out” (FIFO) queueingandRandonEarly
Detection(RED) with paclet discard* In our simulations,datapaclet sizeswere fixed at 1000
bytes,andthe bottleneckink speedwvas1.5Mb/s. We examineda rangeof queuesizesfrom 4 to
50 paclets, but in the datathat follows, we concentraten a RED queuesize of 50 pacletswith
a “minimum threshold”of 20 pacletsanda “maximum threshold”of 40 paclets; all otherRED
parametersvere setto the ns defaults. 20 pacletsin this caseis approximatelyl00 ms at our
outputline rate.

4RED queuesperateby computingan exponentiallyweightedmoving averageof the queuesize. Whenthe average
gueuesize is belav someminimum threshold,the queuedoesnot drop ary paclets. When the averagequeuesize
is betweenthe minimum and maximumthreshold the queueprobabilisticallydropsincoming paclets accordingto an
algorithm describedin [44]. Whenthe averagequeuesize exceedsthe maximumthreshold,the queuedrops every
incomingpaclet. Theinstantaneougueuedepthcanexceedthe maximumthresholdf the averagequeuedepthis belov
themaximumthreshold.
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Figure4.5: BenchmarlkperformanceesultsusingTopology?2: Utilization vs. queuesize.

Data Analysisand Presentation

TCP throughputin an ervironmentcontainingrandomtraffic canbe quite variable,be-
causesmallchangesn initial conditionscancausewide variationsin resultingbehaior. Therefore,
wecomputedheutilizationandfairnesf aparticularconfiguratiorasfollows. Wefirstranenough
independensimulationssuchthat the samplestandarddeviation of eachconnectiors throughput
waswithin 5% of its samplemean(this generallyrequiredaroundfifty runs). We thenusedthese
samplemeando computethe fairnessandutilization of a giventopology In theremaindeof Sec-
tion 4.1, if the experimentaldatadoesnot explicitly list errorbars,the readermay assumehatthe
samplestandarddeviation is within 5% of the valuelisted. In the following subsectionsye first
provide somebenchmarkdata,followed by an analysisof the Constant-Rat@olicy, followed by
experimentsaimedat selectiely increasinghe aggressienesf along-delayTCP connection.

4.1.3 Benchmark Results

To calibrateour simulationstudieswe establishe@ setof benchmarlperformanceesults
for eachof our testtopologies. Thoughusedprincipally to gaugethe efficacy of our proposed
policies, the benchmarlkdataitself reveals someinterestingeffects. In this section,we examine
benchmarlperformancealatafrom Topology?2 in Figure4.4.

Figures4.5and4.6 plot the utilization andfairnessof the standardr CP window adjust-
mentpolicy for Topology2. The error barson thesefiguresrepresen®9% confidencentenals,
and arevery small. We shav resultsfrom the combinationof two TCP variants,NewRenoand
SACK, with two queueingdisciplines,FIFO andRED. In this representate dataset(andin our
otherbenchmarldata) thefollowing trendsareevident:

e The utilization of the bottlenecklink improves with increasedjueuesize, becauseunder
congestionJarge queueskeepthe link busy asthey drain out while TCP sourcesback off
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theirsendingvindow. Additionally, largerqueuesibsorkourstsof pacletsandpreventcoarse
timeoutswhich causdongidle periods.

o Network fairnessis poorin almostall casesexceptwhenqueuesizesare very large. In
generalthe two shortdelay connectionbtainedroughly 50% of the bandwidth,and the
backgroundVWW traffic consumed0% of the bandwidth. The remaining30% was split
unequallyamongthe 4 long RTT connectionswith the longestconnectionreceving only
about24 to 64 kb/s (2 to 4%) for TCP NewRenowith FIFO queueing. While even larger
queuesizesmayhelpfurther they would alsointroducemoresignificantdelayvariability.

¢ In general,when queuesizesare reasonabljarge and when all TCPsuse SACK instead
of NewReno,the network fairnessis mamginally better This is mostlikely dueto SACK's
superiorityin recovering from multiple dropsin a singlewindow. Sincemultiple congestie
lossesn asinglewindow aremorelik ely to occurin aconnectiorwith along RTT, theuseof
SACK helpssuchconnectionsHowever, theuseof SACK by all TCP connectiongloesnot,
by itself, remove the biasagainsiong RTT connections.

In general RED queuegperformmuchbetterin termsof utilization andfairnesshando
FIFO queues.However, we found thatthe useof RED and SACK alone,without modifications
to TCP sendingbehaior, still leaves muchroom for improvementin fair bandwidthallocation.
RED queuessqualizethe bandwidthof flows with similar RTTs, but do not do so for flows with
heterogeneouRTTs,aspointedoutin [44]. In theremaindeof this sectionwe focuson enhancing
the performancef TCPimplementationshatuseSACK andnetworksusingRED queues.

4.1.4 Performanceof the Constant-RatePolicy

In this section we describehe casein which eachforegroundandbackgroundr CP con-
nectionusesa Constant-RatéCR) policy. In TCPimplementationsanadditive increasdo the TCP
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variable snd_cwnd (sendcongestiorwindow) of approximatelyone sgmentper RTT, assuming
an acknavledgment(ACK) is receved for eachsegment, is effectedby executingthe following
pseudocodeponreceiptof anev ACK:

snd_cwnd = snd_cwnd + 1/snd_cwnd.

In this mannerthe TCP connectiorgraduallyaddsto its congestiorwindow attherateof approxi-

matelyoneseggmentperRTT; thisapproacho building thecongestiorwindow reducegransmission
burstines$66]. Toimplementa CR policy, we canmodify thewindow increasealgorithmto account
for theRTT bias:

snd_cwnd = snd_cwnd + (c*rtt*rtt)/snd_cwnd,

wherec is the constanthatcontrolstherate. This policy causesinadditive increasen thethrough-
putratethatis the samefor all connectionsAfter initial experimentswe obseredthatthe second
term of the abore equationcould leadto very bursty sendpatternswhich led to increasedosses.
For example,if the RTT is large andthe value of snd_cwnd is small, eachACK cantrigger the

transmissiorof several sggments.To avoid this behaior, we boundedhe increasgper ACK by 1

segment;i.e.:

snd_cwnd = snd_cwnd +
mn((c*rtt*rtt)/snd_cwnd, 1 segnent).

With this constrainion the sendess behaior, the TCP connectioris never moreburstythana TCP
connectiorin slow start. Anotherapproachwith whichwe did notexperimentwould beto smooth
thesendingof severalsegmentsacrossalongertime period.

Onequestionpreviously raisedby Floyd is how to pick the propervaluefor the constant
c. Oneway to think of the value of ¢ for CR connectionss how the aggressienessof the CR
connectiorwould compareo thatof a standardl CP connectiorwith a certainRTT. For example,
if ¢ = 100, thevalueof the RTT thatmakesthe numeratorequalto 1 in our pseudocodaborve is
100 ms. Thereforean ervironmentin which ¢ = 100 would have connectionghatwereaboutas
aggressie asnormalTCP connectionsvith 100msRTTs. We choseto experimentwith a rangeof
values betweerr = 4 (asaggressie asstandardb00msconnectionsandc = 1600 (25ms).

In additionto varyingthe constant, we experimentedvith severalothervariationsin an
effort to identify which typesof environmentsweresuitablefor the CR policy:

e TCPNewRenovs. TCPSACK,

¢ REDvs. FIFO gatevays,

¢ bottleneckgueudengths(or RED maximumqgueuethresholdsfrom 4 to 50 paclets,and
e TCPRTT timergranularityof 500ms(standardn mary TCPimplementationsys. 10 ms.

As mentionedabove, Topology3 conformscloselyto onewith which Floyd experimented
[39], andwe wereable,whenusinga similar valuefor the CR constantc = 4), to confirmtheir
resultsthat CR cansubstantiallyimprove the fairnessof connectiondraversingmultiple gatavays
whenall connectionsisea CR policy. However, we alsoobsered the following generaltrendsin
ourdata:
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Figure4.7: Utilization vs. window constaniof TCP SACK with fine-grainedRTT estimatesover
topologieswith bottleneckRED queues.

e DeepRED queuesappearto be a prerequisitefor goodperformancef the CR policy. Per
formancewhenFIFO queuesor shortqueuesvere usedwasvery inconsistentjn the sense
thattherewasoftenno valueof ¢ thatsimultaneouslyieldedhigh fairnessandhigh utiliza-
tion. Moreover, we could not determinestrongcorrelationsbetweerthe value of ¢ andthe
fairnessandutilization metricswe wereusing;i.e., the performancevashighly sensitve to
the particularsimulationtopology

e TCPSACK andfine-grainedRTT timerswerethenext mostimportantindicatorsof goodCR
performanceTheuseof SACK helpsTCPrecover from losseanorequickly, which leadsto
improved andmoreconsistenperformanceAlso, mary existing TCPimplementationsisea
coarseestimateof the RTT, which impairsthe ability of our modified congestioravoidance
algorithmto determinghetrue RTT of the connection.

Figures4.7 and 4.8 plot the utilization and fairnessperformanceof TCP SACK over
bottleneckRED queuesvhenall connectionsincludingbackgrounHTTP traffic, usethesameCR
policy, constant, andRTT timer granularityof 10ms. Topology1 correspondso thecasen which
thelongRTT connectiorhasaroundtrip propagatiorelayof 600ms,while Topology3 in thiscase
correspondso thetopologywith 5 congestedjatavays(thetraceis taken from thefirst congested
gatevay). For comparisonwe also plot as horizontallines the utilization and fairnessachisred
whenall TCP connectionaisethe standardalgorithm(i.e., benchmarks).The dataindicatesthat
the fairnesscan be substantiallyimproved if all connectionsadoptthe CR policy. However, the
utilization sufferedfor small c whentherewereonly two foregroundconnectionsn the topology
(Topologiesl and 3). Whenstatisticalmultiplexing wasin full effect (Topology2), bothfairness
andutilization werenearoptimal for small valuesof ¢. Additionally, in Topology3, althoughthe
fairnessmproved substantiallyequalallocationswerenot obtainedby the CR policy becauséhe
long RTT connectionis alsotraversingmultiple congestedjatavays.
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Figure 4.8: Fairnessvs. window constantof TCP SACK with fine-grainedRTT estimatesover
topologieswith bottleneckRED queues.

In theseexperiments,as c becamédarger, connectiondoecamemore aggressie, to the
point that the boundin our policy of addingl segmentper ACK wasin effect nearlyall of the
time. Consequentlysincethe CR policy wasno longerbeingapplied,the unfairnessreappeared.
In generalwe obsered thatthe fairnesspropertiesverebestwhenthe value of ¢ wasbelov 100.
However, if too few connectionsare usingthe link, suchasin Topologiesl and 3, sucha small
value of ¢ canleadto lower utilization. Becauset is difficult in practicefor a given connection
to determinethe numberandtype of connectionsagainstwhich it is competing,we concludethe
following negative result:agoodchoiceof theconstant cannotbedeterminedvith highconfidence
onanoperationabasis.

Not only doesthe CR policy appeardifficult to managein a distributed network, we
alsofoundit susceptibleo the presencef TCP connection®peratingunderthe standardpolicy.
For example,Figure 4.9 illustratesthe fairnessperformancevhena single additionalconnection
usingthe standardvindow increasepolicy wasintroducedinto eachof the topologies(and also
includedin the fairnesscomputation).Although this additionalconnectiorslightly improved link
utilization, muchof thefairnessmprovementdueto CR waslost whenthis competingconnection
wasintroducedasit notonly useda disproportionatshareof the bandwidthitself but alsoactedas
a‘“trailblazer” improving the performancef shortRTT connectionghatwereusingthe CR policy
by a disproportionateamount. We also obsered similar performancelegradationif no extra file
transferavereintroducedbut insteadhe HTTP backgroundraffic (20%of the bottlenecKink rate,
on average)usedthe standardoolicy. Similar effects (passie connectionsompetingwith more
aggressie connectionausing the standardcongestionavoidancealgorithm) are also responsible
for the poor performanceof TCP “Vegas”in along RTT environmentcharacterizedy a mix of
heterogeneouBCPimplementation§147].
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Figure4.9: Thesensitvity of the properselectionof the constant whenthe effectsof a standard
TCPconnectiorareaddedo the performanceshavn in Figure4.8.

4.1.5 Selectvely Modifying the Additi ve Incr easePolicy

We next investigatedvhetherthethroughpubof anindividuallong RTT connectiorcould
be improved by modifying the additive increasepolicy of only thelong RTT connection.We were
interestedn two questions:

e Cananindividual connectiorimprove its own throughpuby becomingmoreaggressie
duringadditive increase?

o If so,how doestheindividual connectiors moreaggressie behaior affect the perfor
manceof other(unmodified)connectionsisingthe samepath?

To studythefirst questionwe experimentedvith an“increase-byK” (IBK) policy rather
thanthestandardincrease-by-ong againlimited by amaximumincreasef onesegmentperACK.
In otherwords,we usedthefollowing pseudocod@ ourimplementation:

snd_cwnd = snd_cwnd +
m n( (K snd_cwnd), 1 segnent).

For example,by setting K = 2, we built thewindow by roughly 2 sggmentsper RTT.® Again, the
increases boundediy 1 sgmentperACK, but thisis thegenerakrend.
Figure4.10illustratesfairnessresults,calculatedover the entire simulatednetwork, for
thecasen which only oneconnectiorin the simulatedopologyusedtheIBK policy. In particular
we enabledhelBK policy onthelongestRTT connectionsn eachof thethreetopologiesandthen
repeatedhe experimentby enablingthe IBK policy on only the 300msconnectiorin Topology?2.
In the graph,the valueof K = 1 (left-mostdatapoints)correspondso the normal (benchmark)
case We obseredthatthelong RTT connectiorwasableto steadilyimprove its performancever
thatof thebenchmarlcaseby increasingK acrossherangeof valueswe consideredThisresulted

®If delayedacknavliedgmentsare being used,this is akin to correctingthe window growth penaltythatis dueto
delayedacknavledgments.



50

I I
Topology 1 (600 ms)

0.95 —=
0.9 . Topology 2 (600 ms) B
L SR I S 4
w 085~ R VR |
a pC B R Topology 3 (5 gateways)
£ o8] xe B 4
w Bl

Topology 2 (300\r;1§)‘ =

0.75
0.7 |

0.65

0.6 I I I I I I I
15 20
Window constant 'K’

Figure4.10: Improvementin fairnessss. window constantueto the IBK policy.

in improvedfairnesdn all topologiesor smallvaluesof K > 1. Forlargervalues eventhoughthe
throughputof thelong RTT connectiorcontinuedto improve, fairnessactuallydecreaseéh some
topologiesasthe moreaggressie connectiorbeganto take morebandwidththanits fair share.

In Figure4.10we plottedthe performanceof TCP SACK over RED queuesandfound
thattherewasno limit to theimprovementhatamoreaggressie connectiorcouldobtainfor itself.
Werepeatedheexperimentfor TCP NewRenoover FIFO queuesandfoundthatconnectiongould
increaseaheir own performanceindependentf the topology by usinga valueof K of upto 4 or
so. However, for highervaluesof K, performancelegraded pecausehe sendingoehaior became
too burstyfor the FIFO queuego successfullyabsorb

Becauséhe performancémprovementgesultfrom increasingl CP’s aggressienesswe
shouldbeconcernedhatthis canhave anegative impacton otherpeerconnectionsRemarkablywe
foundthat,in every casewe examined theaveragefairnessndex alwaysimproved,andtheaverage
utilization held relatively constantwhenthe more aggressie connectionuseda modestvalue of
K (lessthan8 or so). This improvementoccurredregardlessof whetherTCP SACK or NewReno
wasused,or whetherFIFO or RED queuesverepresent.In fact,the majority of the redistrituted
bandwidthcamefrom connectionshatwerealreadyusingmorethantheir fair share. Theeffecton
otherconnectionsvassimilar to whatthey would have experiencechadthe long RTT connection
actuallybeena connectiorwith a somevhatshorterRTT.

For example,Table4.1 providesan exampleof the magnitudeof the performancegains
achirable. For the value K = 4, we takulatethe utilization, fairnessandthroughputof the four
longestRTT connectionsn Topology?2. In thefirst columnareresultsfrom wheneachconnection
usedthe standardgolicy, the secondcolumnshaws theresultsfrom whenonly the 300 ms connec-
tion usedan IBK policy, andthe third columnis from whenonly the 600 ms connectionusedan
IBK policy. Thistableillustratesthatthe moreaggressie connectionglid not seriouslyharmthe
throughputof the peerconnections.The throughputgains(highlightedin bold font) are substan-
tial; in mary casesthroughpuincreasegandhencereductionsn userpercevedlateny) exceeded



H benchmark‘ 300ms ‘ 600ms

Utilization 0.99 0.99 0.99
Fairness 0.807 0.861 0.873
Throughput (kb/s)
600ms 68.1(0.9) | 59.6(0.6) | 138.7(2.0)
300ms 116.2(1.1) | 240.8(2.8) | 109.1(1.1)
200ms 156.6(1.7) | 139.8(1.5) | 151.6(1.1)
100ms 217.1(2.1) | 188.1(1.9) | 207.0(1.8)
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Table4.1: Effectof theIBK policy onthroughput(Topology2, K = 4). 99% confidencantenals
areshavn in parentheses.

100%whenRED queuesvereused and50%whenFIFO queuesveretraversed.

We next investigatedvhetherthe performanceyainsweresustainablevhenmultiple con-
nectionsbecomemore aggressie by examining this casewith Topology 2. We found that the
aggressie connectionsvereableto simultaneouslymprove their own performancealthoughtheir
relative performanceyainswerenotwhatthey would have achieredhadthey beenthe only aggres-
sive connection Of coursejf every connectioradoptedanIBK policy, thefairnesssituationwould
be backto the standardccase sotheremustbe someRTT thresholdbeyondwhich connectionsan
becomemoreaggressie if sucha policy is to work in practice.Finally, we experimentedwvith the
casein which congestiorwasinducedin both directionsof datatransfer This hadthe effect of
disruptingthe ACK streamto someextent, but did not significantlyaffect our mainresults.

4.1.6 Implementation Issues

We have alreadydiscussedsomeminor implementationchangedo the code segment
which builds the congestiorwindow. Throughoutthe discussionwe implicitly assumedhatthe
TCP connectionhad an accurateestimateof its RTT. In practice,this is not the case. TCP does
maintaina smoothedoundtrip time (srtt), but becaus®f thetimer granularityof 500msin TCPR,
this valueis not very accurate. It is, however, rathereasyto improve the RTT accurag through
useof the TCP timestampoption [67]. A sendingTCP implementatiorcan put a moreaccurate
timestampn the TCPtimestamgield, whichis merelyreflectedby therecever; suchatechniqués
suggestedor TCP Vegas[16]. However, it is importantnot to basethe retransmissiotimer value
onthis accuratdimestamppecausd CPfastretransmitandfastrecovery rely on the srtt variable
beingsomevhat larger thanthe actualRTT. We experimentedn ns with runningthe TCP timer
granularityat 1msinsteadof 500 ms, andfound that the more accuratesrtt value causedcoarse
timeoutsto triggerbeforefastrecorery couldbeaccomplished.

Onepracticalissueis that modificationsto the sendingalgorithmof animplementation
have little useif the implementations a client of a large datatransferratherthanthe sourceof
the data. However, it is possibleto indirectly modify the senders behaior by actionstaken at the
recever. For example,by sendingmore ACKs backto the sendertherecever can“speedup” the
sender;e.g.,if onewereto receve a segmentof 1000 bytes,sendingACKs 1:250, 251:500,etc.
would quadruplehewindow build rate.We did not experimentwith thistechniqgueandnotethatit
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is of limited utility whenthe reversechannels constrainedind cannothandlethe additionalACK
traffic.

Anotheralternatve to increasinghe aggressienesof a singleconnectioris to run mul-
tiple connectionsn parallel,coordinatedby the applicationor sometype of sessiommanagerThis
technique sometimescalled “striping”, hasbeenin usefor sometime by satelliteoperatorsand
WWW browsersoftware. Oneadwantageof this approachs thatit overcomessmall offeredwin-
dows by therecever. This technique however, canimpactthe network morethan our approach
sincemultiple slow startsarelaunchednto the network simultaneously Recentresultsin which
congestiorwindow stateis sharedacrosghe multiple connectionganpotentiallycombathe prob-
lem[11]. In generalthe useof stripingwithout the constraintsoutlinedin [11] arenot favorably
viewed by theresearcltommunity

4.1.7 Summary

In this section,we have presentedhe resultsof our investigationof simple changego
TCP’s congestionavoidancealgorithmin an effort to improve its fairnessproperties. While we
foundthatthe Constant-Rat€éCR) policy couldimprove fairnessdramatically we facedtwo prac-
tical difficultiesthatwould likely prevent universaldeploymentof this scheman its currentform:
i) the properselectionof a constantis dependentiponthe network topology and the numberof
peerconnectionsandis thereforedifficult to determinen a distributed mannerandii) thefairness
benefitsof the CR policy canbe confoundedy competingconnectionsisingstandarccongestion
avoidance therebymakingit disadantageouso deploy CRin an existing heterogeneousrviron-
ment.However, whenweinsteadmadeonly certainlong RTT connectionslightly moreaggressie,
wewerealwaysableto improve network fairnesswhile keepingbottlenecKink utilizationrelatively
constanby usinganincrease-byK (IBK) policy. Interestinglytheeffectsonotherunmodifiedcon-
nectionghatweresharingthebottlenecKink weresimilarto whatthey would have experiencedad
the modifiedconnectioractuallybeena connectiorwith a shorterRTT.

Our resultsindicatethat it may be beneficialfor long RTT connectiongrunning TCP
SACK) to becomeslightly moreaggressie duringthe additive increasgphaseof congestioravoid-
ance. While our datasetis not comprehense enoughto allow usto adwcatea particularpolicy
atthis time, the IBK policy for smallvaluesof K (suchas?2 or 4) may significantlyimprove the
throughputhile notsignificantlyimpactingotherflows. Suchapolicy couldbeinvokedin practice
whenthe TCPimplementatiordetectghattheconnectiorhasanRTT above a certainthresholdfor
example,connectiondraversinga GEO satellitelink have a muchlarger RTT- at least500 ms—
thanterrestrialconnections) A TCP recever could eveninducethe sendetinto an IBK policy by
acknavledgingdatain smallerchunks.Determiningappropriatesaluesfor K asafunctionof RTT,
aswell asdeterminingthe accurag andresolutionrequiredof TCP's RTT estimatescould bethe
focusof futurework.

4.2 End-to-End TCP Performanceover Satellite Links

4.2.1 Intr oduction

In this section,we quantify just how well state-of-the-arT CP implementationperform
in a satelliteervironmentcomposedf oneor moresatellitesin geostationarprbit (GEO) or low-
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Figure4.11: Configuratiorfor network experiments.

earth-orbit(LEO), particularlywhenthe satelliteconnectionforms only a part of the end-to-end
connectionasshavn in Figure4.1. We focusedon two typesof workloadfound mostcommonly
in the Internet:largefile transfersandshortWeb connections.

Our assumptionsboutfuture satellitenetwork characteristicare shapedy projections
of futurecommerciakystemge.g., Teledesid130], Spacwvay[38]) thatwill offer Internetconnec-
tionsat up to broadbandtensof Mb/s) dataratesvia networks of LEO or GEOsatellitegor hybrid
constellations)Usersmay contactotherhostsin eitherthe satellitenetwork or thewide-arednter
net. We discussedomeof ourassumptionaboutthetransmissiorandcongestiorcharacteristicef
theend-to-enghathusingsuchsatellitesystemsn Section2.1.2.In short,we assumduturesatellite
networks characterizedby low BERS, potentiallyhigh degreesof bandwidthand pathasymmetry
high propagatiordelays(especiallyfor GEO basedlinks), andlow internal network congestion.
Theseassumptionsvere usedto drive our protocoldesignand performanceanalyseslescribedn
therestof this chapter

4.2.2 Methodology

This experimentalmethodologypertainsto the remainderof this chapterandalsoto the
resultspresentedn Chapters.

Experimental Setup

Our experimentsvereconductedusinghosts,runningBSD/OS3.0 UNIX, connectedo
Ethernetdn alocal-areasubnetat Berkeley. The TCP implementation®n thesemachinesarede-
rivedfrom 4.4BSD-Lite(alsoknowvn asNet/3[144]), with modificationgo supportourexperiments.
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Figure4.12: Configuratiorfor simulationexperiments.

We configuredthe receversto offer the largestwindow possible(240KB) to the sendersFor the
experimentstraffic sourcesvereconnectedo a 100 Mb/s Ethernetandtraffic sinkswereona 10
Mb/s Ethernetseparatedby a 10Mb/stransitEthernetsegment. Figure4.11lillustratesthe experi-
mentaltopology To generatdraffic, we useda combinationof the sock program[127] for bulk
file transferandaHTTP traffic generatofor testingof “4K slow start”’andT/TCP Thistraffic gen-
eratorgenerategmallfile transfersaccordingto empiricaldistributions dravn from Bruce Mah'’s
HTTPtraced79]. Weimplemented5TPin theBSD/OSUNIX kernel.

For investigatingsatellitetransportprotocol performanceit is usually sufiicient to ex-
perimentwith delayand error simulatorsratherthanwith detailedemulatorsof the transmission
channel.To emulatesatellitelinks, we usedmodifieddevice driversthat delayedsendinga paclet
ontothe Ethernefor adeterministicamountof time. Thesedriverscanalsoconstrainthe maximum
rateat which a hostcansenddata. We modeledGEO satellitelinks by a constraintof 1.3 Mb/s of
TCP/IPbandwidth(i.e., approximatelyT 1 rateat the physicallayer),ona600msRTT link. LEO
satellitesveremodeledby aconstrainof 1.3Mb/swith afixedRTT in therangeof 40-400ms[49].
Ourlinks hadno bit errorsor variationin propagatiordelay which, while not representate of all
satellitelinks, exemplifiesthecommoncase.

In additionto controlledexperimentsperformedin our local ervironment,we also de-
scribeexperimentsin Chapter5 involving two commercialnetworks in our wirelessnetworking
testbed. We useda network basedon a direct broadcassatellite (the HughesDirecPC system,
which coversthe contintenallS), anda paclet radio network (the Metricom Ricochetsystem de-
ployedin the SanFranciscoBay area). For DirecPCexperimentswe sentdatafrom a computer
locatedat the DirecPCuplink centerat Germantan, MD over the satellitelink to a multi-homed
hoston oneof our subnetsWe usedthewide-arednternetto returnacknavliedgmentgo thetraffic
source.To emulatea normaluserexperiencewith the DirecPCsystem,we constrainedhe return
link to be bandwidthlimited to 50 Kb/s to simulatea modemconnection.Althoughnot a satellite
network, the Ricochetnetwork offers a challengingenzironmentfor transportconnectionsinclud-
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Figure4.13: Throughpuperformancef TCP SACK NewReno, TCPSACK Reno, TCPNewReno,
andTCPRenooveranexperimentapathwith a TCP/IPbandwidthof 1.3Mb/sandnotransmission
errors. Datapointsrepresenthe samplemeansrom 20 independentransfersof 10 MB each.In
thisandsubsequerftguresrepresenting large numberof experimentakesults errorbarsrepresent
95%confidencentenals.

ing asymmetryand large latencies;we usedthis network only for testingof the STP protocolas
describedn Chapters. In theseexperimentsa wired hostat Berkeley communicatedvith a host
ontheRicochemetwork usingthe pacletradionetwork in bothdirections.

Simulation Configuration

We usedns describedabore in Section3.2, to test simulatedtopologiesthat matched
our experimentalsetup. We alignedthe TCP modulesto matchour implementationsandwrote a
STPsimulationmoduleto closelyemulatethe implementatiorusedin the experiments.We also
useda backgroundHTTP traffic generatqrsimilar to that usedin the experimentsto lightly load
the network topologyandto breakup ary TCP phaseeffects[43]. Our simulationtopology which
conformedcloselyto the experimentaketup s shavn in Figure4.12.

4.2.3 Performancefor LargeFile Transfers

TCPis the dominantprotocolfor file transferg(FTP) in the wide-arealnternet. In this
section,we describesimulationsandexperimentausedfor characterizindile transferperformance
over satellitelinks.

To maintainhigh throughputor largefile transfersthe TCP congestiorwindowv mustbe
large. Thisimpliesthatthe congestioravoidanceandlossrecosery mechanismsarevery important
in determiningperformance n this sectionwe examinethe performanceof four variantsof TCP
lossrecovery andcongestiorcontrol,which wefirst introducedn Section2.1.1:
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e TCP Reno The unmodified TCP implementationn our BSD/OS 3.0 operatingsystemis
commonlyknovn asTCP Reno. Many modernTCP implementationsarelargely basedon
this versionof TCP. Of the satellite-friendlyTCP extensionsdescribedabove, BSD/OS3.0
supportsvindow scaleandpathMTU discorery.

e TCP NewRenoTCP “NewRenao”is a collectionof bug fixesandrefinementdor how TCP
Renohandlesthe fastrecosery phaseof congestioravoidance. Our TCP NewRenoimple-
mentatioris similarto TCPRenoexceptthatit avoidsfalsefastretransmissiong0], multiple
window reductionsn onewindow of data[36], andconstrainghe burstinessof the sender
uponleaving fastrecovery [36]. Specifically it implementsthe “Less Careful, Slow-but-
Steady"variantof NewRenodescribedn [42].

e TCP SACK-Reno Renocongestioravoidancealgorithmsmaybe combinedwith the SACK
optionfor lossrecovery to form TCP“SACK-Reno!

e TCP SACK-NewRenoLikewise, this correspondso TCP NewRenocongestioravoidance
with the SACK optionfor lossrecovery:.

It is importantto emphasiz¢hatall of theabove implementationsvould beregardedasconformant
to the TCP standardsin practice mary morevariantsof TCP exist.

For ourfile transferexperimentswe repeatedlyransferred.0 MB filesacrosourtestbed
while varyingthelateng of the emulatedsatellitechannel. Thefile transferdastedat least60 sec-
onds,allowing thelow throughpuf theinitial slowv startphaseto be amortizedacrosghelifetime
of theconnectionln thesimulationswe addedanumberbackgroundHTTPtraffic generatorso the
topologysoasto introducelow levelsof crosstraffic (approximatelyi 0%of theforwardthroughput
of the channel).Thesetraffic generatorslid not by themselescongesthe forward path;the TCP
losseswereperiodicallyself-inducedoy the greedynatureof the congestioravoidancemechanism
of the persistenfile transfers.In the experimentswhich wereconductecn operationahetworks
during early morning periodsof light network actwity, the low amountsof live traffic on the net-
worksandthevariableprocessinglelaysof the hostssufficedto addvariability to the experiments.

Behavior of Several TCP Variants

We plot theresultsof theseexperimentsn Figure4.13.1n all of ourfigures throughpuis
definedas“application-lerel” throughput.For valuesof RTT lessthan100ms, the performances
relatively highfor all four variants.However, for GEOdelays(600ms)andfor LEO delaysgreater
than100ms,thedifferencein performancdor differentTCPimplementationss quite evident. By
analyzingpaclet tracesin boththe simulationsandthe experimentswe determinedhatthe main
distinctionbetweerthe implementationsvasin their behaior immediatelyuponleaving the slov
startphaseof congestioravoidance.lt is critical that TCP transitionfrom slow startto congestion
avoidancein a smoothmannerwith a congestiorwindow closeto the bandwidth-delayroductof
thepath.We foundtheperformancef SACK-NewRenocongestioravoidanceto bethebest;in this
case whena slow startovershootoccurs,the protocolcutsits window in half onceand smoothly
movesto congestioravoidanceafterrecovrering all losses.Thereis little penaltyfor usinga high-
bandwidth,high-lateng GEO satellitelink in this case.WhenSACK wasusedwithout NewReno
enhancementéSACK-Reno),we obsered thatthe slow starttermination,which is characterized
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Figure4.14: Typical performanceysinga standardBSD TCP (Reno)implementationpof a large
file transferover a GEOsatellitechannel.

by several burstsof paclet losses resultedin the implementationcutting its congestionvindow

in half several times, ratherthan just once. As a result, TCP was forcedto rehuild its window

linearly from avery low value. The performancef NewRenowithout SACK wassimilar but for a

differentreason.In this case the slow startovershootresultedin similar bursty patternsof losses,
but sinceNewReno,unlike SACK, canonly recoreronelossperRTT, it spentalarge portionof time

recovering from the slow startlosses.Finally, TCP Renorarely avoided a retransmissiotimeout
and multiple reductionsin its window after the first slow start, resultingagainin slow window

growth.

A closerlook at the behaior of thesedifferent TCP variantsis informative. Figure4.14
illustratesa “time-sequence’plot of an individual connection-the initial 60 secondsof a large
file transferusingan unmodifiedBSD/OSUNIX TCPimplementatior{(TCP Renowithout SACK)
over thetopologyillustratedin Figure4.11. Two plots are overlaid—the evolution of the senders
sequencenumbey andthe evolution of the acknavledgmentsreceved (the traceof the sendess
sequenceumbergenerallylies to the left of the acknavledgmenttraceandis marked by larger
points). The connectioninitially startsin slow-start, and althoughthe connectiontakes several
secondso malke noticeableprogresswithin thefirst 10 secondsheconnectiorhasalreadyovershot
by a wide mamgin the capacityof a router along the path, resultingin mary paclet drops (not
necessarilycontiguousn the sequenceapace). The implementatiorperformsfastretransmission,
but sincemary paclet losseshave occurred,the implementationinvariably is forcedto recover
with a coarsetimeoutbecauseét doesnot interpretthe arrival of a partial acknavledgment(that
is, an acknavledgmentthat doesnot cover all of the datathat was outstandingat the time of the
retransmission@s a sign that the next unacknavledgedpaclet is missing. The timeoutcutsthe
window to oneseggmentandtheslow startthresholdn half; normallythis would allow the sendeto
rapidly rampup afterthetimeoutto half of its previouswindow (thatcausedongestion)However,
becausehe recever’s buffer hasmary out-of-orderpaclets(andholesto fill), asthe post-timeout
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Figure4.15: CorrectNewRenobehaior, usingamodifiedBSD TCPimplementationepf alargefile
transferover a GEOsatellitechannel.

TCPsendestartso sendmoredata,t canreceve anumberof duplicateacknavledgmentsghatpush
it in andout of fastretransmissiomgain(theseare sometimegalled “f alsefastretransmissions”
[60Q]), eachtime cuttingthe window andslow startthresholdn half. Theresultis, by thetime that
the sendethasrecoreredfrom all of the original losses;jt hasa very low congestiorwindow and
slow startthresholdvalue,andis forcedto build its window linearly from averylow value,resulting
in poorthroughput.

TCP NewRenowasdevisedto correctthis oversightin the TCP Renoimplementation;
it definesa “recovery phase”that endswhenall of the paclets that were outstandingwhen the
first losswas detectedare acknavledged. Figure 4.15 illustratesthe typical performanceof this
algorithm. No timeoutsoccur during the recorery andthe window is not reducedmultiple times
for the sameburst loss. However, sincethe recovery takes one roundtrip time for eachgapin
the sequencespaceto be recorered,the resultis a TCP connectionthat takes over half a minute
to recover from a single burst of losses. For this reasonaspointedout by Floyd [42], it may be
beneficialto preventthis behaior from occurringby forcing TCPto take atimeoutif it requiregoo
mary roundtripsto recover. Secondin ourexperimentswith thisalgorithmasspecifiedoy [60] and
[36], we noticedundesirabldehaior thatoccurredattheendof therecosery phase This behaior
(immediatereentryinto a burstlosssituation)canbe seenin Figure4.16,andit is dueto a burst of
pacletsthatcanoccurat the endof recovery. This burstoccursif, duringwindow inflation of the
recovery phasethetransmissiomf new segmentsvasconstrainedby therecever’s offeredwindow
(becausehe“window inflation” stepof TCP Renocanresultin very large artificial windows being
generated)As aresult,whentheholeis pluggedn thereassemblpuffer andthe TCPsenderesets
its congestiorwindow uponreceiptof theacknavledgmentijt is eligible to immediatelysendmary
segments. The solutionto this problem,asshavn in Figure 4.15,is to constrainthe congestion
window atthe endof recorery to beno largerthantheamountof outstandinglataatthattime (plus
onesegment.to allow anew transmission)This proposawasfirst describedn [76].
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Figure4.16: IncorrectNewRenobehaior, usinga modifiedBSD TCP implementationpf a large
file transferover a GEO satellitechannel.This behaior is dueto a burstof pacletstransmittecat
theendof recovery.

The bestbehaior is obtainedby combiningboth the SACK and NewRenoalgorithms,
asillustratedby Figure4.17. In this case, TCP recorersvery rapidly from bursty lossesbecause
theextrainformationpresentn the SACK optiongivesthe TCP sendela morecompletepictureof
whatis missing.Figure4.18illustratesthis recorery in moredetail; the burstof losseds recosered
in lessthantwo secondgthatit requiresmorethana roundtrip delayis dueto queueingdelays
thathave built up), anda large window is presered for the subsequentonnectiorto usein linear
gronth phase.

Finally, weillustratein Figure4.19the closecorrespondendeetweersimulationandex-
perimentakesultsfor file transfersln theremaindenf this sectionwe presenbnly ourexperimen-
tal resultssinceour simulationresultsweregenerallyin closeagreementThe TCPimplementations
of the nssimulatorarevery realistic,to the point thatbugsfoundin commonimplementationgan
alsobeenabledn our simulations.

Effect of a Competing Connection

The abore experimentsare appropriateo model connectiongentirely within a satellite
subnetwark, but do not accuratelyportrayconditionsfoundwhenusingthe satellitenetwork to ac-
cesssitesonthewired Internet,wherecompetitionfor bandwidthfrom mary differentconnections
(with shorterroundtrip delays)canleadto network congestiorandunfairnessin bandwidthallo-
cation. For our next experimentswe addeda single, large-windav persistentonnectionfrom a
backgroundsourceto abackgroundinkin the samedirectionastheforegroundfile transfer In our
topology this causedhefirst routerin thenetwork to occasionallypecomecongestedNotethatthis
backgroundconnectiordoesnot traverseary portion of our emulatedsatellitesubnet. Theresults
in this casearestrikingly different. It only takesonelow delay(in this case20msRTT) connection
to drasticallyreduceheachiazablethroughpufor SACK-NewReno,asshavn in Figure4.20.This



60

2000

=

a1

o

o
I

1000

sequence number

500 -

1 1 1
30 40 50 60
time (seconds)

Figure 4.17: Correct SACK behaior, using a modified BSD TCP implementation(including
NewRenolossrecovery), of alargefile transferover a GEO satellitechannel.

is the TCP fairnesgproblemidentifiedearlierin this chapter TCP’s fairnesspropertiescanbe the
first-orderdeterminanbf how well a large-windav satellite TCP connectioncando in the wide-
arealnternet.Eventhoughthe satelliteconnectiorwassuccessfuin avoiding timeoutsin almostall
of thetransfersthe window reductionsdueto recurringfastretransmitsubstantiallyreducedhe
throughput. The throughputis alsomuchmorevariableundertheseconditions,asrepresentethy
theerrorbars. Themainproblemis thatthe connectiorwith thelong RTT is too sluggishto retuild
its window andpushdatathroughthe congestedjueuebeforeit takesanotheioss.

In summarywe obsered that TCP SACK with NewRenocongestioravoidanceis able
to sustainthroughputst closeto the bottlenecHKink rateevenfor GEO-like delays.Thisis because
TCPis ableto amortizethe low throughtputof theinitial window build acrossa longerperiodof
highthroughput However, our dataillustratesthatthe useof SACK aloneis notsuficientto enable
high performance Specifically NewRenohelpsto avoid coarseimeoutsandmultiple window re-
ductionswhile SACK acceleratethelossrecorery phase Specificdetailsof our SACK-NewReno
implementatiorcanbefoundin AppendixA. Finally, theresultwe would like to emphasizewhich
agreesvith ouranalysisn Sectiord.1,is thatit only takesvery moderatédevelsof congestionn the
wide-arednternetto drasticallyimpair the performancef evenwell-configuredT CP connections.

4.2.4 Performancefor Web Transfers

Besidedile transfersmostof therestof the TCPtraffic in the Internetis driven by Web
transfers.Suchconnectionsarevery differentfrom file transfers.Typically, anWebclientissuesa
smallrequesto asener for anHTML (HyperText Markup Languagepage.The sener sendshe
initial pageto the client on this first connection.Thereafterthe client launchesa numberof TCP
connectiongo fetchimagesthatfill outtherequestegbageor to obtaindifferentpages.Eachitem
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on the pagerequiresa separateonnectiorf. Many commonWeb brovsersallow a userto operate
multiple (typically, four) TCPconnectiongn parallelto fetchdifferentimageobjects.Basically the
datatransfermodelis “client requestsener response.

Using standardTCPR, ary connectionrequiresa minimum of two RTTs until the client
recevestherequestediata(thefirst RTT establishethe connectionandthe secondneis for data
transfer). As the RTT increasesthe RTT canbecomethe dominantportion of the overall user
perceved lateng, particularlysinceaverageWeb sener responsdimesaremuchsmallerthanone
second[51]. Two mechanismslescribedn Section3 attemptto alleviate the lateny effects of
TCP for shortconnections.The first, T/TCP, doesaway with the initial handsha& (RTT) of the
connection.The second4KSS,allows the TCP sener to sendup to 4380bytesin theinitial burst
of data.If thesizeof thetransferis no morethan4380bytes thetransfercancompletein oneRTT.
By usingsomesimpleanalysis we canquantify the beneficialeffectsthattheseTCP mechanisms
have ontheuserpercevedlateng.

Figure4.21,adaptedrom asimilarfigurein [57], illustratesthelateng in a hypothetical
threesegmentreply usingstandardl CR. We male the following assumptions:

¢ We do not modelsener responsgimesor sggmenttransmissiortimes. We assumean ervi-
ronmentin whichthe RTT is thedominantateny in thetransfer’ Senerresponséimesand
sgmenttransmissiorelaysarea constanbffsetto thelatenciesve calculatej.e., the same
offsetmustbe addedno matterwhatversionof TCPwe areconsidering.

¢ Weassumeno pacletlossesandafixedRTT. Thereforethesdatenciesarethebestcase.

¢ Wedonotmodelsomeof thebugsthathave appeareth earlyHTTPimplementationandthat

SwWewill discusshortlyamodificationto this approachknown asPersistent-HTTRP-HTTP),whichreuseshesame
TCPconnectiorfor multipleitems.

"Thisis notalwaystruein practice.Evenfor fastlinks, sener responsesantake severalsecondsbut on averagethe
senerresponsdime is muchlessthana second51].
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Figure 4.19: Agreementbetweensimulationand experimentalresultsfor TCP SACK and TCP
NewReno.

arediscussedhn [57], undertheassumptiorthatthey will graduallydisappearFor example,
onequite prevalentbug allows the connectiorto startwith aninitial congestiorwindow of
two segmentq12§].

With theseassumptiong mind, considerFigure4.21,in which dashedinesdenotecontrolpaclets
andsolid linesindicatedatapaclets. Thefirst RTT is consumedy a SYN exchange afterwhich
theclientissuesan HTTP GET request.Uponreceving andrespondingo this requestthe sener
at this point hasa congestiorwindow of one sggment. Assumingthat the TCP implementation
implementsielayedacknavledgmentgdelayedACKSs) of upto 200ms[127], theclienton average
will acknavledgethis dataafter 100 ms. Upon receving the acknavledgment,the congestion
window grows to 2, andthe sener sendgshe secondandthird segmentsfollowed by a FIN, which
closedts half of theconnection.Theclient mustcloseits own half of theconnectionput we do not
modelthis delaysinceit doesnot contrikute to userperceved lateng. Thereforethetotalamount
of TCP-relatedateny is 3 RTTs+ 100msin this case.UsingeitherT/TCPor 4KSSwouldreduce
thelateny to 2 RTTs, andusingbothmechanismsvould reduceit to asingleRTT.

We usedHTTP tracesto computeprobability massfunctions(pmfs) for the numberof
bytestransferregperHTTP connection We thencomputedhe averageT CPlateng for all of these
file sizes,basedon a simple analysisof how the congestiorwindow builds over time. Because
sometransferaverevery long, we eliminatedthoseover 100 segments(only 2-4% of the dataset,
in general) Forthesecasesit is morerealisticto considethemaslargefile transfers Ourtracedata
wasgatheredrom two differentuserpopulations.Thefirst, collectedby Mahin 1995[79], comes
from a well connectederkeley subnet.The secondset,collectedby Gribblein 1997[51], comes
from Berkeley residentialusageover dial-upmodems By usingthis tracedatawith our model,we
estimatedhe minimum, median,andmeanlateny effectsof TCP on userperceved lateng. For
GEOnetworks,we modeledhe RTT asafixed600ms,andfor LEO networkswe assume@ RTT
of 80 ms. To verify the analyticalresults,we alsoperformedmeasurementgsingsimilar pmfsto



63

1.4 T T T
L2l ® e e, SACK-NewReno (alone)
. % L4 $
i
5 0.8 SACK-NewReno - ' % 7
e (with one competing flow) ) %
306 :
o
F 04 .
0.2 B
0 1 1 1 1 1 1
0 100 200 300 400 500 600

Round trip time (ms)
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drive a TCPtraffic generatoin our experimentatopology andwe recordedhelateng experienced
alongwith thefile sizefor eachfile transfer For the experimentswe did not cull thelargetransfers
from our tracedata. The experimentaketupcapturedhe effectsof not only the propagatiordelay
but alsothe processinglelaysin realendsystems.

In Table4.2,we presentheresultsfrom ananalysisof the datasetprovidedby Mah[79].
Thefirst threecolumnsof datalist the minimum, median,andmeanTCP transfertimesrequired,
accordingto the analysisof the tracefile andassuminga maximumsegmentsize of 1500 bytes.
Thesevalueswere calculatedby first determiningthe TCP relatedlateng for a connectionof a
givensize,andthenby weightingthesdatenciesaccordingo the pmfsderivedfrom thetracedata.
The fourth columnlists experimentalresultscorrespondingdo this dataset. Thesevaluesarethe
mean(and95% confidencentenal) of 1000independentransfersjn whichthesizeof thetransfer
was generatedandomlyaccordingto the pmfs dravn from the tracedata. The lastfour columns
aresimilar to thefirst four, exceptfor the useof a maximumsegmentsizeof 500 bytes. This data
indicateghattheuseof eitherT/TCPor TCPwith 4KSSimprovesmeanlatengy by asmallamount,
but the combinatiorof both optionsyieldsanimprovementby a factorof two to three.Therelative
improvementis similar whetherGEO or LEO networksareassumedbecause¢he analysiss based
on RTT). Becausehe meanlatenciesusing the assumed_EO network are alreadyrathersmall,
theimprovementsdueto TCP optimizationsarelesslikely to be perceved by users.The dataset
providedby Gribble[51] containedslightly largertransferspn average but thesametrendsin TCP
lateny werepresent.

Finally, the most recentversionof the HTTP specification(version 1.1 [37]) recom-
mendsthat seners and clients adoptthe persistentconnectionand pipelining techniquesknown
as“persistent-HTTP(P-HTTP)[102]. Ratherthanusingseparatd CPconnectiongor eachimage
on apage,P-HTTPallows for a singleTCP connectiorbetweerclient andsener to be reusedor
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multiple objects. The shift to P-HTTP offers a tradeof in performancdor satelliteconnections.
On the one hand,P-HTTPis potentiallymuch more bit-efficient than HTTP with standardTCP,
becauseonnectionarenot setup andtorn dovn asfrequently(the connectiorestablishmentosts
areidenticalto thoseof T/TCP[57]). However, in termsof lateng, theuseof T/TCPandmultiple,
concurrentonnectionsnayyield fasterWeb pageloadsundersomescenarios.The capability of
mary Web browsersto supportmultiple, concurreniconnectiongs an exampleof a generaltech-
niqueknown as“striping; which hasbeena stratgy for transporiprotocolimprovementknown to
satellitenetwork operatordor sometime, andwhich hasmostrecentlybeenstudiedin the context
of FTP[6]. Becaus@ CPandHTTP optimizationssuchasT/TCPR andTCPwith 4KSSdo notyield
majorperformanceémprovementdor mostusersof the Internet[57], it is unclearwhetherthey will
seedeplyyment. In fact, Padmanabharecentlystudiedthe potentialbenefitof not usingP-HTTP
but insteadreverting backto multiple, concurrenfTCP connectionghat sharecongestiorwindow
andotherstateinformation[99].

In summaryfor connectionsisingGEOsatellitelinks, TCPoptimizationssuchasT/TCP
and4KSS, especiallywhen usedtogether canyield a reductionof two to threetimesin in user
perceved lateny and can alsoreducethe bandwidthoverheadof HTTP connections.For LEO
satellitelinks, optimizationgo reducethe numberof unnecessargontrolpacletsaredesirableput
optimizationsto reduceateng will nothave asperceptibleof aneffect for usersbecausgropaga-
tion delaysaresmaller However, sincesuchoptimizationsbenefitonly a smallusercommunity it
is possiblethatthey will notseewidespreadieplgyment.
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Geostationaryorbit (600msRTT)
1500byte segments 500byte segments

minimum | median| mean| expt. mean || minimum | median| mean| expt. mean
Standard TCP 1.2 1.9 1.9 2.0(0.1) 1.2 2.5 2.5 2.6(0.1)
T/ITCP 0.6 1.2 1.2 1.4(0.1) 0.6 1.8 1.7 2.0(0.1)
TCP “4KSS” 1.2 1.2 1.4 1.6(0.1) 1.2 1.8 1.7 1.9(0.1)
T/TCP “4KSS” 0.6 0.6 0.8 1.0(0.1) 0.6 1.2 1.1 1.3(0.1)

Low-earth orbit (80 msRTT)

Standard TCP 0.16 0.34 0.31 | 0.37(0.02) 0.16 0.42 0.42 | 0.55(0.02)
T/ITCP 0.08 0.16 0.17 | 0.28(0.02) 0.08 0.24 0.25 | 0.47(0.02)
TCP “4KSS” 0.16 0.16 0.18 | 0.25(0.01) 0.16 0.24 0.23 | 0.31(0.01)
T/TCP “4KSS” 0.08 0.08 0.10 | 0.16(0.01) 0.08 0.16 0.15 | 0.23(0.01)

Table4.2: TCPlateny effectson HTTP transfersfor GEO andLEO satelliteconnections.Trace
datais takenfrom [27]. All latenciesarein secondsFor the experimentakesults,95% confidence

intenalsareshavn in parentheses.

4.3 Split TCP Connections

Although TCP canwork well over even GEO satellitelinks undercertainconditions,we
have illustratedthattherearecasedor which eventhe bestend-to-endnodificationscannotensure
goodperformanceFurthermorejn anactualnetwork with a heterogeneousserpopulation,users
andsenerscannotall be expectedto be runningsatellite-optimizedrersionsof TCR This hasled
to thepracticeof “splitting” transporiconnectionsThis concepis not new; satelliteoperatordhave
deplo/ed protocol convertersfor mary years. In this section,we describehov TCP connections
may be split at a satellitegatevay, identify somedravbacksto split connectionsandquantify how
muchimprovementcanbe obtained.

4.3.1 Split ConnectionApproaches

The ideabehindsplit connectionds to shield high-lateng or lossy network segments
from therestof the network, in amannettransparento applicationsTCP connectionsnaybe split
in a numberof ways. Figure4.22illustratesthe mostgeneralcase jn which a gatevay is inserted
onthelink betweerthe satelliteterminalequipmentindtheterrestrialnetwork. On the userside,
the gatevay may be integratedwith the userterminal, or theremay be no gatevay at all. The
goalis for endusersto be unavare of the presencef anintermediateagent,otherthanimproved
performanceFromthe perspectie of the hostin the wide-arednternet,it is communicatingvith
a well-connectechostwith a muchshorterlateng. Over the satellitelink, a satellite-optimized
transporprotocolcanbeused.

TCPmaybesplitin thefollowing ways:

e TCP spoofinglIn this approachthe gatavay on the network side of the connectionprema-
turely acknavledgesdatadestinedfor the satellitehost,to speedup the sendes datatrans-
mission[146€]. It thensuppressethetrueacknavliedgmenistreamfrom the satellitehost,and
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Figure4.22: Futuresatellitenetworkingtopologyin whichasatellite-basetdostcommunicatewith
asenerin thelnternetthrougha satelliteprotocolgatevay.

takesresponsibilityfor resendingary missingdata. As long asthetraffic is primarily unidi-
rectional, TCP datagramsre passedhroughthe gatevay without alteration. In the reverse
direction,the samestratgy is followed. No changesreneededt the satelliteclient.

e TCP splitting Insteadof spoofing,the connectionmay be fully split at the gatevay on the
network side,anda secondT CP connectionmay be usedfrom the satellitegatavay to the
satellitehost. Logically, thereis not muchdifferencebetweenthis approachand spoofing,
exceptthat the gatavay may try to run TCP optionsthat are not supportedby the terres-
trial sener. Modernfirewall implementation®ften performatype of TCP splitting (suchas
sequenc@aumberremappingfor securityreasons.

e Webcachinglf satellite-basetMebusersconnecto aWebcachewithin thesatellitenetwork,
the caches effectively splitting any TCP connectiorfor requestghatresultin a cachemiss.
Therefore Web cachingnot only canreducethe lateny for usersin fetchingdatafrom the
Web, it hasthe sidebenefitof splitting thetransportconnectiorfor cachemisses.

Furthermorewhenthe TCP connectionis fully split at a gatevay or cache,it is possibleto use
an alternatve protocolfor the satelliteportion of the connection.While this requiresthe useof a
satellitegatevay or modified end-systensoftware on the satellitehosts side, this approachmay
provide betterperformanceby improving on TCP’s performancen ways not easily achieved by
remainingbackwardcompatiblewith existingimplementationsSet-topboxesor otheruserterminal
equipmenmayprovide anaturalpointfor theimplementatiorof protocolcorversion(backto TCR,
if necessarydnthesatellitehosts sideof theconnection.



67

1.4 T T T
S ISR, SACKNewReno S .Ii.t .....
1.2 g s SACKNewReno (split
9 1r T4 -
= {4 o
= osf A 1 :
= SACK-NewReno
S 06- (with one competing flow) % |
2 0.
e
<
= 041 e
0.2 f
0 1 1 1 1 1 1
0 100 200 300 400 500 600

Round trip time (ms)

Figure4.23: Forwardthroughpuiperformancef split TCPin the presencef ashort-delaycompet-
ing connectionTCP SACK NewRenowith large windows wasusedon bothconnectiomortions.

In all threeapproachegheamountof perconnectiorbuffering requiredatthe gatevay is
roughly 2-3 timesthe bandwidth-delayroductof the satellitelink or the Internetpath,whicheser
is smaller Thecomputingresourcesequiredto supportalarge setof usergapproximatey200-500
KB of memoryperactive connectionplusprocessingganform asignificantportionof thehardware
requirementsf asatellitelnternetgatavay. In addition,althoughpersistent-HTTRonnectionill
reducethe numberof connectionghat needto be setup andtorn down, they will alsodrastically
lower the duty cycle of eachTCP connection requiring the gatevay to keepresourcesllocated
for idle connectionsHowever, it is importantto emphasizehatif Web cachesr otherproxiesare
alreadypart of the satellitenetwork architecturetherewould be no needfor extra equipmento
supporttransport-lgel gatevays.

Besidesthe resourceconsumptiomotedabore, split connectionsare not without other
hazards First, from anarchitecturaktandpointa split TCP connectiorthatis not explicitly asso-
ciatedwith a proxy or a cachebreaksthe end-to-endsemanticof the transportlayer  Although
approachefor TCPimprovementover local areawirelesslinks, suchasBerkeley's “snoop” proto-
col [10] and“mobile TCP” [21], canpresere end-to-endsemanticsit is moredifficult to do soin
the satelliteervironmentbecauseombatingthe fairnessproblemrelieson early acknaviedgment
of data. However, stepscanbetakento ensurehatthe connectionrdoesnot closenormally unless
all datahasbeenreceved; for example,the gatavayscanallow the FIN sgmentof TCP to pass
end-to-end.Furthermorehigherlayer protocolstypically have mechanismso restarta transport
connectionf it prematurelyfails. Secondgatevaysintroducea single point of failure within the
network, andrequireall traffic for agivenconnectiorto beroutedthroughthem(i.e.,therecanbeno
alternatepaclet routing). Third, protocolconversiongatavaysareineffective if IP-level encryption
andauthenticatiorprotocolsareoperatingon alink, althoughthey canstill functionnormallyif the
encryptionand authentications performedat the transportlayer In the caseof IP-level security
the transportgatevay mustbe includedas part of the “trust infrastructure”to operate. Typically,
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Figure4.24: Reversechannelutilization of split TCP in the presencef a short-delaycompeting
connection.TCP SACK NewRenowith large windows wasusedon bothconnectiorportions.

however, if a satellitenetwork is usedto provide “last-mile” accesgo a large diversesetof users,
transport-leel securityprotocolswill be usedinsteadof IP-level security;in this case,protocol
gatevayscanoperatecorrectly

4.3.2 Split ConnectionPerformance

In Figure4.23,we illustratethe performanceayainsachiezablewhenthe TCP connection
is split at the gatavay betweenthe satellite network andthe Internet,underthe sameconditions
asshavn in Figure 4.20 (a competingshortdelay connectionin the Internet). We replottedthe
relevant datafrom Figure4.20for comparison.Note thatthe presencef the gatevay allows the
split connectionto competefor bandwidthin the wide areaand obtainits fair share. However,
asshawn in Figure4.24,thereversechannelusagerequiredfor this TCP connectioris roughly 20
Kb/s. Thisusagescaledinearlywith theforwardthroughputandfor 1000bytesegmentsijs roughly
2% of the forwardthroughputachiered. For bandwidth-constraimmkreversechannelsaswill bethe
casein mostsatellitesystemsthis setsanupperboundontheforwardthroughputchieableif TCP
relieson a streamof acknavledgmentgo clock out new data. This suggestshatit would be useful
eitherto make modificationdo TCPto reducédts reversechannelisaggsuchasusingmodifications
to handleTCPasymmetry11]) or to usea protocolover the satelliteportionof the connectiorthat
usedessbandwidth.We investigatehelatter possibilityin the next chapter

4.4 Summary

In thischapterwe have investigatedhe performancef IP-compatibldransporprotocols
over satellitelinks from several perspecties. Our mainresultsareasfollows:
i) We obsered little degradationin TCP performancdor connectionsvith RTTs in the
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rangeof future LEO systemdq40-200ms), althoughwe did not investigatepotentialproblemsdue
to large RTT variations.However, maintaininggoodTCP performancever GEOlatencieqor long
LEO paths)is challenging.

i) While we foundthatthe Constant-Rat¢CR) policy couldimprove TCP fairnessdra-
matically we facedtwo practicaldifficultiesthatwould likely preventuniversaldeploymentof this
scheman its currentform. First, the properselectionof a constanis dependentiponthe network
topologyandthe numberof peerconnectionsndis thereforedifficult to determinen a distributed
manner Secondthe fairnessbenefitsof the CR policy canbe confoundedoy competingconnec-
tionsusingstandarccongestioravoidance therebymakingit disadantageouso deplyy CRin an
existing heterogeneousrvironment.

iii) Whenwe insteadmadeonly certainlong RTT connectionslightly moreaggressie,
wewerealwaysableto improve network fairnesswhile keepingbottlenecKink utilizationrelatively
constantby usingan increase-byK (IBK) policy. Interestingly the effects on otherunmodified
connectionshatweresharingthebottlenecKink weresimilarto whatthey would have experienced
hadthe modifiedconnectioractuallybeena connectiorwith a shorterRTT.

iv) If theright TCP optionsareusedandcongestions light, TCP canwork well for large
file transferseven over GEO/inks. In particular in our large file transferexperimentswith TCP
SACK plusNewRenocongestiortontrol,averagethroughputlecreasetly nomorethan10%when
the RTT wasincreasedrom 20 msto 600 ms. However, we shaved thatevenlow levels of com-
petitionfrom shortdelayflows (in the form of cross-trdic in the wide-arednternet)significantly
degradeghesatelliteconnectiors performance.

v) Concerninghelateny dueto HTTP exchangeswe foundthatthe useof both T/TCP
andmodifiedslow startperformedmuchbetterthaneitheroptionusedseparatelyandcouldcutthe
averageT CP-relatedateng by afactorof two to threefor GEOlinks.

vi) We shaved that the performanceproblemsdueto mis-configuredT CP or network
congestiorcanbe alleviatedby splitting the TCP connectiorat a gatavay within the satellitesub-
network. Evenwith congestiorin thewide-arednternet,the end-to-endconnectioris still ableto
maintainhigh throughput.

TCP hasprovento beavery robustprotocolin avariety of network ervironments.How-
ever, this chapterhasillustratedthat obtaininggood performanceusing standardend-to-endT CP
connectiongs very challengingin a GEO satelliteervironment. For file transfersthe bestperfor
manceresultsthatwe obtainedwverebasecdn splitting the connectiorat a gatavay, wherethelong
roundtrip delayof thesatelliteportionof thepathcanbeisolatedfrom theportionof theconnection
thattraversegheInternet.For shorttransactionsye foundthatthe bestperformanceequiresTCP
enhancementd@/TCR 4KSS)thatarenotimplementedn the currentinternet-againleadingusto
considersplit connectionsolutions. Giventhat one decidego split TCP connectionsat a satellite
gatevay, it is naturalto askwhatprotocol(eithermodifiedTCP or anentirelynew protocol)should
beusedoverthesatelliteportionof the split connectionin the next chapterwe attemptto improve
on our performanceesultseven further by designinga satellite-optimizedransportprotocolthat
outperformseventhe split TCP configurationdescribedabove in Sectiord.3.
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Chapter 5

Satellite Transport Protocol

In the previous chapter we illustratedthe performanceadwantagegainedby splitting a
TCP connectionat a gatevay within an accesssatellitenetwork. Given sucha split connection,
however, thereis no requiremento actuallyuse TCP within the satellitenetwork. Moreover, for
connectiongompletelyinternalto a satellitenetwork, transporprotocolsotherthanTCP arepossi-
ble. In this chapterwe describea new transportprotocoloptimizedfor asymmetricsatelliteaccess
networks. The maindifferencebetweerthis protocolandTCPis in the way datais acknavledged.
Thedesigner®f TCPchosdo useasteadystreannf dataacknaviedgmentssapacingmechanism
to clock out new data;the implicit designtradeof wasto simplify the protocolimplementatiorat
the costof extra traffic in the network. For broadbandjeostationarngatellitesystemspandwidth
is at a premium-therefore our choiceis to reducethetraffic load on the backchannedsmuchas
possible at the possibleexpenseof morecomplicatedmplementationsFortunately we canavoid
significantincreasesn compleity by changingthe basicdatatransfermechanisnof the proto-
col. Our protocol,which we dubbedthe “Satellite TransportProtocol” (STP),outperformsTCPin
satelliteervironmentscharacterizedby high bit error ratios,asymmetryor widely varying round
trip times. STPcanbe usedin two ways: i) asthe satelliteportion of a split TCP connectionand
i) asatransportprotocolfor controlandnetwork managemertraffic within a satellitecommuni-
cationsnetwork. This chapterdescribeghe overall protocoldesign,followed by simulationand
experimentaresults.

5.1 DesignGoals

In Section2.1.3,we introducedthe backgroundmnaterialrelatingto the developmentof
STPR In summary STPis anoutgravth of the ATM-basedink layerknowvn asSSCOPWhile SS-
COPwasmainly intendedfor networks with large bandwidth-delayproductssuchas broadband
wide-areaATM networks, mary of the samedesignprinciplesof that protocolhelp greatlyin the
satelliteervironment.In this sectionwe describeour designrequirement$or anoptimizedsatellite
transporprotocolanddiscusshov we modifiedthe coreprotocolmechanisnof SSCORo develop
STR
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5.1.1 BasicDesign

To understan&TR it is perhapsasiesto contrastits operationwith thatof TCP Like
TCPR, STPprovidesa reliable, byte-orientedstreamingdataserviceto applications.We designed
STPto offer the sameAPI asdoesTCP, andto operateover an IP-basechetwork. The transmit-
ter sendsvariable-lengthpaclets to the recever, storingthe paclets for potentialretransmission
until therecever hasacknavledgedthem.However, STPs automatiaepeateques{ARQ) mech-
anismusesselectve negative acknavledgmentsratherthanthe positive acknaviedgmentmethod
of TCPR. Paclets, not bytes,are numberedsequentiallyand the STP transmitterretransmitsonly
thosespecificpacletsthathave beenexplicitly requestedby therecever. Unlike TCP thereareno
retransmissiotimersassociatedvith paclets.

Oneof the maindifferencesetweenSTPand TCR, andonethat offers an advantagefor
asymmetrimetworks, is theway in which the two protocolsacknavledgedata. TCP acknavledg-
mentsare data-diven; the TCP recever typically sendsan ACK for every otherpaclet receved.
While thisis beneficialfor acceleratingvindown growth uponconnectiorstartup it resultsin alarge
amountof acknavledgmenttraffic whenwindows arelarge. In STR the transmitterperiodically
requestgherecever to acknavledgeall datathatit hassuccessfullyreceived. Lossesdetectedy
therecever areexplicitly negatively acknavledged.The combinationof thesetwo stratgiesleads
to low reversechannebandwidthusagenvhenlossesarerareandto speedyrecovery in theeventof
aloss.

Packet Types

STP hasfour basic paclet typesfor datatransfer(we ignore, for now, the additional
paclet typesneededor connectiorsetupandrelease) The Sequence®ata (SD) paclet is simply
a variablelength sgmentof userdata,togetherwith a 24 bit sequenceiumberanda checksum.
SD pacletsthat have not yet beenacknavledgedare storedin a buffer, alongwith a timestamp
indicatingthe lasttime thatthey were sentto the recever. No control datais includedin the SD
paclets;insteadthetransmittetandrecever exchangePOLL andSTAT (us)messageseriodically
thetransmittersendsa POLL paclet to therecever. This POLL paclet containsa timestampand
the sequence&umberof the next in-sequenceéD paclet to be sent. The recever respondgo the
POLL by issuinga STAT messageavhich echoeghe timestampjncludesthe highestin-sequence
paclet to have beensuccessfullyrecevved, and containsa list of all gapsin the sequencewumber
space.The STAT messageés similarin conceptto a TCP selectve acknavledgment,exceptthat
the STAT messageeportsthe entirestateof the recever buffer (ratherthanthe threemostrecent
gapsin a SACK). SinceeachSTAT messagés a completereportof the stateof therecever, STPis
robustto thelossof POLLsor STATSs.

The fourth basicpaclet typeis calleda USTAT (unsolicitedSTAT) paclet. USTATs are
data-dnven explicit negative acknavledgmentsandareusedby the recever to immediatelyreport
gapsin therecevedsequencef pacletswithoutwaitingfor aPOLL messagéo arrive. Thisallows
thePOLL andSTAT exchangeo berunatalow frequeng (typically two or threeperRTT whenthe
RTT is large). In anetwork in which sequencéntegrity is guaranteedr highly likely, aUSTAT can
be sentuponary receptionof a paclet numberedeyondthe next expected If resequencingy the
network is possible USTATs canbedelayeduntil thereis a high probabilitythatthe missingpaclet
wasnotreorderedy the network. However, if the USTAT is senttoo earlythereis only the small
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Figure5.1: lllustrationof the mainpaclet formatsin STRP

penaltyof aredundantetransmissionUSTATs arethe primaryform of negative acknavledgment,
andSTATsrecover all second-ordelosses.

Figureb.lillustratesthekey paclettypesusedby STP Thefieldsarebyte-alignedandthe
dataportionof pacletsis 32-bitaligned.Above, we discussedhe useof the SD, POLL, STAT, and
USTAT PDUs. The BGN andBGNAK areusedto opena connectionandthe END and ENDAK
areusedto closea connection.Eachpaclet containsa 12-bytecommonheaderthatincludesthe
sourceanddestinationport numbergasin TCP),a typefield, a 24-bit sequenc&umbey a 16-bit
checksumandaninstancenumber(to distinguishbetweerdifferentconnectionghat may happen
to usethe sameport numbers).Certainpaclets are permittedto be concatenateébr the purpose
of conservinghe numberof pacletstransmittedfor example,an SD anda POLL paclet may be
concatenatedn which casethetypefield is thelogical “OR” of the SD andPOLL values,andthe
POLL timestampprecedeshedata.

Bulk Data Transfer Operation

The basicoperationof STPcanbestbeillustratedby anexample. For simplicity, Figure
5.2 only illustratesonedirectionof datatransferandassumeshat sequencentegrity of transmis-
sionsis presered. In theexample thetransmitteisendsaserieof consecutiely numberegaclets.
After paclet (SD)#4is sent,a POLL pacletis sent(dueto eitherthe expirationof a POLL timeror
athresholdon the numberof new pacletssent). The POLL tellstherecever thatthe next message
to be sentis #5, so the recever knows that it shouldhave receved paclets O through4. In this
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Figure5.2: BasicSTPoperatiorfor bulk datatransfer

case sincethey have all beenreceved, therecever returnsa STAT paclet acknavledgingall data
up to andincluding paclet #4. After sendingthe POLL, the transmittercontinueswith paclets5
through9. However, paclet#7 is lost. Therecever detectghis lossuponreceiptof paclet #8 and
immediatelyrequestgetransmissiomof #7 with a USTAT paclet. Beforethis USTAT is receved
atthe transmitterthe transmitteragainssendsa POLL paclet. Uponreceptionof the USTAT, the
transmitterimmediatelyresends#7, continueson with new datatransmissionandthenrecevesa
STAT paclet againreporting#7 asmissing.However, thetimestampn the STAT paclet allows the
transmitterto determinghattheretransmissiohasnotyethadanopportunityto reachtherecever,
therebyavoiding anunnecessargetransmissionlf #7 hadagainbeenlost,thenext STAT message
would have stimulateda secondetransmission.

The key to the performanceof the protocolis the frequeng with which the transmitter
polistherecever. If thebit errorrateis high or the sendeiand/orrecever areusingsmallwindows
(eitherdueto small soclet buffer sizesor a congestiorwindow that hasnot yet openedup to a
large value),it is advantageouso poll frequently perhapghreeor moretimesperroundtrip time
(to mostquickly recover from lossesand openup the window). However, if the abore conditions
arenotmet, thenit is safeto poll onceperroundtrip time or less. Thisis becauseynderlow loss
conditions the USTAT messag@rovidesthefirst-orderrecorery mechanisnior losses By polling
infrequently the bestsavings on the bandwidthusageon thereturnchannekanberealized.
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Figure5.3: BasicSTPoperatiorfor shorttransactions.

Short Data Transactions

Figure5.3illustratesa hypotheticaldatatransactiorin which the client (the initiator of
the connection)writes 400 bytesof datato a sener andrecevesan 8000byte response.The ex-
ampleillustratestypical systemcalls that would be usedby the application. The connectioruses
TCP-like window control, sothatthe congestiorwindow builds by onepaclet for eachpaclet ac-
knowledged. The sener is listeningon a particularport, and the client connectgo that port by
issuingaconnect () systemcall, which causesSTPto senda BGN paclet. This exchangeof
BGN andBGNAK coordinateshe sequenceumberdgo be usedby both sidesandestablisheshe
window sizesin eachdirection. The clientthenwrites 400 bytesto the soclet, which stimulatesan
SD to be sentto the otherside. In this case the client is configuredto POLL with the first burst
of data,so the actualpaclet sentis a concatenatiorf an SD with a POLL. The sener responds
to the POLL by issuinga STAT, reportingthe next sequenceumber(#2) that the sener expects
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Figure5.4: Overvien of STPstatetransitions.

to receve. The sener thenwrites 8000 bytesof datato the soclet, andit requiressix pacletsto
completethe transfer Upon successfutompletionof the datatransfer both sidesexchangeEND
messagew closedown their respectie halvesof theconnection.

StateMachine

Figure5.4 illustratesthe statemachineassociatedvith typical STPconnectionsaswell
asthecommonstimuli andresponsethateffectthetransitiongpacletsarelabeledn capitalletters,
while soclet callsarelistedin smallcase).This diagramillustratesa numberof additionalpaclet
types(BGN, BGNAK, END, ENDAK) usedfor connectioncontrol. In muchthe sameway that
a TCP sggmentcan be overloadedto performmore than one function (for example,a TCP SYN
flag may be combinedwith a TCP ACK flag), theseSTP connectioncontrol paclets canbe com-
binedwith data(e.g.,BGN_SD pacletfor fastconnectioropening)or with otherconnectiorcontrol
paclets (e.g.,BGNAK _ENDAK). Usingthe basicclient-serer modelof datacommunicationsa
connectioris instantiatedy oneside(sener) puttinga socletinto the LISTENstate,andthe other
side(client)initiating theconnectiorby sendinga BGN paclet. In STR sincewe allow the protocol
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to skip the initial handshad waiting for a BGNAK, we definea numberof states( BGN_SENT,

BGN_DATA_SENT, andBGN_DATA_END_SENT) that capturethe stateof the client beforeit re-

ceivesaBGNAK. Thenormaldatatransferstateis theESTABLISHEDstate Applicationscaneither
closebothdirectionsof communicationdy issuingacl ose() systemcall, or canshutdevn the

write side of the connectiornby issuinga shut down() systemcall. The remainderof the states
illustratedinvolve the closingof theconnectiorby bothsides.

Also listedin Figure5.4arethetimersactive in eachstate. STPhasfour maintimers:the
BGNandENDtimersusedto guaranteeeceiptof therespectie paclet typesof thathame andthe
POLL andKEEPALIVE timers,active during datatransfer If datais outstandingthe POLL timer
will be running;otherwise the KEEPALIVE timer will (very infrequently)poll the peerto ensure
thatthe connectioris still up.

5.1.2 Our Protocol Modifications

In Section5.1.1above, we describedhe core datatransfermechanisnof STR which
follows closelythe basicoperationof the SSCOPprotocol. However, SSCOPcannotoperateover
connectionlesaetworksfor anumberof reasonslin [59], we have describedhow STPhbuilds onthe
basicSSCOPdesignthroughseveral protocoladditions. In this section,we highlight threeof the
mostimportantdifferencebetweerSTPandSSCOPnamely theadditionof ahybridwindow/rate
congestiortontrolmechanismafastconnectiorstartthatavoidsunnecessarigandshakingandthe
piggybackingof aPOLL messagen adatasegment.

CongestionControl

The SSCOPspecificationincludedno flow or congestiorcontrol mechanism.For data
transferin a distributed paclet-switchedhetwork, somemechanisms neededo adaptto changing
network conditions. The TCP congestioncontrol mechanismjn which eachconnectionadjusts
its sendingrate baseduponimplicit feedbackirom the network (the droppingof paclets), hastwo
main problemswhenappliedto STR First, TCPrelieson a propertyknovn asACK-clocking: the
arrival of an ACK triggersdeparture®f new paclets, which helpsto smoothout the transmission
of pacletsto a degreeof burstinesghatthe network canaccept.In STR sinceACKs (STATs) are
only sentperiodically anothertechniqueto smoothlysenddatais required. Secondit is unlikely
thatcongestiorcontrolin a satellitenetwork will operatein a completelydistributed mannemwith
no bandwidthconstraints.The solutionthat we adopteds basedon modificationsto TCP's flow
control. In particular we designech mechanisnthatadaptgo theamountof ratecontroldesiredn
the network.

We startwith the basicTCP algorithmanddescribeoperationwhenthereis no network
rate control. The protocol maintainsa congestiorwindow, which is setto an initial numberof
segmentsandwhichis guaranteedeverto exceedthewindow offeredby therecever. The protocol
then undegoesslow startby increasingits congestionwindow by one paclet for eachACKed
paclet;i.e., it follows rulesfor TCPslow start. The congestioravoidancealgorithmis alsosimilar.
However, slow startis neverreenteredincetherearenotimeouts.Theprotocolincreasegts window
or enablesew retransmissionsnly uponreceiptof aSTAT or USTAT messageThereforeatevery
receptionof a STAT or USTAT, the transmittercountshonv mary transmissiongre enabled and
scheduleshemto be sentuniformly over theestimatedRTT of the connectionTheestimatedRTT
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is computedrom the timestampof a receved STAT andthe currenttime, andwe performa low
pasdfiltering acrossseveralsampledo obtainthe delayedsendtimer.

Next, consideithe casewherea minimumandmaximumsendingateareimposedoy the
network. Thetechniqualescribedbove easilygeneralize$o thiscaseby constrainingheallowable
valuesof the timeoutintenal for the delayedsendtimer. If a hard upperboundexists on the
sendingrate,retransmissionsanbe countedamongthe pacletsscheduledo be sent. Therequired
granularityof thedelayedsendimerdepend®nthegranularityof theratesenforcedby thenetwork
andontheaccesspeedf thenetwork.! Additionally, thegranularityof thetimermayberelaxedto
reducethe overheadf interruptsin the protocolprocessingln ourimplementationye usedtimers
with a granularityof 10 ms, which correspondso a timer “tick” in BSD-derved systems.There
existsatradeof betweerthe granularityof the delayedsendtimer andthe smoothnesgvith which
datais submittedo the network; asthedatatransferrategrons, moreandmorepacketsareemitted
atoncewhenthis timer expires. In our experimentsthe speedof our network interfacecardswas
moreof alimiting factorthanthistimer granularity

Handshake Avoidance

SSCOPuoriginally had hooksplacedin the protocolspecificationto allow the standard-
izationof a“fastconnectiorstart, but the mechanisnwasnever completed We addedhis feature
to STPasfollows. Datais allowedto be sentwith a BGN paclet, in anticipationof a connection
acceptancéy the peerhost. In addition,dependingn the initial valueof the window (if window
controlis beingusedn anetwork), SDandPOLL sggmentanayalsobesentbeforeanacknavledg-
mentof the BGN pacletis receved. Therefore pboththe T/TCPreducechandshakingndpolicies
suchasthe 4KSSmay easily be implemented.Connectionsequenc&umbershelpto distinguish
differentconnectionsn muchthe sameway asin T/TCPR Althoughthe useof T/TCP connection
handshakingn thewide-arednternetis deprecatedueto denial-of-service&oncernsin a network
wherethe satelliteserviceprovider controlsboth of the endpointssuchconcernsaremitigated.

Piggybacled POLL

Finally, afundamentatesignprinciple of SSCOPRwvasthe separatiorof dataandcontrol
flow. SSCOPwasdesignedor an ATM ervironment,in which a POLL messagéits into a single
cell and occupiesa small amountof switch buffering. For this reason,POLL messagesr ACK
informationis not piggybaclked on SD segments althoughthe mechanisnwasseriouslyconsidered
during SSCOPdevelopment. In the Internet,however, mostIP routersplacebuffer limits on the
numberof pacletsreceved, not on the sizeof suchpaclets,soa POLL segmentactuallytakesup
asmuchbuffer spaceasfull datasegment.Becausef this, we noticedin ourinitial experimentsan
effective reductionof usablebuffer spacealongthe forward datapath. Therefore we experimented
with piggybackingPOLL message®n outgoingdatasegmentsif both typesof segmentswere
scheduledo be sentaroundthe sametime. This modificationhelpedgreatly reducingthe number
of standalond?OLL sggmentsbhy aboutanorderof magnitudeleadingto substantialmprovement
atthe smallcostof defininganadditionalpaclet type. Moreover, piggybackPOLLscanbeusedto
efficiently andquickly trigger STAT responsesvhenthe windows aretoo smallto justify periodic
POLLing, suchastheinitial periodof datatransferon a congestion-contited connection.

11t maybe possibleto relaxthe requiredgranularityof this timer if the MAC layeralsoperformstraffic smoothing.
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Figure5.5: Simulationconfiguratiorfor GEOtopology Simulationsnvolved measuringheperfor
manceof file transfersbetweertforeground” hostsagainstbackgroundieb-like traffic generated
by “background’hosts.

5.2 Simulation Results

We implementedhe datatransferproceduresf STPin the UCB/LBNL network simula-
tor ns describedn Chapter3. We wereinterestedn comparingthe performanceof STPandTCP
by examining the performanceof persistentconnectiongi.e., long file transfers)over simulated
satellitenetwork topologies. In this section,we describeour simulations presenthe resultsof a
comparisorof STPand TCP performancewith respecto bulk datatransfersandpresentperfor
manceresultsfor STPconnectionsn ahigh BER ervironment.

5.2.1 Simulation Configuration
Topologies

Figuresb.5and5.6illustratesthetwo simulatedtopologieswith which we experimented.
Thefirst topologyis configuredo emulatea 1.5Mb/s channebver a geosynchronou&GEQO) satel-
lite channelwith a oneway delayof 260 ms. Countingthe propagatiordelaysof the feederlinks,
thetotal RTT experiencedy a useris 532 ms, excluding queueingandtransmissiordelays. The
gueuesizesweresetto approximatelyl 0 percentof the outgoingline rate(a commonlyusedrule-
of-thumbfor queuesizesin practice).Thesecondopologyillustratesa hypotheticalow-earth-orbit
(LEO) configuration.Theaccesdinks to thesatellitehave a one-vay propagatiordelayof 5 msand
a bit rateof 2 Mb/s, andtheintersatellitelinks have a propagatiordelayof 10 msanda bit rateof
100Mb/s.Thetopologyis similar to transcontinentadonnectiongicrosproposedroadband EO
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Figure5.6: Simulationconfigurationfor LEO topology Simulationsinvolved measuringhe per
formanceof file transferdetweeriforeground”hosts acrossour LEO satellitehops,againsback-
groundWeb-like traffic injectedat variouspointsin thetopology

systems.

TCP Configuration

We testedtwo TCP variants: TCP with selectve acknavledgmentgTCP SACK) and
TCPReno,which correspondso a currentreferencel CPimplementationFor the TCP simulation
configuration,we usedns defaults for all parametergxceptfor the offeredwindow size, which
we openedup to a large valueto avoid artificially constraininghe senderandthe coarsetimeout
intenal of 500ms, whichis setby defaultin nsto thenon-standardalueof 100ms. Sincedelayed
acknavledgmentsarestandardoracticein currentimplementationg to reducethe reversechannel
bandwidth) we configuredthe TCP sinksto senddelayedacknaviedgmentdqtypically, an ACK is
sentfor every two sggments).For STR we setthe thresholdon duplicateacknavledgmentdefore
aUSTAT is sentto three(asin TCP),andwe configuredhe STPsendeto sendroughlythreepolls
perRTT, sincesucha polling internval hasbeenfoundto offer high performancdéor SSCOH58].

CongestionControl

To permitafair comparisorof thebasicprotocolperformanceweimplementedwindow-
basedcongestiorcontrolpolicy in STPidenticalto thatof TCP;namely additive window increases
of onepaclet per RTT anda multiplicative decreasdy one half during the congestioravoidance
phaseandslow start. For boththe GEO andthe LEO topologieswe addedbackgroundVeb-like
traffic which occupied,on average,about10% of the bottlenecklinks. This traffic emulatedac-
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tual WWW usagebasedon empiricaldistributions of actualtraffic traces.The purposewasnotto
heavily congesthe network (the greedybehaior of the congestioravoidancemechanismef the
foregroundconnectionguaranteethatcongestiorwould frequentlyoccur)but to addvariability to
thesimulationrunsto breakup ary phaseeffects. In the GEOtopology the backgroundraffic was
sentin thesamedirectionastheforegroundtransfer creatingan occasionabottleneckat the queue
at the ingressof the satellitenetwork. In the LEO topology the backgroundraffic wassourced
from multiple groundstationsin differentspotbeams creatingan occasionabottleneckat either
theingressor the egressof the satellitenetwork. In somesituationsdiscussedbelov, we balanced
thetraffic loadin eachdirectionby creatinga persistenlT CP SACK connectionin the reversedi-
rectionalongwith the sameamountof simulatedWWW traffic, soasto causeperiodiccongestion
lossedn thereversepathaswell.

5.2.2 Bulk Transfer Performanceof STP

Tables5.1 and5.2 presenthe resultsof an averageof 200 simulationruns,each60 sec-
ondslong, over the GEO andLEOQ topologies respectiely. We chose200runsof eachconfigura-
tionin orderto getthesmallconfidencentenalslistedin thetables.We comparedheperformance
of STR TCP SACK, and TCP Reno,first with foregroundtraffic only andthenwith bidirectional
traffic. Sinceno bit errorswereintroducedon the links, all losseswere dueto congestie losses
inducedby the congestioravoidancemechanismsWe useda fixed paclet size of 1000bytes(in-
cluding TCP/IPor STP/IPoverhead)correspondingo thensdefault. Theperformancés compared
in termsof forwardthroughputachiered (“goodput”), forward bandwidthefficiengy (ratio of good-
putto total TCP/IPdatatransferredn theforwarddirection)andreversechannebandwidthusage.
We obseredthefollowing:

e TCP SACK and STPboth significantly outperformTCP Renoin the forward direction, es-
pecially over along delaypath. This is becausdasdescribedn Section4.2.3abore) both
TCPSACK andSTPareableto recorer multiple lossesn awindow’s worth of datawithin a
singleRTT.

e Both TCPSACK andTCP RenousemuchmorebandwidththanSTPon thereversechannel
for returning ACKs. For all of the simulationsaveragedtogether STP requiredroughly 5
Kb/s,while TCPRenoneededl7 Kb/sandTCP SACK used21 Kb/s.

¢ For oneway traffic, STPoutperformsTCP SACK in the GEO case,in termsof throughput
in the forward direction. Thisis largely becaus®f TCP SACK’s delayedacknavledgments,
which causethe congestiorwindow to openup more slowly thanif every segmentwere
acknavledged.If the TCPreceverwereto acknavledgeevery sgment, TCP would slightly
outperformSTP since STP acknavledgmentsare slightly delayedrelative to the timesthat
pacletsarrive. Doing so,however, would doublethe usageof thereversechannebandwidth,
which is alreadyhigh with delayedacknavledgments. Another benefitto STPin a high
bandwidth-delayroductervironment? with high lossess thatit reportsthe completestate
of thereceverwith every STAT.

2«Bandwidth-delayproduct”refersto the total numberof bits thatcanbe‘in the pipe” duringoneroundtrip time of
theconnection.
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Throughput| 95%conf. Fwd. 95%conf. || Reversebw. | 95%conf.
(Kbf/s) int. (+/-) || efficiengyy | int. (+/-) (Kbf/s) int. (+/-)
Oneway traffic, GEO
STP 672.3 20.8 0.938 0.001 2.2 0.03
TCP SACK 594.9 20.5 0.945 0.001 13.2 0.3
TCP Reno 296.5 15.2 0.928 0.003 6.7 0.3
Two way traffic, GEO
STP 595.7 20.2 0.933 0.008 2.0 0.03
TCP SACK 388.4 13.9 0.939 0.001 8.9 0.3
TCP Reno 259.2 12.0 0.922 0.003 6.0 0.2

Table5.1: Performanceomparisorof STR TCP SACK, and TCP Renoover the simulatedGEO
topology

e In the LEO case,TCP SACK slightly outperformsSTPin the forward direction. We believe
that this is dueto STP slowing down its sendingrate in responseo a queueingbacklog
(which increasedts RTT). This is actuallya nice self-regulating propertyof the congestion
controlalgorithm,sincethe sendingateis inverselyproportionato themeasuredRTT of the
connection.

e STPoutperformsICP SACK to agreaterextentwhenthereis two way traffic in the system.
We believe that this is dueto the effect of ACK compressionwhich disruptsTCP’s self
clocking behaior. STPis relatively insensitve to theseeffects, andin factit seemsthat
muchof the reductionin its performanceés dueto the presencef the reverse(TCP SACK)
connectiors acknavledgmentdn its forward path buffers, effectively decreasingts usable
buffer space.

e TCPSACK andSTPhave comparablg@erformancén termsof forwardbandwidthefficiengy.
Although STP haslessperpaclet overheadthe overheadof the threePOLL messageper
RTT mustbe amortizedacrossdata; therefore,the efficiengy improves as the throughput
improves.

e Thedifferencein performanceéetweerthe protocolswasreducedn the LEO caseascom-
paredto the GEO case. Thereis lessof an adwantagein using TCP SACK insteadof TCP
RenowhentheRTT is smaller

In summary whenusing the standardT CP flow control policiesin identical simulated
satelliteervironments STPgenerallyoutperformed CP SACK andTCP Renoin termsof through-
putwhile usingmuchlessbandwidthin the reversechannel.We did not explore possiblemprove-
mentsvia furtherfine-tuningof the protocaols.

5.2.3 STPPerformancein a High BER Environment

We next examinedthe performancef STPin arate-controllecervironmentin whichthe
transmitterwas only constrainedoy a maximumsendingrate, but in which the BER wasvaried
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Throughput| 95%conf. Fwd. 95%conf. || Reversebw. | 95%conf.
(Kbf/s) int. (+/-) || efficiengyy | int. (+/-) (Kbf/s) int. (+/-)
Oneway traffic, LEO
STP 1668.2 13.8 0.961 0.001 8.5 0.05
TCP SACK 1715.1 14.5 0.957 0.001 374 0.3
TCP Reno 1552.9 11.6 0.957 0.002 335 0.2
Two way traffic, LEO
STP 1440.5 13.8 0.960 0.001 8.0 0.04
TCP SACK 1154.2 12.6 0.958 0.001 255 0.3
TCP Reno 975.4 15.5 0.957 0.001 21.3 0.3

Table5.2: Performanceomparisorof STR TCP SACK, and TCP Renoover the simulatedLEO
topology

from 10~ to 10~ 7. Themodificationto STPs flow controlto permitthis operatioris simple. The

delayedsendtimer canbe regularly scheduledo expire at the rate at which paclets are allowed

into thenetwork. If retransmissionarequeuedthey aresentwith highestpriority in the scheduled
slot; otherwise,a newv datapaclet is sent. We did not imposerate control on the traffic in the

reversechannel.Figure5.7 illustratesresultsfor a 1 Mb/s connection1 Mb/s availabletransport
bandwidth),again using the GEO topology shavn in Figure 5.5, but for which bit errorswere

randomlyinsertedon the link. Again, we configuredthe IP paclet sizesto be 1000bytesfor data
traffic. Sincethe STP/IPoverheadperpacletis 32 bytes theusablethroughpuis constrainedo be

968 Kb/s at best. Figure5.7 illustratesthatthe selectve retransmissiomechanisnprovideshigh

efficieng/ evenasthe BER degradessubstantiallyandthatthereversechannebandwidthalsorises
asthe BER increasegdueto the increasediseof the USTAT message)asshavn in Figure5.8.

As the BER dggradedurther goodperformanceanbe maintainedoy usingsmallerpaclets(since
with aBER of 10~*, the paclet lossrateis 55%with 1000byte paclets). We did not compareSTP

with TCPin this casesinceTCP hasno facility for explicit ratecontrol.
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Figure5.7: Simulationresultsof the forward throughputperformancesf STPon a 1 Mb/s channel
with avariableBER.
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Figure5.8: Reversechannelbandwidthrequredfor a large STPfile transferasa function of BER
(simulationresultscorrespondingo Figure5.7).
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Figure5.9: Futuresatellitenetworking topologyin which a satellite-basetdostcommunicatesvith
asenerin thelnternetthrougha satelliteprotocolgatavay.

5.3 Experimental Results

In the previous chapter(Sections4.2 and4.3), we describeda seriesof network experi-
mentsaimedatcharacterizingheperformancef end-to-endndsplit TCPconnectionén asatellite
ervironment.In this sectionwe continuethatseriesof experimentswith alook atthe performance
of STPundersimilarconditions.Thereadeliis referredbackto thosesectiondor adescriptiorof the
methodologyusedin thoseandthe following experiments.This overall progressiorirom analysis
to simulationto experimentis partof our basicresearchmethodologyintroducedn Chapter3.

Figure5.10plotsthe differencein file-transferperformancebetweensplit STPandsplit
TCP (SACK plusNewReno)whenthereis competingshort-delaytraffic in the wide-arednternet.
For referencewe reproducdrigure5.9above, previously illustratedasFigure4.22in Chapter4, as
adescriptiorof thenetworkingtopologyusedn thesesxperiments.To permitafair comparisorbe-
tweenthetwo protocolsweimplementedn STPtheidenticalslow start,congestioravoidanceand
exponentialbacloff algorithmsfoundin TCP (the main differenceis that STPusesbyte counting,
ratherthanACK counting to build its congestiorwindow). In practice dependingnthebandwidth
managemengmplgedin the satellitenetwork, othercongestiorcontrolmechanismsay perform
better The TCP datais reproducedrom Figure4.23,discussegreviously in Section4.3. Figure
5.10illustratesthat STPachievesapproximatelythe sameforward throughputas TCR, becausé¢he
forwardthroughpuis primarily governedby the congestioravoidancepolicy. Againwe foundthat
for longRTTs, STPsthroughpuis slightly smallerthanTCP’s becaus¢he STPcongestiorcontrol
mechanismin smoothingthe transmissiorof new dataover the estimatedRTT of the connection,
effectively makesthe controlloop longer We foundthe bandwidthoverheadn the forward direc-
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Figure5.10: Comparisorof forward throughputperformanceof split TCP andsplit STR. For fair
comparisonboth TCPandSTPusedidenticalcongestiorcontrolpolicies.

tion to be slightly lower for STPthanfor TCR, sincethe persegmentoverheadreductionin STP
datapacletsmorethancompensatefr the POLL traffic. In thereversedirection,illustratedin Fig-
ure5.11,STPusesmuchlessbandwidththanTCRP. STPs reversechannelusagdinearly decreases
with the RTT, sincewe configureahe polling frequeng to bethreetimesthe estimatedRTT of the
connectionUnderthis configurationthereforetheamountof returnbandwidthrequiredis roughly
independenof theforwardthroughputIn bothFigures5.10and5.11,95%confidencentenalsare
plottedaserrorbarson the data,althoughthe errorbarsaredifficult to noticebecausehey arevery
small.

We alsoexaminedthe performancef STPversughatof TCPandT/TCPfor shorttrans-
fers. Thereis aninherenttradeof betweenthe userperceved lateny of the connectionandthe
amountof bandwidthusedto return ACKs. To completethe connectionasfastas possible data
mustbe ACKedregularly and quickly, but this leadsto more paclets senton the reversechannel.
For long file transfersvhenthe window andbuffers arelarge, datacanbe ACKed lessfrequently
In our STPdesignwhenthe congestiorwindow waslow (belov somethresholdvalue),we config-
uredthe STPtransmitterto sendthe lastpaclet of every databurstwith a piggybacked POLL, and
to suppressimerdriven POLL transmissionsWhenthewindow grew above the threshold POLL
transmissionsvereregularly scheduledThis led to frequentSTAT messagefneperarrived data
burst) at the beginning of connectionsbut alsoreducedhe relative amountof POLL traffic in the
forwarddirectionandkeptthelateng low. Theoverall STPbehaior is similarto thatof T/TCPfor
shorttransferswhile for long transferasvhenthe window is large, thereversechanneltilizationis
greatlyreduced.In our experimentswe foundthata window thresholdvalue of approximatelylO
timesthe sggmentsizeworked well.

Table5.3 illustratesthe relative performanceof TCR, T/TCRE, andSTPin termsof both
theaveragdateny andaveragenumberof paclets,whendrivenby atraffic generatobasecnthe
HTTP tracedistributionsof [79]. The datawerecollectedfrom experimentson a local network in
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Figure5.11: Comparisonof reversechannelusageof split TCP and split STR for the forward
transferdllustratedin Figure5.10.

whichthedevice driversof thehostswereconfiguredo producea RTT of 600ms,andSTR T/TCPR,
and TCPimplementedstandardl CP congestioravoidancewith aninitial congestiorwindow size
of one. Eachtableentryis the averagelateny of 1000independentunswith the given protocol.
We obseredthat STP's performancavasbetterthan TCP’s but slightly worsethanT/TCP’s, both
in termsof averagelateny and averagenumberof paclets per connection. The reasonthat the
numberof pacletsrequiredfor anSTPconnections higherthanfor T/TCPis becauseasdiscussed
aborve, for smallvaluesof the congestiorwindow, the protocol“ACKSs” (i.e., sendsa STAT) more
frequentlythan every other paclet, to reducelateny. However, the reasonthat STP' latengy is
not consequentlyower than T/TCP’s is dueto its traffic smoothingmechanism:pacletseligible
for transmissiorare not sentimmediatelybut ratherpacedout over the estimatedRTT. In short,
this dataillustratesyetanothettradeof in protocoldesign thistime betweersmoothingoursty data
andreducinglateng. For small transfers,STP behaior could be further tunedto more closely
approximatel /TCP operation,althoughwe did not experimentwith this approach. Empirically,
we have obsered that Web browvsersusing STP over GEO-like emulatedchannelscontinueto
operatewith goodperformancéor reversechannelsith bandwidthaslow as1 Kb/s, while sucha
constrainedackchannelenderscorventionalTCPunusable.

In additionto laboratorytesting, we experimentedwith the performanceof both TCP
SACK-NewRenoandSTPin commerciahetworks. Fortheseexperimentsywewe usedheDirecPC
satellitesystemandRicochetpaclet radio networks (introducedin Section3.3), bothof which are
high lateng networkswith asymmetrigaths. The RTT overthe DirecPCsystemandbackthrough
thelnternetwasroughly375msover 12 hops.ThebaseRTTsin the Ricochetsystemwereroughly
350ms, but becaus®f the deeppaclet queuesn the radio network, latenciescouldrangeashigh
as15 seconds.n addition,15 network hopswererequiredbetweenhe wirelessgatevay andthe
machineat Berkeley. Table5.4 providesexperimentakesultsfrom severalfile transfersover these
systems.Both networks rely on the wide-arednternetfor at leasta portion of the traversedpath.
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| STP(Kb/s) | TCP (Kbrs) |

\ | Avg. latency (s) | Avg. packets | |

TCP 50 123 DI.I’ECPCde. 480 370
DirecPCrev. 2.8 7.6

TITCP 1.4 7.3 :
STP 15 91 Ricochetfwd. 28.1 27.1
: : Ricochetrev. 0.6 0.9

Table5.3: Comparisonof TCR, T/TCP, and
STP performancedor HTTP traffic. The re-
sults are averagesof 1000 HTTP transfers,
wherethe traffic generatedvas dravn from
an empiricaldistribution basedon tracesde-
scribedin [27].

Table5.4: Resultof file transferexperiments
over the DirecPCDBS systemand Ricochet
paclet radionetwork. Thethroughputdisted
arethe averagesf 25 file transfers. Thefile
sizeswerel MB for DirecPCand100KB for
Ricochet.

For the DirecPCnetwork, the averageforward throughputperformancdor STPis betterthanthat
of TCR andSTPalsousedessthanhalf of thereversebandwidthrequiredfor TCR Similarly, STP
doesbetteron averagein the paclet radio network. The paclet buffersin this casearevery deep,
andSTPs sendingbehaior wassosmooththatwe oftenobsered extremelylong queueingielays
(15 secondspuilt up in the network beforeSTPtook alossdueto buffer overflow. This behaior
suggestshatSTR whenusedin low bandwidthnetworks, shouldbackoff its window growth upon
detectionof lengtheningRTTs. In addition,the factthat sometransportprotocolscaninducethis
much queueingdelay arguesfor the deplayment of routerbasedcongestioncontrol mechanisms
suchasRandomEarly Detection(RED) [44] in paclet radionetworks[85].

5.4 Summary

In thischaptemwe have describedhedesignandperformancef STR asatellite-optimized
transportprotocolthat comparegavorably with satellite-optimizedr CP for certainenvironments.
STPinherentlyincorporatesnary of thefeatureshathave beenproposedar adoptecasTCPoptions
forimprovedsatelliteperformanceSTPalsoallows for theuseof rate-basedongestiorcontrol,and
becaus¢hereversebandwidthusages roughlyconstantSTPis well matchedo satellitenetworks
which allocatefixed amountsof uplink bandwidthto users(suchasthoseusing TDMA multiple
access)Onedravbackof usingSTPwith a heterogeneoudient populationis therequirementhat
eithertheendhostimplementSTPor the satellitenetwork interface(suchasa set-topbox) convert
theprotocolbackto TCP. However, mary of thechangeproposedssatellite-friendlyTCPoptions
alsorequireclient-sidechangesparticularlythosedealingwith TCPasymmetryFinally, sinceSTP
providesthe samereliable byte-streanserviceasdoesTCP, STP canbe usedinternally within a
satellitenetwork by applicationghatarewrittento useTCP.

We experimentedvith simulationmodelsand UNIX kernelimplementation®f STP A
key requiremenbf our testswas that the protocol performancebe measuredn an ervironment
containingother competingconnectionssharingportions of the samenetwork path. Underthe
samewindow-basedcongestiorcontrol policy asusedin TCR, we found that STP datatransfers
could obtainroughly the sameforward throughputas similar TCP transferswhile usingup to an
orderof magnitudefewer bytesin the reversedirection; the differencewas mostpronouncedor
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long file transfers.For shortWeb-like transferswe found that STP could achieve a performance
betterthancorventionalTCP andapproachinghatof TCPfor TransactionsOur simulationresults
alsohighlightedthat STPis lesssensitve to congestioron the reversepath, andillustratedgood
throughputperformancen ervironmentscharacterizethy BERsaslow as10*.

This chapterconcludesour investigationof transportprotocolissuesin a GEO satellite
ervironment. In the next chapterwe turn our attentionto the problemof designingpaclet routing
protocolsfor LEO satellitenetworks.
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Chapter 6

Packet routing for LEO networks

In this chapterwe studythe core paclet routing designproblemfor LEO networks, fo-
cusingin particularon the potentialfor simplifying routing by using geographic-basedetwork
addresseslIn Section6.1, we first provide a high-level overvien of thosecharacteristicef LEO
networksthatarerelevantto paclet routing,anddiscussvhy andin whatsensd EQ pacletrouting
is aninterestingproblem.Next, in Section6.2,we describehesimulationervironmentthatwe con-
structedandjustify our choicesfor the varioussimulationparametersve neededo configure.Our
simulationmodelsrevealedsomefundamentatielayperformanceharacteristicef LEO networks,
which we illustratein Section6.3. Thesebenchmarkesultsareinterestingin their own right but
arealsousefulasareferencdor comparingwith our laterresults.In theremaindeiof the chapter
we focuson the potentialbenefitof embeddingyeographidocationinformationwithin the network
addressesf userterminals.After first introducinga cellulargeometryin Section6.4, we describe
in Section6.5our attemptgo construct distributedroutingprotocolthatmalkespaclet forwarding
decisionsasedon suchgeographidnformation. Finally, in Section6.6 we examinethe benefitof
usinggeographic-baseaddressem a network thatusescentralizedouting.

Throughouthischapterwe make frequenteferenceo thelridium and(proposedYeledesic
satelliteconstellationgfirst introducedn Chapterl anddescribedn moredetailin Chaptel2), and
usethesetopologiesasthebasisfor our paclet routingresearchlridium andTeledesiarejusttwo
examplesof a particularclassof LEO satelliteconstellation-etherconstellationslesignsare possi-
ble. Neverthelesstatherthanexplorethe entiredesignspaceof possiblesatelliteconstellationswe
have choserto focuson the Iridium and Teledesicconstellatiortopologiesasexamplesof feasible
LEO systemshecausdhey representwo designsthat have beenconsidereccommerciallyviable
from a frequeng managemeninterference)prbital deploayment,andeconomicperspectie. The
Iridium andTeledesicystemsredescribedn [75] and[130], respectiely.

6.1 Why is LEO Packet Routing an Inter estingProblem?

LEO networks are an interestingtype of mobile network in that the nodesare maoving
rapidly with respecto the slov moving or fixed usernodes,causingfrequentlink handofs. De-
spitethe highly time-varying natureof the network topology therearesomesimplifying properties.
First, mostof thetopologychange®f thesatellitemeshitself (asidefrom equipmentailures)canbe
predictedn advance.Secondthe graphtopologyis somevhatregularanddensel|eadingto a mul-
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tiplicity of similar routesto mostdestinationsBoth of thesesimplifying propertiescanpotentially
be exploitedby routingalgorithmsaswe explorelaterin this chapter Neverthelesswhencompared
with routingprotocoldesignfor terrestrially-basegaclet networks, thereareseveralfundamentally
differentdesignobjectivesthat complicatethe design.First, we male the assumptiorthat satellite
hardwarewill continueto be massandpower constrainedtherebylimiting theamountof on-board
memoryandprocessingAlthoughit is truethatadwvancesdn electronicgechnologiewill continue
to make memorycheapemrandlesspower-consumingn future years,the satellitepayloadis still a

very power-constrainechetwork node with asmuchpower aspossibleallocatedo signaltransmis-
sion. We thereforeseekrouting algorithmsthat are memoryefficient andare not computationally
intensive. Secondconseration of link bandwidth,particularlyon the links betweengroundand

satellitesjs importantbecause lossof capacityfor usertraffic ontheseexpensve links leadsto a

lossin revenueor higherservicecosts. Third, economicfactorslimit the numberof satellitesthat

canbedeplg/edin a constellationandconsequentlgausethe coveragefootprintsof satellitesto

be stretchedhin. For instancethe Iridium systemwhich uses66 satellitesrequiresan elevation

maskof 8.2 dggreesat the edgeof eachsatellites coveragefootprint[105], which is not very high

abore thehorizonandcouldpotentiallyleadto shadwing problems.Systemshatguaranteelouble
coverage suchasonedescribedn [142] thatleadsto a Manhattametwork topology do notseem
likely to be built.

For the above reasonspperatingraditionaldistributedrouting protocolsandusingtradi-
tional mean<f hierarchyarenotlikely to provide the bestperformanceDistancevectorprotocols
have well known convergenceproblemsin time-varying topologies,andwhile someof the short-
comingshave beenaddressedver theyears(suchasthe DUAL protocol[47]), theimprovements
comeata costof complicatingthe protocol.Link stateprotocolsconverge muchmorerapidly upon
topologychangesat the expenseof alarge amountof messagéraffic, higherprotocolcomplexity,
androuting computationabverhead.Of course eitherdistancevectoror link stateprotocolscan
be madeto work in LEO satellitesystems;the point is that becausesuchprotocolsdo not capi-
talize on the simplifying aspectof LEO network propertiesoneis likely to do betterwith more
specializedorotocols. Furthermoreareahierarchiesas usedin the currentinternetare not asap-
propriatefor a highly regular network topologywith nodesundera singleadministratie control—
wheredoesonedraw theareaboundariesFinally, acentralizedoutingsystemmaybepreferredn
this environmentfor a numberof reasongliscussediaterin this chapter

In summary the major challengein the designof paclet routing algorithmsfor LEO
networks is coping with both a time-varying topology and constraintson key systemresources,
while trying to capitalizeon certain(simplifying) propertieof thenetwork topology We have relied
heavily onsimulationsof LEO networksto explorethis problem.Therefore beforepresentingary
resultswe will first describeour simulationmodelandthe key parametersisedtherein. Next, we
will illustrate somefundamentatlelay performanceesultsin LEO constellationdeforefocusing
ourattentionin theremaindenf thechapteionthefollowing question:How cangeographidocation
informationaboutnetwork nodesbe usedto simplify paclet routing?

6.2 Simulation Model and Key Parameters

In thissectionwe describén moredetailhonv we modelledthebehaior of theLEO con-
stellationspatternedafter the Iridium and Teledesicconstellations LEO systemsare complicated
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Figure6.1: Exampleof apolarorbiting satelliteconstellatior(figurereproducedrom Section2.2).

to modelbecaus®f the sheercompleity of the systemandbecausenary detailsof suchsystems
arestronglyhardware dependenand have not beendiscussedn the literature. We discussn this
sectionthemary choicedfor simulationparametershatwe made why we chosehevaluesthatwe
did, andwhetheror not our resultsarehighly sensitve to thesechoices.

Recallthatin Section2.2,we describedsomeof themostimportantfeaturesof LEO con-
stellationsandin Section3.2, we introducedthe simulationenvironmentthatwe have constructed
to studyLEO routing. We prefacethe restof the materialin this chapterby briefly reviewing the
key pointsdiscussedhere.Figure6.1illustratesa possibleconfigurationfor a polarorbiting LEO
constellationmodelledafterthe Teledesi@88satelliteconfiguration). The satellitesorbit the Earth
in fixedcircularplaneswhile the EarthrotatesunderneathSatellitescommunicatavith oneanother
using intersatellitecommunicatiorlinks (ISLs). As the figure indicates,threetypesof ISLs can
exist: interplane,intraplane,andcross-seaniSLs. Table 6.1 againsummarizekey constellation
parametergor boththe TeledesiandIridium systemsWe shouldemphasizderethatwhile Irid-
ium hasbeendesignedor circuit switchingatvery low bit rates,in this chaptemwe areconsidering
the useof the Iridium constellationdesignin a hypotheticabroadbandgaclet switchingnetwork.
Also, asof thiswriting, the parameterslescribinghe Teledesiaconstellatiorarelikely to change.

Figure3.2in Chapter3 illustratedthe key component®f our extensionso the ns sim-
ulatorto enableit for LEO routing studies.We usea sphericalcoordinatesystemcenterecbn the
Earths centey andinserteda positionobjectin eachnodethat describeghe nodes positionasa
function of time in this coordinatesystem. Links betweennodesin the simulatorhave a dynam-
ically varying propagatiordelaythatis basedon the instantaneouslistancebetweentwo nodes—
whener a paclet mustbe sent,both nodesat the endpointsarequeriedfor their currentposition.
Nodesalsocontaina handof monitor, describedn moredetail belav, thatcheckfor opportunities
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Iridium | Teledesic
Altitude 780km | 1375km

Planes 6 12
Satellitesper plane 11 24

Orbit inclination (deg) 86.4 84.7
Inter plane separation(deg) 31.6 15
Seamseparation(deg) 22 15
Elevation mask (deg) 8.2 40
Max. ISLs per satellite 4 8

Cross-seaniSLs no yes

Table6.1: Key constellationparametergor the Iridium and Teledesicsystems.Both systemsare
examplesof polarorbiting constellations.

to enable,disable,andhandoff links betweennodes,and nodesalso containa routing agent for
usein distributedrouting (we alsoimplemented centralizedoutinggeniefor studyingcentralized
routing).

Beyondthe maintopologicalparametertistedin Table6.1, thefollowing additionalde-
tails helpto morefully describeour models. With respecto the constellationconfiguration,we
madethe following two minor simplifications. First, we did not modelthe minimal orbital eccen-
tricity foundin thetopologiesour orbitswerepurelycircular Secondwe did notmodelary drifts
in nominalsatellitepositionwith respecto the original constellatiordesign assumingnsteadhat,
wherepossible the placemenbf satellitesin adjacentorbits will be staggeredo asto maximize
groundcoverage(i.e., in Teledesicwheresatellitesarenominallyspacedatinternvals of 15 degrees
in eachorbit, we offsetthe positionof satellitesin adjacentplanesby 7.5 dggrees). While sucha
staggerings optimal,it is uncleamwhethersatelliteoperatorsvill expendthefuel necessario main-
tainthis phasingbothlridium andTeledesiglanto hold constantherelative positionsof satellites
within a particularorbit, but in the Teledesicsystemthereare no guaranteesf maintainingary
phasingbetweersatellitesn differentplanes).

Iridium satellitesareconnectedo their four nearesheighborstwo satellitesn thesame
orbital plane,andoneeachin the adjacenfplanes.Satellitesalongthe countefrotating seamonly
have threeactive ISLsif cross-seanSLs areturnedoff (in our simulator we couldalsoselectiely
enablecross-seaniSLs for the Iridium topologybut generallyexperimentedvithout them). It is
onlythecross-seanSLsthatrequiresatellitehandofs, sincetheintrapland SLsarestaticlinks, and
theinterplandSLs only needto bedeactvatedandreactvatednearthepoles.The Teledesisystem
connectdo eightnearesneighbors:the four closestsatelliteswithin the sameplane,one satellite
eachin the two adjacentplanes,and one satelliteeachtwo planesaway. At the countefrotating
seam,only onelSL is active acrosshe seamandthe otheris usedto acquirethe next satelliteto
be handedoff to. We configuredthe GSLsto befull duplex links at 1.5 Mb/s (i.e., we considered
a broadbandversionof the Iridium system),andthe ISLs to be 155 Mb/s for Teledesicand 25
Mb/s for Iridium. The exact valuesof thesebandwidthswere not importantsincewe wereonly
consideringaminimalamounbf traffic. Figures6.2and6.3illustratesnapshotsf satellitepositions
andactie intersatellitelinks for Iridium andTeledesicyespectiely. The plotsweregeneratedby
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Figure6.2: Snapshobf thelridium constellationijllustratingactive ISLs.

outputtingsatelliteandlink positioninformationandthensuperimposinghe dataon arectangular
mapprojectionobtainedrom the Xerox PARC Map Viewer. Notein thelridium topologythe lack
of cross-seantSLs andtheabsencef interplanelSLs in the high latitudes.

Variouspoliciesfor performinghandofs betweemetwork nodesare possible-the exact
choiceof handof mechanisnis sensitve to the satellite hardware capabilities,and Iridium and
Teledesichave not publicly revealedtheir techniques. We implementedboth asynchronousind
synchronoufandofs asdescribedbore in Section2.2.1. Asynchronousiandofs betweerground
terminalsand satelliteswork asfollows. Eachterminal periodically checkswhetherthe satellite
thatis servingit hasdroppedbelown the elevation maskfor the terminal. In our simulations,we
performedthis checkevery ten secondson average(we addeda randomdither to the timeout
intenal sothatit would vary betweerfive andfifteenseconds)ye did notregardthe exactvalueof
this timeoutparameteasbeingcritical, althoughtoo smallof a choiceleadsto slower simulations.
Uponchecking,if theterminaldiscorersthatthe currentsatellitehasdroppedbelov the elevation
mask theterminalsearchefor anotheisatellitethatis abose themaskandconnectdo thefirst such
onefound. The techniqueof synchronousandofs assumeshat topology changesoccuronly at
certaintimes—our simulatorcanalsobe configuredsuchthat all nodesperforma topologycheck
synchronouslyaswe explorelaterin this chapter).

We next describetwo simulation parameterghat are highly dependentn the antenna
steeringcapabilities. InterplanelSLs are deactvatedwhene&er one or both satellitesare abose a
given latitude threshold. We typically setthis thresholdto 70 degrees,sinceanalysisby Werner
indicateghatIridium shouldbe ableto maintainlSLs betweer60 degreesnorthandsouthlatitude
[140], anda Motorola patentby Rahnemalaimsthatan Iridium-like constellatioris ableto keep
thesdinks active up to 68 degreedatitude[116]. Althoughwe conjectureghatthedenseiTeledesic
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Figure6.3: Snapshoof the Teledesiconstellationijllustratingactive ISLs.

constellatiormay be ableto steerthesebeamsbeyond a 70 degreelatitude, we have no evidence
to supportthis. Handof agentson boardthe satellitesmonitor for this occurrenceaswell (again,
we checkevery ten secondn average). Finally, cross-seaniSLs cannotbe maintainednearthe
pointswherethe countefrotating planesintersect;in our simulations,we deactvatedtheselSLs
wheneer the satelliteswerewithin eightdegreesof longitudeof oneanother More informationin
the publicdomainabouttheantennateeringcapabilitieof ISLsis neededo make theseparameter
guessemoreaccurateWe will have moreto sayabouttheseparticularparametersvhenwe discuss
geographic-basedistributed routing, but in general,we found that our resultswere not highly
sensitve to thesetwo parameters.

Sinceour studieswere focusedon fundamentakouting and propagationdelay perfor
mancemeasurementsye simplified our simulations(and dramaticallyimproved simulationrun-
time) by notmodellingadditionaldelaysdueto multiple accesgontentionframing,andlink layer
protocolsnor did we considerqueueinglelaysin the network dueto hearily loadedlinks. We also
did not modelor experimentwith link outageor errorsdueto terrainor sunoutagespropagation
impairmentspr thermalnoise. Our rationalefor thesesimplificationswasthat, while investigating
the potentialfor network load balancingthroughrouting is a good candidatefor future research,
our simulationson thefundamentaftoutingpropertiesof LEO networksdid notrequirethe level of
detailthatwould have resultedfrom modelingall of the parameteristedabore. Neverthelessthe
simulatorallows for suchadditionalmodelsto beinsertedfor futureresearch.

In summarywe have describech numberof systemparameterthathave implicationson
routingarchitecturesWe will elaboratamoreon theimplicationof someof theseparametersater
in this chapter
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Figure6.4: Scattemplot of theone-way delayexperiencedy 10,000differentpingsbetweerrandom
locationson the Earth’s surface, when global min-delayshortestpath routing is used(Teledesic
constellatiorconfiguration).

6.3 BasicPerformanceResults

The basicpaclet delay performanceof modernLEO satellite constellationshas never
beenthoroughlydescribedn theliterature. In this section,we quantify typical delay profilesthat
might be seenby usersof future LEO networks. The resultsareusefulin understandinghe fun-
damentaperformancecharacteristicef suchnetworks, andwill alsosene asbenchmarkgor our
laterevaluationof geographigouting.

6.3.1 DelayProfiles

Oneof theadwantage®f LEO system®ver GEOsatelliteds thereductionin propagation
delaybetweerthe Earthandsatellite. Althoughthe end-to-endateny canoftenbereducedrom
a quarterof a secondo tensof millisecondsby usinga LEO systemthedelayin aLEO systemis
inherentlyvariable.Our first experimentswith our LEO network simulatorweredesignedo study
this delayvariability.

Figure6.4is a scattemplot of theend-to-endielayexperiencedy 10,000differentsingle
paclet exchangeg“pings”) usingthe Teledesicsystem.This simulationwasdesignedo illustrate
the rangeof end-to-enddelaysthat usersof thesesystemamight experience. In the simulation,
which ranfor 20,000secondf simulationtime, we repeatedhe following stepsevery two sec-
onds.We first selectedwo pointsatrandomon the Earth’s surface,andinstantiatedh link between
eachterminal andthe first eligible satellitefound (a satellitewas consideredeligible” if it was
above the terminals elevation mask). We then configuredone of the terminalsto senda paclet
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Figure6.5: Histogramof valuescorrespondingo Figure6.4. Fewerthan1% of thedelaysexceeded
100ms.

to the other and measuredhe one-way delay The LEO systemuseda centralizedshortest-path
routing algorithmbasedon minimizationof the currentpropagatiordelay of eachlink— the routes
werecentrallycomputedandinstantaneouslipadedinto eachnodein the simulator Althoughthis
methodof routingviolatesthe speedof light limitation, it representanupperboundon theachier-
able performanceof a routing algorithmdesignedo obtain shortestpaths. The distanceplotted
is the greatcircle distancebetweenthe two terminals. The figure illustratesthat the end-to-end
propagatiordelayin the Teledesicsystemis usuallybelov 100 msif shortestpathroutescanbe
found (fewer than 1% of our datapointsexceededl00 ms, asillustratedby the histogramshavn
in Figure6.5). Also, independenof the distancebetweerthe two terminals,a usermay encounter
anend-to-endlelaythat candiffer by roughly 30 ms, dependingon the particularconfigurationof
the satelliteconstellation.This performanceepresents lower boundon the achievabledelayand
delayvariability thatcanbe provided by a LEO satellitenetwork.

The above routesweredeterminedoy consideringhe instantaneoupropagatiordelays.
We obtainslightly different,suboptimalesultsif we computeshortespathsbasedon minimizing
thehopcount ratherthanpropagatiorelays.In thiscaseasillustratedin Figure6.6for anidentical
setof terminallocationsasplottedin Figure6.4,theperformancéasthesamdowerboundbut there
is a bit morespreadandsomeoutliers. We will explore the differencebetweenthesetwo routing
metricsallittle laterin this section.

Finally, Figure 6.7 illustratesa similar delay scatterplot for the Iridium constellation,
wereit to include cross-seaniSLs (we have includedthem herefor comparisorpurposes).The
delayperformanceof this constellationis similar to that of TeledesiqFigure6.6) in termsof the
lower bound, but the Iridium constellationexhibits highervariability due to the sparsersatellite
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Figure6.6: Scatterplot of the one-way delay experiencedoy 10,000differentpingsbetweenran-
domlocationson the Earths surface,whenglobalmin-hopshortespathroutingis used(Teledesic
constellatiorconfiguration).

coverage.

Anotherway to obsere the delayvariability is to examineplots of a singlesessiorover
along periodof time. Figure 6.8 plots end-to-enddelay performanceéetweena terminallocated
in New York andonein SanFranciscoover the courseof oneday The datapointsarethe delay
experiencedy a paclet sentevery 60 secondsTheend-to-endlelayvariesover arangeof roughly
23-60ms. Over an 11,000secondiimespanbeginning at time 57,600,the delayis noticeablyin-
creased.Eventhoughthe Teledesicconstellationthat we have consideredusescross-seantSLs,
therearecertaininstance$n the mid-latitudeswherethey cannotbe easilymaintainedwe will dis-
cussthis phenomenoin greaterdetailin Section6.5. At asmallertimescalgFigure6.9),it canbe
seerthatthedelaychangeslowly asthesatellitesmove with respecto oneanotherwhile handofs
somevherealongtheroutecausea stepchangdn thedelayof upto 8 ms. Suchchangesnaycause
paclet reorderingwithin the network. Althoughwe did not experimentwith the performanceof
TCPconnection®ver suchpathsfirst-ordercalculationssuggesthattheamountof pacletreorder
ing dueto thesedelaychangeshouldnot triggerfalsefast TCP retransmissionfor low to modest
transmissiomatest

A similar plot betweenthe sametwo terminalsfor the Iridium constellationis morein-
teresting(Figure 6.10). Sincelridium doesnot emplg/ cross-seaniSLs, wheneer the seamlies
betweerthetwo endpointgwhich happenswice daily), the pacletsmustbe routedover the poles,
causinga large increasen delay Moreover, if a sessionis active acrossthis seamat the critical
handof, the stepincreaseor decreasén lateng will be around60 ms, which cancausea large

1For a1 Mb/s sessiorwith 500byte paclets,a 8 msdelaydecreaseould causeat most2 pacletsto bereordered.
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Figure6.7: Scattemplot of the delayexperiencedy 10,000differentpings,whenglobalmin-delay
shortespathroutingis used(Iridium constellation).

amountof paclet reordering.This kind of delayvariability is inherentin a constellatiorthatdoes
not usecross-seanSLs, andin the caseof Iridium, the stepchangecanbeaslargeas90 ms. Even
without the increasedlelayat the countefrotating seam(presuminghat cross-seanSLs arepos-
siblein sucha constellation)]ridium exhibits muchmoredelayvariability thanTeledesicwith the
delayvaryingfrom 20to 75msin muchlargerdiscretesteps.Thisis adirectconsequencef having
fewer satellitesn the constellationsinceevery routing changehatresultsin a differentnumberof
satellitehopsalsochangeshepathlengthby a significantamount.For example,in Figure6.10,the
clusterof pointsaround20 msis dueto the pathonly traversingtwo satellitehops,while thecluster
of pointsaround80 msresultsfrom certaininstancesn time whenfive satellitehopsarerequired.
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6.3.2 Routing CostMetrics

In globalshortespathcomputationsgelayandhop countaretwo commonlyminimized
metrics.In the satellitemesh,a minimizationof hop count,while potentiallysimpler is suboptimal
becaus¢helinks have differentpropagatiordelaygshortemearthepoles).To studythedegradation
incurredby usinghopcountsnsteadf delayasthecostmetric,weransimulationgor two identical
setsof source-destinatiopairs(again,10,000pingswith the endpointsselectedat random),with
the simulatorconfiguredto computeglobal shortestpathsbasedon link propagatiordelays(min-
delay)on onehand,and hop counts(min-hop)on the other We thencalculatedthe differencein
delayexperiencedor eachping. Figure6.11plots, asa function of the numberof satellitehops,
the averageandmaximumdelaydegradationfrom usingmin-hopinsteadof min-delayroutingfor
aTeledesic-like constellationwhile Figure6.12plotsthesevaluesfor anlridium-like constellation,
againassuminghepresencef cross-seantSLs. Theerrorbarsaroundtheaveragevaluesrepresent
onestandardieviation.

Although on averagethe penaltyfor usinghop countasthe routing metricis generally
belav 10 ms, the maximumdifferencecan be quite high. Theseoutlierswere dueto particular
configurationsn the constellationvheretherewerea multiplicity of minimum hop pathsthrough
the mesh,someof which usedmore (shortdelay)links in the low latitudes,and someof which
usedmore(longerdelay)links in the high latitudes. In theseoutlier casesthe minimumhop path
thatwasfoundfirst wasonethatincludedalot of low latitudesatellites.Figure6.13illustratesan
example(usingthe Teledesiaconstellation)f how two routeswith the samenumberof hopscan
have very differentend-to-enddelays.Anotherinterestingfeatureof the datais thatthe maximum
andaveragedelaydifferencedecreasefor the very largestdistances Furthermorethe difference
betweemin-hopandmin-delaypathsin thelridium systemarenotaslarge,becaus¢herearefewer
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6.4 GeographicAddressingand Cellular Geometry

Theresultspresentedh the previous sectionillustratethe delayperformancef the LEO
constellationsisinganomniscientcentralizedoutingagentrunningshortest-patalgorithms that
immediatelyupdatessachnodes forwardingtableuponatopologychange.As such,theseresults
essentiallypoundthe achievable delay performancen theseconstellations However, sucha cen-
tralizedroutingsystemcarrieswith it acost;namely a highamountof traffic for routingupdatesn
the groundto satellitelinks of the system.In the remainderof this chapterwe explorewhatkinds
of routing algorithmsare possibleif we try to capitalizeon the predictableand (nearly) regular
topologyof LEO networks. In this section we first introducegeagraphic addressingasa potential
techniqueto achieve betterrouting scalability We concludeby evaluatingalternatvesfor cellular
geometrieon the Earths surface. In the remainingsectionswe will thenexplore two particular
routingdesignshasedbn geographiaddressingndthe cellulargeometrythatwe select.

6.4.1 GeographicAddressingand Mobility

Geographic-basedddressingi.e., including somerepresentatiorof a terminals geo-
graphiclocationaspartof its address)s a haturaladdressindnierarchyfor a LEO satellitesystem
becausaerminalsthatarelocatedcloseto oneanotherarelikely to have their pacletsroutedin a
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Figure6.14: Alternativesfor dividing the Earths surfaceinto cells.

similarway. We considethepossibilitythateachterminalis assigneduniqueaddresshatconsists
of aportion (for conceptuapurposesa “prefix”) thatrepresentshe currentgeographidocationof

theterminal,anda portionthatis globally uniqueto the terminal. The geographigortion of the

addressanbe dynamicallychanged.The uniqueportion of the addresss staticand canbe, for

example,anlP address.

If aterminal changests geographidocation, the prefix can be dynamicallyupdated.
Determinationof a changein geographicrefix canbe relatively straightforvard—if the change
is semi-permanenta postalcodeor GPS coordinatemay be usedto determinethe new prefix.
Alternatively, satellitescould be configuredto broadcasbn a beacona list of legal prefixesfor a
given spotbeam,and a terminal could pick from amongthe setif its prefix wasno longervalid.
However, simply updatingthe addresss not sufiicient; sometype of mobility mechanisnmustbe
implementedhtthenetwork layerfor othernetwork nodeg€o communicatavith themobileterminal,
This couldbe embeddedhn the satellitenodeshemselessimilar to the mobile IP solution[95], or
could be implementedn a mobility databaseipdatedby the mobile terminalsthemseles. The
exacthandlingof terminalmobility is not centralto our researchye merelypoint out thatpotential
solutionsexist andcouldbethe subjectof futureresearch.

6.4.2 Cellular Geometry

If we chooseto represenaiterminals geographidocationby a finite setof addresdits,
we areimplicitly requiringsomekind of cellularstructureonthe Earths suriace.Thereareno strict
requirement®n the cell size;i.e., theredoesnot have to be a precisematchbetweenthe cell size
usedfor addressingand the radiationfootprints of the satellites. Large cells have the benefitof
requiringfewer bitsto representheaddressnd,to theextentthataggreationis successfuliequire
fewer routing table entries. However, larger cells are lessflexible in composingfootprint-sized
regionsin anEarth-fixed cell systempecausehe granularityof wherethefootprintboundariesan
occurbecomegoo coarse.Furthermorecells at the perimeterof a footprint areamay have some
of theterminalssened by neighboringsatellites.This meanghatterminalsin suchcellscannotbe
aggrgatedand mustbe individually representeéh multiple satellites’routing tables. We do not



104

Polar cap

64 belts

S e
Satellite footprint

256 cells (around equator)

Figure6.15: A cellulargeometryconsistingof roughlyequal-sizedrapezoidatells[118].

explorethesetradeofs in detailbecausehey arelargely system-dependerinsteadwe focusedon
cell sizeghatcorrespondoughlyto the“supercell’sizesin theoriginal Teledesigroposalroughly
160by 160km).

We consideredhreealternatvesfor a cellulargeometry Thefirst, a regular squaregrid
superimposedn arectangulamapprojection(Figure6.14a) lendsitself to aneasyconventionfor
addressingells;in particular cellscanbenumberedn suchamanneithatsimplebinaryarithmetic
operationcanbe usedto computeroughdistancesstimatedvetweerthetwo cells. It hasthe draw-
back,however, of non-uniformcell sizesandseveredistancalistortionathighlatitudes.Thesecond
techniqueatesselatiorof a regularpolyhedron(Figure6.14b)suchashasbeendevelopedby GIS
researcherf35], exhibits muchlessdistortionbecaus¢he mappingis largely invariantto the posi-
tion ontheglobe.However, it is difficult to numbertheresultingcellsin suchamannethatdistance
computationdbetweercells arestraightforvard andgeographicallycontiguouscells canhave their
addresseaggr@ated(in particular sucha tesselatiordoesnot lenditself easilyto mapppingonto
alattice). A third techniquds to useacellulargeometryasdescribedy Restrep@andMaral [118].
This approachdividesthe Earths surfaceinto a numberof roughly equal-sizedrapezoidategions,
asshavn in Figure6.15,andhasthe benefitof beingeasilynumberedn two dimensionsvithout
suffering from the distortionsof a rectangulamap projection. First, the surfaceis dividedinto a
numberof latitudinal bandsof uniform height. Secondgachlatitudinal bandis subdvidedinto a
numberof trapezoidalalmostsquare)ells. Fewer cells canbefit into latitudinal bandsat higher
latitudes but aslong asthe constrainbf anintegernumberof cellsis satisfiedthecellsat different
latitudebandsareroughlythe samesize. The cell structureis terminatedat eachpolewith a polar
cap.If wedefinel28latitudebandgincludingtwo polarcaps)anda maximumof 256cellsin each
band,we obtaincells that are roughly the samesize asthe "supercells”in the original Teledesic
proposal18]. We selectedhethird techniquebecausdt is well suitedto a cell numberingscheme
thatwe considelbelown in Section6.6. In theremainingsectionspur description®f anunderlying
cellulargeometrywill referto thisthird technique.



105

6.5 Designand Evaluation of a Distrib uted Routing Protocol

In the simulationresultspresentedn Section6.3, all satellitenodeshadaccesgo com-
pletetopologyinformationsothatthey could generatexplicit shortespathrouteson demand.In
practice eitherthis topologyinformationmustbe presentatall nodespr it mustbepresenatsome
centralizedcontrol stationthatperiodicallyuploadscompleteforwardingtablesto eachsatellite,or
approximationganbemade.In this sectionwe exploreonesuchapproximatiorthathasbeenpre-
viously proposedn the literature: whethera geographic-baseaddressingchemeamnay be usedin
adistributedroutingsystemby allowing local paclet forwardingdecisiongo be basedn reducing
somedistancemeasurdo thedestination.

6.5.1 Overview

Performingpaclet routing by usinggeographidnformationembeddedn the addresses
is basedon the hypothesighat,in a LEO systemwith a regular meshtopology a seriesof locally
optimal forwarding decisions(namely routing to the neighboringsatellitethat mostreduceshe
distanceto the destination)will yield a route that is closeto optimal when comparedwith the
globally optimalroute. Eachforwardingdecisionis basednreducingsomemeasuref thedistance
tothedestinationasatellitewith a pacletto routefirst determineds distanceo thedestinationand
thendetermineshedistancefrom eachof its immediateneighboringsatelliteso thedestinationt
is assumedhatlocationinformationfor a satelliteandits immediateneighbords readilyavailable,
andthatdistanceganeitherbe computedn-demandiia binaryarithmeticor lookedup in atable.
A satellitethenroutesa paclet to the neighboringsatellitethat mostreducegshe distanceto the
destination Althoughthis routing stratgy hasbeenpreviously proposedn theliterature[124, 55],
it hasnotbeenworkedoutfully.? In this sectionwe describeour efforts to baseadistributedrouting
protocolonthis stratgy, andthe challengeshatwe encountereéh doingso.

Oneconcepthathasappearedh theliteratureis thatof definingsatellite“virtual nodes”
to simplify routing [84]. The key ideais to adda level of indirectionto the systemby assigning
fixed portionsof the Earths surfacea logical address.Then, by usingthe Earth-fixed cell tech-
niquedescribedabore in Section2.2.1,a satelliteembodieghe virtual nodeabore this fixed Earth
footprint for the durationof time thatit is servingthat footprint. Carriedto the extreme,a static
logical network canbe definedasexemplifiedby Figure6.16,andno dynamicroutingneedbe per
formed. However, this extremecaseimplies a one-to-onemappingbetweenterminalsin a given
cell andthe currentsatelliteservingthe cell, which will leadto a decreaseén systemavailability
for the following reasons.First, terminalsat the very edgesof thesefixed footprints may often
find thatthey couldreceve bettercoveragefrom the satelliteservingthe neighboringootprintthan
from the satelliteto which they areforcedto connect. Secondtherewill be occasionsvhenthe
satelliteservinga fixed footprint will bein the sameline of sightasthe sunandcommunications
areimpossible(this is knovn asa “sun outage”). Unlessneighboringsatellitescantrain a spot
beamonthis locationfor this periodof time, the systemwill becomeunarvailable. Third, sinceuser
densityis highly non-uniformaroundthe globe, it will be advantageougor neighboringsatellites
to train additionalspotbeamson regionsof high density(althoughwe do not considersuchsystem

2We know of one current,commercial,paclet radio network (Ricochet)that usesgeographidnformationto route
pacletsfrom poletopradiosto a gatevay station;however, the network topology over which this is usedis static,and
routingaroundcongestedhodess not performed.
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Figure6.16: A logical network topology: fixed zoneson the Earth’s surfaceareassigned logical
addressandasatelliteservinga particularzoneembodieghelogicalnodeservingthatregion (from
[84]).

optimizationsherein). Oncethe one-to-onecorrespondencbetweerterminalandsatellitevirtual
nodeis broken, sometype of dynamicroutingbecomesecessaryNeverthelessthe satellitevirtual
nodeconcepis usefulif onerelaxestheconstrainthatthefootprintsbefixedonthe Earths surface.
If asatellitefootprint canbe decomposeihto multiple smallercells, then“semi-fixed” footprints
(fixedfor somefinite amountof time beforea handof is neededkanbe composedf thesesmaller
cells suchthat systemavailability is maximized(i.e., the boundariesf the Earth-fixed footprints
candynamicallychangeasneeded).

As we discussin the next section(Section6.6), a routing architecturedbasedon central-
izedroutingmay be preferredto onebasedon distributedroutingfor seseralreasonslf, however,
geographic-baserbuting were to be simple and rolbust enoughto be easily deployed in a LEO
system thenit would have certainadwantagever centralizedouting; namely a reductionin the
amountof messageverheadbetweenthe groundand satellites,and smallerrouting tables. We
thereforewere seekingto explore this routing conceptfurther by designinga robust, distributed
routingprotocolsimpleenoughto be anattractve optionwhencomparedvith centralizedouting.

6.5.2 Construction of a Distrib uted Routing Protocol

In this section,we describeour constructionof a distributed routing protocolbasedon
the above hypothesisand evaluateits performance. We first describethe basictechniqueandour
performancametrics. Conceptuallythe distributed geographicouting protocolis straightforvard,
but in applying the conceptto real constellationsve requiredcertainenhancementtor correct
performance.We describetheseenhancementsyhich include supplementinghe protocol with
locally-scopedshortespathinformationarounddestinationsndspecialhandlingof pacletsin the
high latitudes.Finally, we discusghe performancef this overall routing stratgy.

We implementedthe basicprotocolin the ns simulator Specifically we assumedhat
eachsatelliteknew thecell thatcontainedts nadirpoint, andthecorrespondingadirpointingcells
of all of its neighboringsatellitesto which it hadactive ISLs. Whena satellitereceved a paclet
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for adestinatiorterminalthatit did notsene, it computedhe great-circledistancefrom the center
of its cell to the centerof the destinationcell, andlikewise computedhe distancefrom all of its
neighboringsatellitego thedestinationlf oneor moreneighboringsatelliteshada smallerdistance
to thedestinationthe satelliteforwardedthe paclet to the satellitethatmostreducedhedistanceo
thedestinationptherwisethe paclet wasdropped.

We evaluatedthe routing protocolperformancaisingthe following approachwe repeat-
edly picked two pointson the globeat random,andtried to routetwo pacletsbetweerthem. The
first paclet wasroutedusinga global shortest-pattalgorithmbasedon minimizationof the prop-
agationdelay of the route. The secondpaclet was routedvia the distributed protocol basedon
geographic-baseglaclet forwarding. We wereinterestedn two performanceanetrics: the robust-
ness as measuredy the ability to avoid routing “dead-ends’(and hencepaclet drops),andthe
delaydeggradationof thegeographically-baserouteascomparedvith the optimalroute. We there-
fore calculatedhedelayexperiencedy bothpacletsif theroutingwassuccessfulor bothpaclets,
andnotedary routingfailuresfor pacletsusingthe distributed routing failure (the pacletsrouted
by usingglobally-optimalshortespathswerenever dropped).We choseto simulatea large setof
randompointsratherthanuseanexhaustve combinatoriakearchbecausehelatterwould have re-
quirecheckingfor successfutoutingfrom eachcell to every othercell (anO(n?) operationwhere
n is on the orderof 20,000)at eachpointin time (or a setof discretepointsin time for which the
topologyis assumedtaticfor a certaintime intenal). Unfortunately this discretizedstatespace
is very large for commerciallyproposedopologies,andthe exhaustve searchis computationally
infeasible .Neverthelessaswe shav below, usingalarge numberof randontrials wassuficient for
evaluationpurposedecausdé exposeda numberof weaknesseis theapproach.

Regardlesof the delayperformancea fundamentatequiremenbdf our protocolwasro-
bustnesspr the avoidanceof droppedpaclets due to routing dead-ends.As we describein the
following threesubsectionsywe encountere@ numberof difficultiesin achieving this robustness.
First,in a polarorbiting constellationgeographiaoutingfrequentlybreaksdown very neara des-
tination. Second,in the polar regions, the regular meshtopology is disrupted,againleadingto
dead-ends Finally, at the countefrotating planes,the geometryof the orbits causesa large tear
in the meshtopology The next three subsectionglescribeour efforts to engineeraroundthese
problems.

Locally ScopedShortestPath

In a perfectly regular meshtopology in which destinationterminalswere always con-
nectedo theclosessatellite geographic-basquhclet forwardingwould neverresultin adead-end.
However, sinceLEO satellitestypically have overlappingfootprints(sincecoverageredundang is
inherentin polarorbiting constellations)the geographidorwarding may breakdown, as canbe
seenby the exampleshavn in Figure6.17. In the figure, a paclet routedfrom S (connectedo
satellitel) to D (senedby satellite6) proceedwvia geographicoutingto satellite4. At this point,
however, satellite4 cannotroutethe paclet to ary of its neighboringsatelliteswithout increasing
the distanceto the destination.By forwardingto a satellitethatincreaseghe distanceto the des-
tination, we openthe possibility for a routingloop to be formed, and althoughtechniquesanbe
usedto prevent pacletsfrom beingforwardedbackto a previously visited node(suchasencoding
the history of the traversedroutein the paclet header)we still cannotguaranteghata paclet so
forwardedwill eventuallyfind theright egressnode.
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Figure6.17: Hybrid routingstratgy basedn geographigaclet forwardingfor distantdestinations
and locally-scopedshortestpathrouting for local destinations.The figure denotesa subgraphof
the satellitemeshanda hypotheticalpaclet trace. A paclet sourcedat S is forwardedbasedon
geographidgnformationto thesatellitenumberedt. Satellitesuseshortest-pathoutinginformation
to completetheroutingto destinationD, whichis senedby satellite6.

Our solutionwasto usea locally-scopedshortespathalgorithmto completethe paclet
forwardingproces<loseto the destination.We implementeca basiclink-staterouting algorithm
suchasis describedn [109]. Insteadof floodingeachlink statepaclet (LSP)to every node,how-
ever, wefloodedanLSPonly asfarastheroutingradiusfor agivensatellite. Theroutingradiuswas
determinedsuchthatit coveredevery possiblesatellitethat could potentiallysene the destination—
typically two hopswassuficient for the Iridium constellationandtwo or threefor Teledesic.The
flooding protocolmakesuseof paclet numberdo suppressransmissiorof duplicates Eachsatel-
lite thereforehada mapof a subgraptcenterednitself. Whencomputingroutes the satelliteused
only thoseL SPsfor whichit hadrecordsandcomputedoutesonly asfar asits own routingradius.
In otherwords,evenif a satellitehadthe LSPsavailableto computeroutesto a destinatiorfurther
away thanits routingradius,it did notdo so(becauseachsatelliteis only ableto guaranteéaving
currentLSPsfrom a numberof hopsaway equalto the routingradius). The routing radiuscanbe
controlledby a TTL field in therouting protocolheaderAs anexample,Figure6.17illustratesthe
casefor which the routing radiusis two hops,andthe dashedoundaryaroundsatellite6 denotes
thoselinks and nodesthat are usedin satellite6’s routing computations.The protocoltherefore
requiresa hybrid approachthat usesgeographic-basedaclet forwardingto get a paclet in the
vicinity of a destination,and shortestpathroutingto finish the final few hopsto the destination.
Suchasolutionis alsorecognizedy MaugerandRosenbeag [84], in thattheauthorgproposdo re-
solve theinherentiast-hopambiguityaroundadestinatiorby floodingthis connectiity information
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with neighboringsatellites.However, they do notdiscusshow to make useof this informationin a
routingalgorithmor how farto propagatehis informationaroundthe destinationWe would prefer
to avoid a purefloodingapproactbecaus®f the bandwidththatit would require.

Let usdiscusgherohustnessaandcompleity of this approach.n general routingloops
can form whene&er nodesmake routing decisionsbasedon inconsisteninformation. Transient
loopsarepossiblein ary dynamictopology but we canstill strive for a protocolthat corvergesto
correctroutesin finite time after ary topologychange.In our case,sinceall routing information
is locally-scopedgeachnodehasa slightly differentview of the network topology which canlead
to the following problems.First, if differentnodeshave differentroutingradii, it may be possible
for staleroutinginformationto persist. For example,considersatellite A with a routing radiusof
two hopsandsatellite B with a radiusof threehops,andassumehatsatellite A is initially within
two hopsof satellite B. If the topology changesaindsatellite A movesto threehopsaway from
satellite B, satellite A’s LSPswill nolongerreachsatellite B. However, satellite B canstill route
to (andthrough)satellite A basedon satellite A’s LSP becausesatellite A is within satellite B's
routingradius.Secondwe mustpreventthe occurrencef routingloopsthatcouldform if apaclet
entersa locally-scopedouting radiusof a destinationandis somehw subsequentlyorwardedto
a satelliteoutsidethe routing radius. Third, it is well known thatif differentnodesusedifferent
routingmetrics(suchasdynamicallyadaptingo congestiorbasedn local information),loopsare
possible. This last problemis a generaldynamicrouting problemand canbe avoided by making
surethatall nodesusethe sameroutingmetricandhave up-to-datdink costs.

The key to avoiding suchrouting loopsis for eachnode,when constructinga path, to
considetheroutingradii of all of thenodesalongthepath,andto ensurghatstaleroutinginforma-
tion is successfullypumedfrom eachnode. Thefirst goal canberealizedby requiringsatellitesto
adwertisetheir own routingradiusin their LSPs. Furthermorewe modifiedthe shortespathalgo-
rithm to constructtompletepathsto the destinatiorandto checkwhetherthe satelliteconstructing
sucha pathis within theroutingradiusof all nodesin the path. For example,considersatellite A
usingits gatheredouting informationto constructa (shortestlpathto D throughsatellitesB and
C (A = B = C = D). Threeconstraintsnustbe satisfiedfor satellite A to considerthis alegal
route:

1. SatelliteD musthave aroutingradiusof atleastthreehops.
2. SatelliteC musthave aroutingradiusof atleasttwo hops.
3. SatelliteB musthave aroutingradiusof atleastonehop (trivial).

If theseconstraintaresatisfiedthensatellite A canbe sure(asidefrom the possibility of transient
loopsdueto topologychangesjhatif A forwardsa pacletfor D throughB, thatit will notreceve
thepacletagain.Thisis becausefor adownstreamrmodeto forwardthe paclet backto A, thatnode
musthave madea calculationthat A lies onits shortespathto D, whichis a contradictionbecause
if so, A would have originally pickedthe remainderof this pathto D to begin with. Notethatthis
approachalso precludeghe troublesomepossibility identified above that a paclet may leave the
shortest-patimouting radiusonceit enters. Furthermorewe do not guaranteghat the actualpath
followed will matchexactly the pathpredictedoy anupstreanmode,but if the actualpathdoesin
factchangedownstreamit will do soonly in amannerthatdoesnotincreasehetotal pathcost.
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Figure6.18: View of the Iridium topologyabore the North pole. Satellitesclosestto the pole have
interplanelSLs turnedoff. The“polar region” is boundedby the setof satellitesclosesto the pole
thathave all of theirinterplanel SLs actie.

With this approachyve still mustmake surestaleinformationis pumgedfrom the system.
LSPupdatesill naturallypurge staleinformation,exceptif anodedynamicallydecreasetts rout-
ing radius.In this case the nodeneedgo make surethatits old LSPsareexpungedrom all nodes
atthe peripheryof its routingradius.

As for complity, althoughthis approachrequiresmplementatiorof ashortest-patipro-
tocol,the processinggndmemoryoverheads significantlyreducedy scopingthe LSPpropagation
(andhence the stateinformation)to a smallregion aroundeachsatellite. The modificationsto the
shortespathalgorithmdiscusse@bore do not significantlyincreasets compleity.

Geographidorwardingbearssomeresemblanceo the Landmarkroutinghierarchy{133]
in that paclets at locationsfar away from a destinationareroutedin the generaldirectionof the
destination,but unlike the Landmarkhierarchy there are no nodesfor which every nodekeeps
preciserouting information. In fact, this geographic-baseabuting stratgy is not hierarchicalin
thetraditionalsenseéout is insteada hybrid approactbetweershortespathroutingandgeographic
forwarding. Anotherhybrid routing protocol,the ZoneRoutingProtocolfor ad-hocnetworks[53],
alsomalesuseof routingzonesaroundeachnodefor localtraffic, but routesfor distantdestinations
arequeriedon demandratherthanobtainedby usinggeographiénformation.

Routing in Polar Regions

As statedabove, therouting radiusis definedasincluding all thosesatellitesthatcanbe
obseredabore theelevationmaskof aterminal.In addition,theradiusmustbe extendedvheneer
thereare breaksin the topology In the high latitudes,the interplanelSLs mustbe deactvated,
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Figure6.19: lllustrationof theintersectiorof countefrotatingplanes.

andfor a paclet to reacha satellitethat hasits interplanelSLs deactvated, the paclet mustfirst
be routedto a satellitein the sameplanebut at a lower latitude. As a result, geographic-based
paclet forwarding canbreakdown several hopsaway from the eventualdestination.This implies
thatwe shouldincreasegheroutingradiussuchthatall satellitesn thepolarregion canobtainLSPs
for all othersatellitesin the polarregion. However, sucha radiusis suficiently large (five or six
hopsin our simulations)thatit would spill over significantlyinto the lower latitudes,increasing
the amountof routing staterequiredon eachsatellite (the amountof routing staterequiredgrons
roughlyquadraticallywith eachhop). To compensatéor this, we developeda specialroutingzone
for thepolarregionsthatspecificallylimited the scopeof polararearoutinginformationto thepolar
region.

Thekey is to properlydefineanddynamicallyidentify thepolarregion. Figure6.18illus-
tratesaview of thepolarregionfrom directly above therotationaxisof the Earth,in which satellites
nearthepolesdo nothave theirinterpland SLs turnedon, while satellitesatlower latitudesdo have
interplandSLs. Thelridium topology with anorbitalinclinationof 86.4degreesjs plotted. We de-
fine the polarregion asincludingall satelliteshathave oneor moreinterplanelSLs turnedoff (the
POLAR satellites)aswell asall satelliteghatborderthe POLAR satellitegthe POLAR BORDER
satellites).If we defineathird state(LOW_LATITUDE) thatincludesall othersatellites,t is easy
for eachsatelliteto determinewhich stateit is in by simply examiningthe stateinformationof its
neighboringntraplanesatellites Satellitescanpropagatestateinformationto their neighborausing
the sameprotocolasfor propagatind-SPs(sincestatechangesare generallycoincidentwith link
statechangesaryways). The key, then, is to extendthe scopeof LSP propagatiorof a satellite
to the entire polarregion in additionto the normalrouting radius. Any pacletsdirectedtoward a
destinatiorin the polarregion will eventuallyfind a satellitein this polarregion, andthenshortest
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Figure6.20: An illustrationof how deviationsfrom purepolarorbits causehelatitudeat whichthe
counterrotatingplanesintersecto degrade. This plot assumes 15° degreeplaneseparatiorsuch
asusedin the Teledesidesign.

pathrouting cantake over. Basically LSPsthat mustbe floodedto the entire polarregion canbe
indicatedby a bit in the header Satellitesexpungethis extra stateinformationwhenthey leave the
polarregion,andannounceheir departurego theremaindeiof the polarregion sotheir LSPscanbe
expungedrom therestof thepolarsatellites.

We alsousedhis stateinformationto “tunnel” pacletsto outsideof theroutingradius.If a
pacletis sourcedy aterminalconnectedo a POLAR satellite andthepaclet destinatioris outside
of the polarregion, thenthe paclet will ultimatelybe routedto oneof thetwo POLAR. BORDER
satellitesin the sameorbital plane. Therefore the satelliteshouldusethe locationinformation of
thetwo POLAR_ BORDERSsatellitesn computingtheforwardingdirection,insteadof thelocation
of theimmediatelyneighboringsatellites. This locationinformationcanbe easilyprovided to the
POLAR satellitesfor suchcomputations.

Although constructinga specialpolar routing radiusincreaseghe amountof statekept
by satellitesat higherlatitudes,andaccountdor a increasednessag@verheadn thatregion, this
increases offsetby thefactthatthenormaltraffic densityin thepolarregionis likely to beextremely
light. In the Teledesia@onstellationthe polarregionscontainedapproximatelylOOsatelliteg(50in
eachregion), while the Iridium polarregionscontainedoughly 36 of the 66 satellites.

Problemsat the Seams

Althoughhandlingthe polarregionsandthe regionsaroundthe destinationsequiredad-
ditional protocol, we were ableto eliminaterouting dead-endsn our experiments. However, a
third problempresentednore of a challenge.As mentionedabove, the countesrotating planesin
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Figure 6.21: Averageand maximumdelay differencebetweenusing geographidorwarding and
minimum-hopshortestpathrouting asa function of terminalseparatior(Teledesicconstellation).
Error barsdenoteonesamplestandardieviation from the samplemean.

a polarconstellatiorform a“seam. It is possibleto establisnSLs acrosgthis seam althoughthe
link acquisitionandsynchronizatiorassociatedvith theselSLs are muchmoredifficult thanwith
interplanelSLs. However, the meshis distortedin this region. First, asdiscussedbove, thereis
only oneISL per satelliteacrossthe seam sincethe secondSL will be usedto acquirethe next
satellitebeforehandwer occurs. Thereforethereis a paucity of links availablein this region. A
more significantproblem, however, is that the (non-polar)inclination angleof the orbital planes
causeghe two countefrotating planesto intersectat a muchlower latitudethanthe otherplanes.
This effectis clearlyvisible in Figure6.19for Teledesiqwhich plansaninclinationangleof 84.7
degrees)wherethetwo planesntersecttalatitudeof approximatelyp4 degrees If welet: denote
theinclinationangleof theorbital planesands denotethe spacingetweerplanesthenthelatitude
atwhichthecross-seamplanesntersecis givenby arctan(sin(s/2) x tan(z)). This relationshigs
plottedin Figure6.20for aninterplaneseparatiorof 15 degreesasis plannedfor Teledesic.As a
result,the cross-seaniSLs mustbe switchedoff at a relatively low latitude (actually probablyno
higherthan45 degrees) which causes tearin the ISL connectiormesh. Regardlessof whether
geographidorwardingis usedor not, this appeargo be a dravbackto usinganorbital inclination
anglethatdeviatessignificantlyfrom 90 degrees.However, launchingsatellitesinto a purely polar
orbital planeis consideredo be prohibitively expensve, andtheseinclination anglesmay be the
bestthatareeconomicallyfeasible.

Althoughwe tried varioustechniquegall basedn distributedprotocols)o tunnelaround
thistearin thetopology we werenot successfuin finding onethatwasreasonablgimpleto imple-
ment. Evenwhenwe constructedunnelsaroundthesetearsin the topology we could alwaysfind
casedor which thehybrid routingprotocolfaceda dead-endThesedead-endarelikely to persist,
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atleastintermittently for aslong asthe seamseparatethe two endpointgwhich could be hours).
We notealsothat similar dead-endsirelikely to occurwhenthereareothertearsin the topology
dueto satellitefailures,which we did notinvestigate In summarywe werenot successfuln guar
anteeingherobustnes®f ageographic-basewutingin the presencef acountefrotatingseantor
the TeledesicandIridium constellatiortopologies. The solutionto this routing problemseemso
requireassistancéom acentralizedoutingsystemperhapsn theform of judiciousinstallationof
(severalhop) paclettunnelsacrosghe seam.

6.5.3 Performance

Despitethe routing breakdavns dueto the countefrotating planes,we did find that, on
averagethe delay performanceof our hybrid protocolwas comparabldo that of min-hopshort-
estpath. Figure6.21plotsthe averageandmaximumdelaydifferencedetweergeographic-based
forwarding and min-hop shortestpath routing for the Teledesicconstellation. Figure 6.22 plots
the averageand maximumdelay differencedetweengeographic-basefrwardingand min-delay
shortespathroutingfor the TeledesiconstellationThedatais dravn from anexperimentof 10,000
randomterminallocations.Threecasesvererun with the samesetof terminals:the hybrid routing
protocoldescribedibore (whichusedocally-scopednin-hoprouting)globalmin-hopshortespath
routing, andglobal min-delayshortespathrouting. We thentook the resultsfrom the hybrid pro-
tocolandcomputedhedelaydifference point-by-point,betweerthatprotocolandeachof thetwo
shortespathprotocols.We have collatedthe datapointsinto 1000km bins beforeperformingthe
averagege.g.,pointnumberl onthe z axislists the resultsfor distancedetweenl000and2000
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km). Eachsatelliteuseda routing radiusof 2 hopswhile belov 45 degreeslatitude,and 3 hops
while abore (to reducethe occurrencef routingdead-ends)The main pointsto considerarethose
abore 5000km, for thosearethe onesfor which a paclet musttraverseoneor moregeographidor-

wardinghopsbeforehitting theshortespathroutingradius.In additionto the averageswe tracked
the maximumdelaydifference(penalty)from usingthe geographic-baseafotocol,ascomparedo

thedelaysobseredby min-delayrouting.

We notefrom thefiguresthat,on averagethegeographigoutingis comparabléno more
thanabout3 msworse)to min-hopshortespath,but is roughly5-10msworsethanmin-delayshort-
estpathrouting. Suchanincreasen averagedelaywould probablynot be consideredsignificant
to LEO network users.However, the maximumdelaydifferencesanbe very large (up to 55 ms),
andarefrom asmallsetof outliers. Thesepointsoccurnearthe poleswhenthe geographicouting
initially bringsthe paclet closeto thedestinatiorin termsof distanceput farawvay from it in terms
of topology andit consequentlynustberoutedbacktowardsthe particularorbital planecontaining
thesatelliteservingthe destination.

6.5.4 Summary

In this section,we have studiedwhetherusinggeographic-baseaddressesanenablea
simpledistributedroutingprotocolbasedn reducingthe geographidistanceo a paclet’s destina-
tion. Althoughthedelayperformancef thehybridroutingprotocolthatwe designedvasadequate,
therobustnesdn termsof avoidanceof routingfailureswasnot. We encountered numberof diffi-
cultiesin makingthethisroutingapproachohust: i) theredundang in coveragearoundaterminals
destinatiorrequiressomeform of locally-scopedoutinginformation,ii) theregularmeshstructure
is disruptedn the polarregions,requiringa specialprotocolto efficiently handletheroutingin that
area,andiii) the countesrotatingplanesin polarorbiting constellationsntersectat a low latitude,
preventingthe establishmenof cross-seanSLs in alargeregion andtherebycausinga tearin the
topology Becauseve werenot successfuin establishingohbust routingwhentherewereno node
or link failures,we did not investigatethe effects of suchfailures; however, we notethat sucha
distributed routing protocolwould also needto be robustin the faceof suchequipmentfailures.
We have concludedhat, for polarorbiting constellationsbasinga distributed routing protocolon
geographidorwardingis proneto eitherfailuremodesor high compleity.

6.6 Centralized Routing Performance

Recallthat our main designgoalsfor a LEO paclet routing architectureasidefrom the
basicgoalsof correctnesandroutecompletionareaminimizationof spacecrafhardwarerequire-
ments(memoryand processing)a minimization of routing traffic, and robustnessn the routing
algorithms. A distributed routing protocol offers the opportunityto minimize messagexchange
betweertheground-basedetwork operationsenterNOC) andthesatellitesput thisminimization
typically comesat a costof increasingooth the amountof messagéraffic thatmustbe exchanged
betweensatellitenodesandthe processingequiredto consumethis routing information. In the
previous section,we shaved that one suchdistributed protocol, basedon geographigaclet for-
warding, presentecsomesubtledifficulties whenappliedto commercially-proposegolarorbiting
constellationsln this subsectionwe considetthealternatve of a centralizedoutingarchitecture.
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A centralizedrouting systemwould consistof a ground-basedoute computationcenter
that frequently uploadsforwarding tablesto satellites. This approachmay be preferableto dis-
tributedroutingfor threemainreasonskFirst, all of thetopologyinformationwill alreadybelocated
ata centralizedocationthat performsadditionalfunctionssuchasmediumaccessadmissiorcon-
trol andnetwork managementMoreover, this informationwill generallybe availablein advance
of thetime neededbecauseamary topologychangesre predictable.Secondtherewill be a need
to communicatewith eachsatelliteon a regular basisto performothercontrol functions,suchas
dynamicallyadjustingthe scanningbeampatternsof eachsatellites antennas.Third, centralized
routing more readily permits sophisticatedouting algorithmsin the network. For instance the
traffic load may evolve in sucha mannerthat load balancingwithin the satellite meshbecomes
necessarya centralizedouting systemwould bemoreeasilyupgradable.

Althoughcentralizedoutingreduceghe spacecrafprocessingequirement®y requiring
thatit only lookupnext-hopinterfacesandnot computeanddistribute routinginformation,it is still
importantto reduce) theamounif routinginformationthatmustbesentto thesatellitesandii) the
sizeof satelliteroutingtablegwhich,in theworstcasecouldrequireontheorderof amillion entries
if no hierarchyor tableaggreationis used).In this section we describéechniguesagaincentered
on the conceptof geographic-baseaddresseshat may be usefulin meetingboth goals. First, we
describein moredetail the cellular structurethat we useand presenta numberingschemethatis
optimal from the standpoinbf aggregatingcontiguouscells. Next, givensucha cellular structure,
wefocusonwhethemwe cantake advantageof temporalandgeographiconsistencies therouting
tableto reducethe amountof routing informationthat mustbe dynamicallyuploaded.Finally, we
explorethe problemof actuallyperformingthe aggreationof geographicallycontiguouscellsinto
asmallnumberof routingtableentries.

6.6.1 Cellular Structure and Addressing

We describedaborein Section6.4a cellulargeometryintroducedoy RestrepandMaral
basedon roughly equal-sizedrapezoidalcells (Figure 6.15), and we have patternedour cellular
geometryaftertheirs. Onedifferencein our geometryis thatwe requirethatthe numberof cellsin
eachlatitudinal band(asidefrom the polar cap) be an integer multiple of four (a corveniencewe
take adwvantageof asdescribedn the next paragraph).Further we requirethat cells be no larger
thanthosein the bandakutting the equator If therearen cellsin this first latitudinal band,then
the baseof eachcell in this bandis B = 40,074/n km, where40, 074 km is the circumferencef
the Earthat the equator To first order(assuminga sphericalEarth),the heightof eachcell in each
bandis also B. In eachlatitudinalband,then,let C' denotethe circumferenceof the baseof the
latitudinalband(e.qg.,for thefirst band,C is the circumferencetthe equator) Therearethen4 x k
cellsin thelatitudinalband,wherek is the smallestinteger satisfying: C/(4 *« k) <= B. Thelast
latitudinalbandis asinglecell (“polar cap”). By pickingn = 256, we obtaincellsroughlythesize
of the original Teledesicsupercelldesign[18], anda total of 21,352cells of approximatelyequal
area(with basegangingfrom 156.5t0 146.3km at all latitudesexceptthosevery nearthe poles,
anduniformheightof 156.5km). In generaln couldbeary integer, but thereis a codingefficiency
gainedif n is apower of two.

Our next stepis to mapthis (spherical)cellular structureto a rectilineargrid, to facili-
tate addressaggregation. We will thenusethe grid for addressingn latitudinal and longitudinal
directions. We can map a rectangulagrid of sizen by n/2 onto the cellular geometrythat we
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Figure6.23: Exampleof the cellular numberingstrat@y in onedimension. Two potentialsize-4
aggre@ationsareillustrated.

just described For latitudinal bandsnearthe equatoy thereis a one-to-onemappingbetweergrid
pointsandcells. However, if the numberof cellsin a latitudinal bandis lessthann, thensome
cellsin thatbandwill have morethanonegrid point mappedntothem. In this case pour mapping
strivesto distribute theseredundangrid pointsuniformly aroundthe latitudinalband.For example,
if (4 k) = 252, we have four redundangrid points. Every 63rd cell, then,would have two grid
pointsmappedntoit insteadof one. The polarcapwould have 256 gridpointsmappedontoit. In
total, 32,768grid pointswould mapto 21,352cells. Theresultof this mappingis that,if we number
the gridpointsin two dimensiongcorrespondingoughly to a latitude andlongitude),cells along
theglobethatfall onthe sameongitudinalline will have roughlythe samedongitudinalcomponent
in theiraddresses.

We mustnext numberthesegrid points. The grid point (andhence,cell) numberswill
thenform the geographigrefix portion of the terminaladdress.In the caseof cells with more
than one prefix, all terminalscanbe assignedo one of the prefixesin the set. Sinceour aim is
to aggrgategeographicallycontiguouscells, it will helpif adjacentellsonthe grid have similar
addressesWith this conceptin mind, we decidedto usethe principlesof Gray encodingusedin
digital modulation115]. A Graycodeis afunctionG () of integersi rangingfrom0 < i < 2V —1
thatis one-to-oneandfor which the binary representationf G(i) andG(:i + 1) differ by exactly
onebit [114]. Thetwo dimensionganbenumberedndependently8 bits perdimension).

Figure6.23is anexampleof this numberingschemeppliedto 16 cellsin onedimension.
Thefigureillustratestwo examplesof blocksof four cellsbeingaggregatedinto a4 bit routingtable
entry and4 bit (non-contiguoushpit mask. Suchan aggregationwould be usefulif, for example,
pacletsfrom a given satellitewereforwardedover the sameinterfaceto eachcell in the block; the
routing tablefor that satellitewould only requirea single (addressmask)entry In generalnon-
contiguoushit masksare deprecatedn the assignmenof IP subnetmasksbecauseahey preclude
the useof certainlookupalgorithms[91]. However, we considemusingthemin our caseif we can
obtainalarge reductionin the numberof tableentries.

We now prove that this methodof numberingof cells is optimal, from the standpoint
thatit offersthe mostopportunitiesfor addressaggrgationsof variousblock sizesacrossvarious
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cell boundaries We considerthe numberingof cellsin onedimension asthe two dimensionsare
orthogonal.Consider2® = n cells definedby & bits, wherek is a naturalnumber Definea mask
levell, wherel < k isthenumbernf masledbits. With [ bitsmasled,therearetherefore2®— unique
addressepresentationgachof which areof size2! cells. Note thatthereare also potentially 2*
possiblewaysto partitionthe spaceof n cellsinto 2¥— contiguousblocksof size2! cells(i.e., there
are2! locationsto draw the block boundaries).Our goal is to maximizethe numberof possible
partitionsthatconsistof contiguouscells, soasto maximizethe subnettindlexibility .

Lemma 6.1 At masklevel [, there are at mosttwo waysto partition the cells into blodks of 2!
contiguouellssud thatthe blodks canbe aggregated.In particular, at maskevels0 andk, there
is only onepossiblepartition.

Proof: For the sale of discussionassumehatadjacentells arenumberedsequentiallyfrom zero
ton— 1, startingfrom somearbitrarycell; thisnumberings notnecessarilyelatedto theaddressing
bit assignmentd-or = 0 thereareno bits maskedandthereforeno aggr@ationsarepossible For
[ = k, all bitsaremasled,andthereis only onepartition,which containsavery cell. For0 < [ < k,
we proceedasfollows.

Assumethat at masklevel [, cells are addressedn sucha mannerthat there exists at
leastone partitioningof then cellsinto contiguousblocks of size2! cells. Consideran arbitrary
partition that starts,without loss of generality at cell 0. The partition boundariesielimit setsof
cellsidentified by the uniquecombinationof £ — [ non-maskbits. Note thatamongthe masled
bits, eachbit musthave an equalnumberof onesandzerosacrosseachcontiguousblock, because
the masled bits mustrepreseng' cells uniquely Also, notethatamongthe unmaskd bits, each
bit musthold the samevalue acrossa contiguousblock. Next, considerthe sameaddressingbut
with a secondpartitioninginto contiguousblocksof size2' cells, acrosdifferentcell boundaries.
To obtainthis partition, we mustunmaskone or more maskbits, and maskthe samenumberof
previously non-maskd bits. Again, for this to beavalid partition,we requirethatfor eachmasled
bit, theremustbe anequalnumberof zerosandonesacrosshe contiguousblock. However, since
atleastoneof thesenewly masled bits waspreviously unmaslkd,andhencehadthe samevaluein
blocksfrom the old partition, the new partition boundariesnustbe offset by the original partition
boundariedy exactly 2/~! cellsin orderfor the zerosandonesdensityto work out. Furthermore,
by thesameargumenttherecanbeno furtherpartitions.m

Theorem 6.1 Themethodof Gray encodingof cellsdescribedaboveis optimalfor aggregation of
contiguou<ells.

Proof: At eachmasklevel 0 < | < k, thereare exactly two waysto partition the blocks of 2!
cells: oneon cell boundariesf {0,2!,2 * 2!, ..., (2¥=! — 1) x 2!}, andthe otheron cell boundaries
of {2071 20 4 21=1 25 20 4 20=1 (2k=1 _ 1) x 2! 4 2!=1}. By Lemmal above, this achievesthe
maximumpossiblepartitioning.m

6.6.2 ReducingRouting Table SizeUpdates

Giventheabore cell numberingschemewe next seekto reduceheamountof bandwidth
consumedy a centralizedrouting systemthat periodicallyuploadsforwardingtablesto satellites.
A key assumptiorfor this partof our work is that the satellitenetwork topologyis held staticfor
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Figure6.24: Comparisorof temporalandgeographiconsisteng of forwardingtablesacrosgopol-
ogy stateqTeledesiconstellation).

a certaintime intenal, 3 andthat routescanbe precomputean the basisof anticipatedtopology
changes.An Earth-fied cell system(describedabore in Section2.2.1),in which ISL topology
changesrealsoconstrainedo occuronly at certaintimes,is oneexampleof sucha system.The
systencanthenbethoughtof asmaoving througha (possiblyerylarge)setof discretestatesgachof
which hasa statictopology(not consideringunexpectedopologychangeslueto link or equipment
failures). If the systemtopologyis not approximatelystaticfor a reasonabléntenal (e.g.,tensof
seconds)thenthereis little hopeof constructinga low overhead)ow lateng centralizedrouting
system.

A satelliteforwardingtableshouldcontainenoughinformationto forward pacletsto ary
terminalin the system,becauseapproacheshat requirequeryingfor routeson demandwill be
too slow for a broadbandsatellitesystemeven at LEO altitudes. Terminalsin cells distantfrom a
given satellitecanbe aggregatedinto a single cell entry basedon their prefix, while terminalsin
nearbycellsmayrequireindividuallistingsin theforwardingtablesif differentsatellitesareserving
terminalsin acell. In this subsectionywe focusontechniquesisedto reducegheamountof message
overheadequiredto populatecorrectforwardingtableson-boardhe satellites.

Rathetthanuploadcompletelynew forwardingtablessachiimethestatechangesye have
investigatedwo techniquegimedat minimizing theamountof informationthatmustbe uploaded.
We seekto capitalizeon the following two propertiesof theforwardingtables:

Temporal consistency:lf only afew entriesin theforwardingtablechangebetweerstatesthena
centralizedoutingsystemcanusedeltaencoding(sendingonly the changecdentries).

3By static,we meanthatthelSL topologyis unchangedandthatintersatellitehandofs of terminalsareminimizedor
avoided. Terminalsmaybe connectedr disconnectedb the systemat arbitrarytimes.
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Geographic consisitency: We shaved in the previous sectionthat basinga distributed routing
protocolcompletelyon geographic-basepaclet forwarding decisionsis fragile. However,
if this core paclet forwarding techniquecould be supplementedby additionalforwarding
instructionsfrom a centralizedrouting systemthengeographidorwardingcouldbe usedby
defaultandonly thoseforwardingentriesneededo overridethe geographidorwarding(i.e.,
entriesfor which the centralcontrollerdetermineghatthe satellitewould otherwisemale a
baddecision)needbe uploaded.

We investigatedhe potentialfor both of thesetechniquedy studyingthe forwardingta-
blescreatedby min-delayshortesipathrouting for a representate Teledesicsatelliteasit moves
throughits orbit. Usingthe cellular structuredescribedabore, we assumedhat the topologymay
be held staticfor the intenal definedby the time requiredfor the satellites nadir point to traverse
acell (26.5seconds).In a real system the topology may be held staticfor longerthanthis inter
val (dependingon the steeringcapabilitiesof the spacecraf§ antenna)but thereappearso be no
adwantageto makingthe intenal shorter We computedcompleteforwardingtablesat every state
(64 intenvals from the equatorto the north pole) by placinga terminalin eachof the 21,352cells
in our cellulargeometry For eachcell, we comparedhe forwardingtableentry with the forward-
ing decisionthat geographidorwardingwould have made(geographiaonsisteng) andwith the
entry from the last state(temporalconsisteng). The resultsare shawvn in Figure6.24, wherethe
fractionof matchegamongthe 21,352cells)arerecordedor eachstate. Thefigureillustratesthat
thetemporalconsisteng is generallyquite high, generallyrangingfrom 0.7 to 0.95;i.e., forward-
ing entriesdont changemuchfrom stateto state. Therearea coupleof exceptions however. At
stategt5and51, theconsisteng from states#4 and50, respectiely, is muchlower. Thisis because
thefirst two, andthenthe lasttwo of the satellites interplanelSLs wereshutdowvn betweerthese
statetransitions,causingmary of the forwardingentriesto change.States57 and61 have related
changega neighboringsatellitesinterplanelSLs werebeingdeactvated). By taking advantageof
thistemporalconsisteng acentralizedoutingsystemwould only have to dedicatepn averageon
theorderof afew Mb/s of bandwidthto updatethe forwardingtablesfor the entireconstellatiort.

The geographiconsisteng is muchlower thanthetemporalconsisteng, howvever. The
mainreasonis that Teledesicsatellitesgenerallyhave two ISLs orientedtowardseachof the four
cardinaldirections. Often, the interfacepicked by shortespathroutingis in the samedirectionas
that picked by geographiaouting, but for reasondurther dowvnstream the bestgeographimext-
hop is not part of the shortestpath. In the Iridium constellationwherethereis only onelSL in
eachcardinaldirection, the consisteng can be much higher (typically around70%). It may be
possibleto relaxthe requirement®n the geographimext-hop beingan exactmatchwith the next-
hoppickedby shortespathrouting(e.g.,allow useof thegeographimext-hopif theresultingroute
will bewithin a certaindelaytoleranceof the optimalroute). However, this is not aseasyasit first
seemspecausearemustbetakenin determiningthatinconsistentouting decisionsarenot taken
thatresultin aloop. Also, theremay be recursionproblemsin determiningwhethera forwarding
decisionwill resultin aroutewithin thedelaytoleranceIn summarymoreinvestigationwould be
neededo establishthe correctnessf arouting policy thatdid not requirean exactmatchbetween
the next-hop interfacespicked by geographidorwardingandshortest-pathouting. However, we
concludethat thereis not much advantageto be gainedby pursuingthis approachbecausehe
temporalconsisteng of the forwardingtablesis alreadyvery high.

“Not consideringhe updatesiueto userterminalslocal to eachsatellite which cannotbe aggreyatedin ary case.
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Figure6.25: A hypotheticabggreationof 35 cellsinto 7 forwardingtableentries.

6.6.3 AddressAggregation

In the previous subsectionwe demonstratedhat by taking advantageof temporalcon-
sisteny in theroutingtables we canreducethe amountof messag®everheadetweerthe ground
andthesatellitesto atolerablelevel. Thefinal pieceto optimizeis the sizeof theforwardingtables.
Largeforwardingtablesarecostlyin two ways:they requiremorememory andthey take longerto
search.In the cellulargeometryconsideredabove, thereare over twenty thousandcells, but only
eight next-hop interfaceson a (Teledesic)atellite. We noticed,by looking at satelliterouting ta-
blesgeneratedisingshortespathalgorithms,thatmary of the cells sened by the samenext-hop
interfaceweregeographicallycontiguous.Therefore py makinguseof the cell numberingscheme
describedbore, whichis optimizedfor aggregatinggeographicallontiguousells,we canreduce
thenumberof forwardingtableentriesrequired.

Figure 6.25illustratesan example,in which 35 contiguouscells (the solid dotson the
graph)canbereducedo 7 entries.Usingthis representationt canbeseernthataddresaggr@ation
is a variantof the classicalminimum set covering problem. The minimumset cover problemis
definedasfollows: [48]:

INSTANCE: CollectionC of subset®f afinite setS, positive integer K <= |C/|.

QUESTION:DoesC containa cover (asubsetC’ C C) for S of size K or lesssuchthat
every elemenbf S belongso atleastonemembernf C'?

Theminimumsetcover problemis known to be NP-completén the strongsenseunless
all ¢ € C satisfy|c| <= 2, in which casematchingtechniquexanbe usedto solve the problemin
polynomialtime [48].

In our casethesetS is definedasthe collectionof cellson arectilineargrid numbered
accordingto the Gray codedescribedabore, andthe collection C of subsetss the collection of
blocksof cells (“rectangles”)in S thatmay be aggr@atedinto a singleaddress/maskombination.
Our problemis a setcovering problemwith thefollowing additionalconstraints:

e Rectanglesrearbitraryshapesvith sizescorrespondingo a non-ngative integer power of
two, becausall bit maskscover anumberof cellsequalto a power of two, and
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¢ Rectanglesnustfall on certainboundariesln particulay rectanglesidesof lengthn canfall
on boundarie®f everyn/2 cells,asdescribedabore in Section6.6.1.

Notethatby framingthis problemmoregenerallyasa setcoveringproblemratherthanasetpacking
problem(a covering by mutually disjoint rectangles)ye permita cell to be coveredby morethan
onerectangle.Theimplication of this is thatmorethanone matchingentryfor thatcell may exist
in theforwardingtable.

In general,even in one dimension,packingor covering problemsinvolving objectsof
differentsizesare NP-completgthe “Knapsack”problemis onesuchexample)[46]. A numberof
problemscloselyrelatedto theaddresaggrgationproblemidentifiedabove have beenshavn to be
NP-completeln the context of imageprocessingi-owler, Patersonand Tanimotohave shavn that
the planargeometriccovering problemusing 222 squaress NP-completg46]. We have proven
above that not all possibleaddressaggreationsare geographicallycontiguous. If we definethe
optimaladdresaggr@ationasincludingalsonon-contiguousells, thenthe problemis equivalent
to a classicalproblemof Booleanlogic minimizationknown asthe minimumsumproblem[87].
Briefly, if we considerthe bits of an addresgo be inputsin a Booleantruth table, and we set
the outputof the tableto be 1 if the addresss in the setto be aggrgated,thenthe solution of
the minimum term Booleansum function will yield the mostoptimal addressaggreation. This
problemcanbereducedo the NP-completgroblemknowvn as3-SAT [120].

Interestingly if we constrainthe problemto one dimensionandrestrictthe possiblead-
dressaggreationsto thoseinvolving contiguouscellsonly, the problemcanbe optimally solvedin
polynomialtime by thefollowing greedyalgorithm. Theavailability of apolynomial-timealgorithm
is specificallytied to the constrainthatrectanglesnayonly fall on arestrictedsetof boundariesin
thealgorithm,thevaluen = 2* is equalto thetotal numberof cellsin thesystem(representedy k&
bits),and A is the setof cellsto beaggreated with |A| < n.

algorithm greedyaggregate

begin
1 n;
while A # ¢ do
choose S; € A such that S; contains only non-overl appi ng, |egal
bl ocks of size ¢ and |S;| i s maxi m zed;
A+ A\{S:};
14 1/2;
od
end

Finding the maximumpackingof blocksof sizei canbe madewith two passeshroughthe space
of n cells. Any setof cells A will have upto n/2 distinctcontiguousblocksof cells. Eachblock of
contiguousellscanbeaggreatedinto blocksof i cells,if atall, in only two ways—theboundaries
onwhichlegalblocksof i cellscanfall areseparatedly i /2 cells,accordingo thesecondtonstraint
above. Thereforefwo passeshrougheachblock of contiguousellscanbeusedio determinewvhich
oneof thetwo boundariegin eachcontiguousblock) yields the mostblocks of sizei amongthe
contiguousclusterof cells. Sincetherearelog,(n) stepsto this algorithm,it runsin polynomial
timewith O(n x logz(n)).
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Theorem 6.2 Theabove greedyalgorithm obtainsthe aggregation with the fewestnumberof con-
tiguousblodsin a one-dimensionapace

Proof: Startingfrom the largestpossibleblock size, the algorithmsearche$or andremaovesthe
maximumnumberof (non-overlapping)blocksof eachsizebeforereducingtheblocksizesearched.
It shouldbe clearthat, givena contiguoussubsef cellsnumberingexactly i for which anaggre-
gationinto a block of sizei is permitted,thereis no adwantagefor passingup the opportunityto
aggregatethis subsetf cellsinto oneblock of sizei. A little lessolviousis thefactthatthereis
no penaltyincurredupon subsequeniterationsof the algorithmfor removing a block ¢ of sizes
from the set. In general this would not be the case becauseemaoving a block of cellswould fur-
ther constrainthe possibleblocksthat could be formedduring lateriterations.However, giventhe
restrictionson placemenbf blocksonthegrid, ary blockssmallerthan: thatwould have contained
cellsin ¢ will have exactly half of their cellsin ¢ andhalf outsideof ¢, andsinceary legal block
greatetthansizeonecanbedividedin half to form two legal blocks,we do notconstrairthechoices
availableat laterstagesy removing ary block.

Thereforewe only needto checkwhetherremoving a block of sizes is optimalwhenit
hasfewer thani contiguousadjacenneighboringcellson eitheror bothsides(if it hasmorethans
cellsoneitheror bothsides,it would have constituteda partof alargerblock of size2 x i or greater
thatwould have beenremovedby a previous stepof thealgorithm). For simplicity, we considetthe
casen whichtheblock of size: hasadjacentellsto aggrgageon only oneside;the casen which
therearecellson bothsidesis handledsimilarly. Supposéhatthe algorithmwerenotoptimal;i.e.,
supposehatthereexists a collectionof contiguouscells of sizegreaterthans: for which removing
agivenlegal block B of sizei, andcollectingthe remainingadjacentontiguouscells duringlater
stagef the algorithminto a minimal setof blocksof sizelessthani (resultingin a total setof
blocksthatwe denoteas S,4), resultsin moreblocksthanif block B werenot removed andthe
cells within the block B wereleft to be removed at a later stage,resultingin a setof blockswe
denoteasS,;:. With this setnotation,we canrephraseur suppositiorasbeingthat | S| < |Sorig|
by not containingblock B in setS,;;. This canonly bethe caseif somecellsin B wereneededn
the optimal aggr@ationto form anotherblock of sizelessthan: thatstraddledhe boundaryof B;
we call thisastraddlingblodk B;. If theblock B werebrokenupin thisfashiontheremainingcells
in whatwould have formedblock B mustbe representetby no fewer thantwo blocksof sizeless
thani. Now considerthe remainingcells outsideof bothB and B;. Thesecellscanbe aggregated
into a setof blocksof cardinalityno lessthan|S,,;4| — 2. Thisis becausehe block B, canbe
decomposedhto two smallerblocks,oneexactly containedwithin B andoneentirely outsideof B,
soif the cardinalityof the setof blocksformedby theseresidualcells werelessthan|S,,.4| — 2,
we would have originally hada maximalaggregationsetof cardinalitylessthan|S,,;4|. Therefore,
consideringhat B, is oneblock andthe remainingcells of B requireat leasttwo blocks, | S| is
greaterthanor equalto (|S,rig| — 2) + 1 + 2, whichis strictly greaterthan|S,,;4|. Thereforethe
suppositioris invalidated.m

In two dimensionsthe aborve greedyalgorithmis not polynomial,nor doesit guarantee
an optimal solution. Moreover, the useof brute force combinatorialminimization on the entire
problemis not computationallyfeasiblebecaus®f the sizeof theinput. Neverthelessbecause¢he
above greedyalgorithmis optimalfor aggregationin in onedimensiorandis intuitively areasonable
approachwe exploredthe useof this algorithmto reducethe probleminto a series(log2(n)) of
smallerproblems(at eachstep,the problemis to find the maximumnumberof non-overlapping
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Figure6.26: Benefitof aggrgatingcontiguoudorwardingtableentries.Thenumberof aggr@ated
entriesis roughlyatenth(or fewer) of thetotal numberof cellsthatmustberepresente(Teledesic
constellation).

blocksof sizen thatcanbe remaoved), andperformingbruteforce combinatoriaimaximizatioron

the resultingproblemsto take out asmary large blocks as possible. While the resultingsmaller
problemsarealsofactorially large, generallythe input size of contiguousblocksis on the orderof

ten cells or lessandcanbe computedn a very small amountof time on a contemporarPC? for

thoseblocksof cellsfor which theinputis larger, otherapproximatiomrmethodssuchassimulated
annealingnaybeused[114].

Figure6.26displaysnumericalresultscorrespondingo theapplicationof thetwo dimen-
sionalaggreationalgorithmon the routing informationpreviously analyzedn Figure 6.24. This
exampleindicateghat,throughtheaggreationdescribedn theprecedingparagraphoneis usually
ableto reducethe numberof forwardingentriesby over an orderof magnitude(from over twenty
thousando a coupleof thousand).Therefore this approachslightly outperformsusingtemporal
consisteng betweensequentiatopology configurationgwhich wasableto reducethe routingin-
formationby afactorof threeto twenty). Notethatasthe satellitemovescloserto the poles,it has
fewer next-hop satellitesto consider sincesomeof the ISLs will be shutoff. This resultsin less
fragmentatiorof the setof cellsto be aggrgated therebyimproving aggregation.

We closethis sectionby notingthattheexploitationof temporalconsisteng in therouting
tablesandaggressie cell aggrgationtechniquesiescribedabore arenot mutually exclusive. For
example supposehatanew largeentry composeaf somepreisting smallerentriesin thecurrent
forwardingtable,canbeconstructe@nduploadedor thenext stateof asatellites forwardingtable.
It may be advantageouso only uploadthe smallerblock that “completesthe puzzle” ratherthan

%In our computationswe useda400MHz Pentiumll machine.
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the new larger aggr@atedentry therebyreducingthe amountof bandwidthusedat the expenseof

carryinga few moreentriesin the forwardingtable. This may suggesthat the useof very large
aggregatedentriesthat containcells on the borderof a routing region may be disadwantageousn

thatthelargecellis likely to persistin theforwardingtablefor only ashorttime andwill incurmore
signalingtraffic in thefuture(i.e., sometypeof “persistenceinetriccouldbeaddedo thealgorithm
that constructsaggrgatedcell entries,giving moreweightto entriesthatarelikely to temporally
persist).We did not explore furtheroptimizationsof the algorithmalongthesdines, but mentionit

asa candidatdor futureresearch.

6.7 Summary

In this chapter we have studiedthe paclet routing problemfor LEO networks. LEO
systemsare sophisticatedhetworks with a large numberof degreesof freedomin the design,and
therefore,in principle, therecould be a wide variety of solutionsto the paclet routing problem.
However, we basedurwork ontheassumptiorthatsatellitecommunicationpayloadsvould con-
tinue to be massandpower constrainedandthat bandwidthon the intersatellitecommunications
links (ISLs) is muchlessscarcehanthatof the ground-to-satellitdinks (GSLs). Thefollowing are
our key results:

o Wedescribedheconstructiorof aLEO network simulator basednthenssimulator suitable
for routingstudies.This simulatorrevealedsomeinterestinglundamentatlelayperformance
propertiesof LEO networks, especiallypertainingto the effectsof whetheror not cross-seam
ISLsarepresentn polarorbiting constellationsOurextensiongor simulatingLEO networks
have beenincorporatednto the mainnsdistribution andarenow freely available.

e We exploredthe hypothesighat, by makinglocally optimal paclet forwardingdecisionghat
minimize the geographidistanceto the destinationone canobtainroutesthat are closeto
optimalin termsof delayperformance We constructed distributed routing protocolbased
on this hypothesisandfound that while the LEO network meshwas sufiiciently denseand
regularto admitgoodroutesbasedon this approachroutesthatwere,on average no more
than5 to 10 msworsethanglobally optimal routes),thereare a numberof problemswith
commerciallyproposed_EO network topologieghat make constructiorof arobustprotocol
difficult. In particular thedistortionsin the topologyin the polarregionsandat the counter
rotatingorbital planesrequiresignificantadditionsto a distributedrouting protocolbasedn
geographi@ddresses.

¢ We examinedthe useof geographicaddressingnd cell geometriedor usewith a central-
izedroutingsystem.In this casethe objectie is to reducetheamountof traffic betweerthe
centralizedcontrollerandthe satellites. A key to this type of systemis the conceptthatthe
stateof the network evolvesthrougha setof discretestateswith fixed topologies,andthat
thefrequenyg of changds notsolargethatit swampsthe uplinksanddownlinks with control
traffic. We developedan optimal cell numberingschemedor rectilineargrids on the Earth’s
suriaceandprovedits optimality We thencomparedwo approachefor reducingtheamount
of traffic neededo supportforwardingtable changeghat mustbe periodicallyuploadedo
satellites.For thefirst approachexploiting temporalconsisteng in routingtablesfrom state
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to state,our numericalresultsfor a simulatedTeledesic-lik systemindicatedthat,generally
70 to 95 percentof the routing table entriespersistbetweenstates. We thenexaminedthe
benefitof aggr@atingcontiguousorwardingtableentriesinto a smallernumberof entries.
We developeda greedyalgorithmoptimalfor cell aggrgationin onedimensionanddemon-
stratedthatit could be usedasan effective approximatioralgorithmfor cell aggregationin
two dimensionssincethe problemof addressggregationin two dimensionsgs NP-complete.
Ournumericalresultsindicatethat, with this algorithm,the sizeof satellite-bornéorwarding
tablesdevotedto non-localdestinationcanbe reducedrom over twenty thousando a few
thousancentries.
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Chapter 7

Conclusionsand Futur e Work

In this chapterwe concludethis dissertatiorby summarizingour contritutions anddis-
cussingdirectionsfor futurework.

7.1 Summary

In this dissertationyve have focusedon two problemsrelevantto Internetdatanetwork-
ing over next-generatiorbroadbandsatellite systemsthat provide “last-mile” network access:i)
improving the performanceof reliabletransportprotocolsover high-lateng paths,andii) routing
stratg@iesfor constellation®f low-earth-orbitingsatellites. In this section,we briefly review our
mainconclusions.

7.1.1 Transport Protocolsfor BroadbandGEO Systems

Recallthatwe focusedon the performanceroblemsencountereavhenusing TCP over
GEOsatelliteconnectionsOur datasupportghefollowing conclusions:

e TCP fairnessAs describedearlier the problemof TCP fairnessin a hetegeneouserviron-
mentis a long-standingesearciproblem. While we wereableto reproducehe simulation
resultsreportedby Floyd [39] that shaved how TCP connectionsif they wereto all usea
“Constant-Ratelinearincreaseateduringcongestioravoidance couldachiere betterglobal
network fairnessour simulationssuggesthatit would be difficult to deplg this algorithm
incrementallyin the network, because'Constant-Rate’tonnectionsare lessaggressie in
obtaininga shareof congestedetwork bandwidth. We presentedsomesimulationresults
indicatingthatlong-delayTCP connectionsnay be ableto unilaterallyimprove thefairness
of the network by becomingslightly moreaggressie during congestioravoidance.Thein-
terestingaspecbf thisresultis notthatmoreaggressie connectiongoulddo betterbut that,
in our simulationtopologies suchconnectionalwaysimproved the network fairnessmetric
without compromisingutilization of the bottlenecKink. Basedsolely on our simulationre-
sults, we cannotrecommendhis stratgy or a particularpolicy for deploymentuntil it has
beenexaminedfurther (particularlythroughnetwork experiments)but the potentialseems
promising.We notethatthe bestsolutionto this problemappearso betheinclusionof mech-
anismswithin routersthat guarantedair sharingof bandwidthon a perflow basis,but it is
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unclearat this time whethertherearesuficient incentvesto deplg suchmechanismén the
Internet.

e Satellite optimized TCP implementationsand split connectionsWe conducteda studyof
satelliteTCP performancefocusingon end-to-engperformancen which partof the satellite
TCP connectiontraversesthe Internet,andinvestigatingboth file transferperformanceand
short Web-like connectionperformance. We demonstratedhonv SACK loss recovery and
NewRenocongestioravoidanceprinciplesshouldbe usedin conjunctionto achiere good
TCPfile transferperformanceover GEO satellitelinks, and we explainedwhy othertypes
of TCP implementation®ften perform muchworse. Neverthelesswe shaved how even
moderatdevelsof congestiornn thewide-arednternetcanderailthefile transfemperformance
of even satellite-optimized CP connections We alsoquantifiedthe performancegainsthat
TCP enhancementsuchas TCP for Transactionandan increasednitial windowv canhave
on Web-like traffic, shaving thatuserperceved lateny canbereducedoy a factorof two to
threethroughsuchprotocols. Becauseongestiorcanhave sucha negative impacton end-
to-endsatelliteTCPfile transfersandbecausenhancementgke TCPfor Transactionsnay
not bedeplgedin thelnternetdueto securityconcernsywe concludedhatthe safestetfor
ensuringhigh performancel CP connection®ver GEO satellitelinks appeardo be a split-
connectiorapproachWe demonstratetiow the end-to-endperformancealegradationcould
be nearlyeliminatedthrougha split connectiorapproachprovidedthatlIP securityprotocols
do notconstraindeploymentof suchgatavays.

e Satellite-optimizedtransport protocol We describedhe overall designandperformancef
a satellite-optimizedransportprotocol (STP)that is specificallydesignedfor a broadband
satellitenetwork characterizedby high degreesof bandwidthasymmetry We then experi-
mentedwith simulationmodelsanda BSD/OSkernelimplementatiorof the protocol. We
comparedhis protocolto TCP andfoundthatit providesvery goodperformancen a high
losservironment(evenwith bit errorratiosaslow as10~?), lesssensitvity to largevariations
in theroundtrip delayexperiencedy paclets,delayperformancepproachinghatof TCP
for Transactiondor shorttransfers,anda reductionof up to an orderof magnitudein the
amountof bandwidthusedon thereversechanneto returnacknaviedgments.

7.1.2 UnicastPacket Routing for LEO Constellations

We alsostudiedthe unicastpaclet routingproblemfor LEO constellationandconcluded
thefollowing:

e LEO extensiondor the nssimulator We describedhe designandconstructiorof a paclet-
level simulatorfor LEO networks. This network simulatoris valuablebecausét is integrated
with thenssimulatoralreadyin wide useby theresearcltommunity This simulatorrevealed
someinterestingfundamentatelay performancepropertiesof LEO networks that have not
yet beenseenin the literature. In particular we illustratedtypical delay performancehat
might be seenby usersof the Iridium and (proposed)Teledesicsystems,and shaved the
impactof usinghop counts ratherthandelaymetrics,asthe costmetricusedin shortespath
routingalgorithms.
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e Distributed LEO routing using geographic-basedaddressedVe exploredthe hypothesis,
adwancedby severalresearcherghatby makinglocally optimal paclet forwardingdecisions
thatminimizethe geographidistanceto the destinationpnecanobtainroutesthatareclose
to optimalin termsof delayperformanceWe constructeadistributedroutingprotocolbased
on this hypothesisandfound that while the LEO network meshwas sufiiciently denseand
regularto admitgoodroutesbasedon this approachroutesthatwere,on average,no more
than5 to 10 ms—lessthan 10%—worsethan globally optimal routes),thereare a number
of problemswith commercially-proposedEO network topologieshatmake constructiorof
a robust protocoldifficult. In particular the distortionsin the topologyin the polarregions
andatthe countefrotatingorbital planesrequiresignificantadditionsto a distributedrouting
protocolbasedn geographi@ddresses.

¢ Centralized LEO routing using geographic-basedaddressedNe examinedthe useof ge-
ographicaddressing@ndcell geometriedor usewith a centralizedrouting system. We de-
velopedan optimal cell numberingschemefor rectilineargrids on the Earth’s surfaceand
provedits optimality We thencomparedwo approache$or reducingthe amountof traffic
neededo supportforwardingtable changeghat mustbe periodicallyuploadedo satellites.
For the first approachgxploiting temporalconsisteng in routing tablesfrom stateto state,
our numericalesultsfor asimulatedTeledesic-like systemindicatedthat,generally 70to 95
percentof the routing table entriespersistbetweenstates.We thenexaminedthe benefitof
aggreyating contiguoudorwardingtableentriesinto a smallernumberof entries.We devel-
opedangreedyalgorithmfor cell aggrgationin onedimensiorthatis optimalin aggrgating
contiguouscells,anddemonstratethatit could be usedasan effective approximatioralgo-
rithm for cell aggregationin two dimensionssincethe problemof addressggreationin two
dimensionss NP-complete Our numericalresultssuggesthat, with this algorithm,the size
of satellite-borndorwardingtablesdevotedto non-localdestinationsanbe reducedby an
orderof magnitudefrom tensof thousand®f entriesto afew thousancentries.

7.2 Software Availability

We have madeavailableonline, in sourcecodeform, mostof the protocolandsoftware
implementationslescribecerein:

e Our satellite-optimizedl CP implementationdescribedn AppendixA) for BSD/OS3.0is
availableatf t p: / / daedal us. cs. ber kel ey. edu/ pub/ t cpsack/

e Simulatorextensiondor generatingpackgroundTTPtraffic in thenssimulatorareavailable
atft p: // daedal us. cs. ber kel ey. edu/ pub/ ns/ httptrafficgen.tar

e Sourcecodefor BSD/OS3.0andFreeBSDkernelimplementationsf the SatelliteTransport
Protocol(STP)areavailableatf t p: / / daedal us. cs. ber kel ey. edu/ pub/ st p/

e OurLEO satelliteextensiongo thenssimulatorhave beenincorporatednto themaindistribu-
tion anddocumentednsis availableatht t p: / / ww+ mash. cs. ber kel ey. edu/ ns/
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7.3 Future Directions

Theresultsof this dissertatiorpoint to severalinterestingdirectionsfor futurework:

e TCP fairnessOur resultsabove indicatedthatit may be worthwhile to selectvely increase
the aggressienessof certainTCP connectiongo improve network fairness. However, our
resultsare preliminary and needto be experimentallyvalidatedbefore deployment can be
recommendedFor example,a wider rangeof topologiesshouldbe consideredand experi-
mentsaswell asmoresimulationsareneededo decideon thebestpolicy. Theimpactof this
algorithmon connectionsisedfor shortdatatransactiongsuchasmary smallWebtransfers)
shouldbe studiedmore.Finally, mechanism$r moreaccuratelydeterminingaconnectiors
RTT, aswell aspoliciesthat might be invoked as a function of the RTT obsered, require
morestudy It shouldbe emphasizedhatmechanismsor perflow fair sharingof congested
links would obviate the needfor improvementsto TCP’s end-to-endalgorithm, so further
work on the designand deplg/mentof thesemechanismsvould alsobe very useful. Also,
Mo hasdemonstratethe potentialexistenceof a fair, distributedflow controlalgorithmbut
hasnot beenableto constructsuchanalgorithm[89]; if suchanalgorithmwerediscovered,
it maybea substantialmprovementover the currentone.

e Satellite-optimized TCP We have identifiedthe performanceof the slow startandconges-
tion avoidancealgorithms aswell asimplementatiordetailssuchascorrectsizing of soclet
buffers anduseof the correctTCP options,asthe biggesthurdlesto overcometo improve
TCP performancever satellitelinks. Furtherwork on automatingthe correctconfiguration
of TCR suchasdescribedn [122], could helpthe deplaymentof moresatellite-friendlyim-
plementations.

e Split connectionsThemainobstacldo thedeploymentof split-connectiorprotocolgatevays
is their interactionwith a securityinfrastructure.ln particular ary IP securityprotocolsthat
encryptthe payloadof anIP paclet rendera split connectiorgatavay uselessWork on how
to integrateperformanceenhancingproxiesinto the trustinfrastructureof a securenetwork
would be valuable. Anotherissuethat could be pursuedfurtheris how dataflows between
split connectionshouldinteract. Specifically considerthe caseof usinga split connection
to aid in Webbrowsing. In this case pacletsmaytrickle in ata slow ratefrom theterrestrial
(sener) sideof aconnectionlf the split connectioris implementedasa purebyte pipe,then
thesepacletswould be sentover the satelliteasthey arrive at the gatavay. However, these
typesof shortpaclet exchangesiretheleastefficientbecausehey requirefrequentuseof the
backchannelor acknavledgments.It would be muchmoreefficient to bundleandsendthe
whole Web pageat onceratherthanto streamit graduallyacrossa satelliteconnection.In
otherwords,knowing application-lgel databoundariesnay aid in efficient communication
(this is the conceptof Application Level Framing). Designof split connnectiongatevays
aroundthis approachmay outperformsimple connection-splicingpproachess described
herein.

e LEO networking Thefield of LEO networking is ripe for furtherwork, asthereare mary
moreinterestingssuesnvolving unicastLEO routingthanwe wereableto cover. For exam-
ple, integrationof a LEO network with terrestrialwireline or wirelessnetworksis aninter
estingproblem. Givena LEO network with multiple gatevays,how canthe network decide
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uponwhich gatavayto exit thenetwork? Whatkind of loadbalancingsuchasroutingaround
hot spots,is needed2Nould alternateconstellatiordesignsadmitsimplerrouting protocols?
Canloop-freedistributed routing protocolswith supportfor load balancingbe developed?
The problemsare not limited to unicastrouting. The performanceof TCP connectionsn a
LEO ervironmentthatinducesRTT variationscould be studied. We did not eventouchon
multicastrouting; whatkind of multicastrouting protocolsarebestfor a LEO constellation?
What areoptimal queuesizesfor on-boardswitches?We hopethat our ns simulatorexten-
sionsenableresearchn theseareasandin otherareasnot touchedby our researchsuchas
multiple accesgrotocols,handof stratgies,andthe performanceof otherclasseof appli-
cationssuchasreliable multicast. The publishingof additionalinformationor researcton
issuessuchasthelink availability anderror performanceof LEO links andtheterminaland
satellitehardwarecapabilitiesrelatedto link handof would aid suchfuture studiesgreatly
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Appendix A

CongestionAvoidanceand Selectve
RetransmissionPoliciesfor TCP

Our TCPSACK-NewRenoimplementatiorobeys standaradcongestioravoidancepolicies
andrulesfor selectve acknaviedgment{SACKSs) asspecifiedn [129] and[83], with thefollowing
extensions. Thefollowing extensionsapply whetheror not SACK is enabledor a given connec-
tion:?

1. Initialize anew statevariable,sndrecover, to thevalueof sndunauponconnectiorstart.

2. Uponreceving threeduplicateacknaviedgmentsjf the sequenceaumberacknavledgedis
greaterthanor equalto sndrecover, thensetsndrecoser equalto snd max andperformfast
retransmitaccordingo [129].

3. If, while in fastrecosery phase a segmentacknavledgingnewn datais receved andthe se-
guencenumberacknavledgedis greaterthanor equalto snd recover, thenexit fastrecosery
by settingsnd cwndto eithersnd.sstheshor the amountof outstandingdatain the network
plusoneseggment,whichereris smaller

4. While in fastrecosery phasejf a segmentacknavledgingnew datais receved, andthe se-
quencemumberacknavledgeds lessthansndrecover, if SACK is notenabledor theconnec-
tion thenretransmitthe next unacknavledgedsegment. Additionally, whetheror not SACK
is enabledpartially deflatethe (inflated)snd.cwndby theamountof new dataacknavledged,
addbackonesegymentto snd.cwnd andcall tcp_output()

In addition,if SACK is enabledor a givenconnectionthefollowing rulesapplyto retransmissions
andnew datatransmissionsluringtherecovery phase:

5. A givensggmentis consideredeligible” for retransmissioif it hasnotalreadybeenretrans-
mitted andif eitherthreeduplicateacknavledgmentshave arrived for the segmentjust prior
to it or the SACK informationimpliesthattherecever is holdinga segmentthatwassentat
leastthreesegmentsbeyondthegivensegment.

' This descriptionassumes TCPimplementatiorsimilarin structureto Berkeley-derived TCPimplementations.
2Thesefirst four guidelinesare for the TCP NewReno portion of the implementationand have beenacceptedas
(experimentalRFC 2582within the IETF [42].
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6. While in fastrecorery, uponreceptiorof eachACK thatdoesnotendthefastrecovery phase,
the TCP sendeffirst checkswhetherthereareary eligible retransmissiont be sent. If so,
onesuchretransmissiors sent.If not,the TCP sendeinflatessnd cwndby onesegmentand
attempgo sendoneor morenew segmentsf permittedoy thewindow.

7. Whensnd maxis greatethansndnxt(e.g.,following aTCPtimeout),ary SACK information
receved subsequenb thetimeoutis usedto avoid retransmittingdatafor which therecever
is sendinga SACK.
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