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1 Intr oduction

This documentescribeshe SatelliteTransportProtocol(STP),an experimentakransportprotocolfor useover IP-compatible
networks that was developedunderthe University of California, Berkeley’s BARWAN researctproject. STPwasoriginally
developedfor the BSDi Unix operatingsystemand was subsequentlyportedto FreeBSDUnix, andis freely available at
ftp://daedal us. cs. berkel ey. edu/ pub/stp/.

STPwasspecificallydesignedo overcomethefollowing threeproblemsencountereavith TCP over satellitelinks (partic-
ularly satellitelinks thatareasymmetridn bandwidth). Theseproblemspersistevenin state-of-the-arff CPimplementations
thathave satellite-friendlyoptionssuchas“SACK” and“window-scale”:

e ReversechannelusageFor unidirectionaldatatransfers STPusedessof thereversechannebandwidththandoesTCR
commonlyachierzing anaveragereductionof 20%for object-ladenMebpagegsuchaswww. chn. com), andareduction
of upto anorderof magnitudeor largeimagesandfile transfers.

o Performancewith high BERs By usingselectie negative acknavledgmentsanda robustdataacknavledgmensystem,
STPoperatesfficiently underBERsthatcanrangeaslow as10~5.

e Sensitvity to RTT variations STPis relatively immuneto problemsrelatedto highly-varyingroundtrip times(suchas
burstinessiueto ACK clumpingin TCP).In a satelliteervironmentwith multiple accesslelays theroundtrip time can
behighly variable.

STPprovidesTCP-like reliablebyte-streaminglataservice.An exampleapplicationthat could benefitfrom usingSTPis
aprotocolcorversiongatavay in a satellitesystem.Suchanapplication,aswell assomefurtherbackgrouncandperformance
results,aredescribedn:

[HK97] T. HendersorandR. Katz, SatelliteTransportProtocol(STP):An SSCOP-basetransportProtocolfor Datagram
SatelliteNetworks, 2nd InternationalWorkshopon Satellite-basednformation Serviceg WOSBIS ‘97), BudapestHungary
Oct. 1,1997.

[HK99] T. HendersorandR. Katz, TransportProtocolsfor Internet-Compatibl&atelliteNetworks, IEEE Journalon Se-
lectedAreasin Communicationsyol. 17,No. 2, pp. 345-359,February1999.

2 Operation

STPhasfour basicpaclet typesfor datatransfer(we ignore,for now, the additionalpaclet typesneededor connectiorsetup
andrelease)The Sequenced Data (SD) pacletis simply avariablelengthsegmentof userdata,togethemwith a 24 bit sequence
numberanda checksum.SD pacletswhich have not yet beenacknavledgedare storedin a buffer, alongwith a timestamp
indicatingthelasttime thatthey weresentto therecever. No controldatais includedin the SD paclets;insteadthetransmitter
andrecever exchangePOLL and STAT(us) messagesPeriodically the transmittersendsa POLL paclet to therecever. This
POLL paclet containsa timestampand the sequencenumberof the next in-sequenceSD paclet to be sent. The recever
respondgo the POLL by issuinga STAT messageavhich echoeghe timestamp,includesthe highestin-sequenceaclet to
have beensuccessfullyeceved,andcontainsalist of all gapsin the sequenc@&umberspace.The STAT messagés similarin
concepto a TCPselectve acknavledgmentgxceptthatthe STAT messageeportsthe entirestateof therecever buffer (rather
thanthethreemostrecentgapsin a SACK). SinceeachSTAT messagés a completereportof the stateof therecever, STPis
robustto thelossof POLLsor STATS.

The fourth basicpaclet type is calleda USTAT (unsolicited STAT) packet. USTATs are data-drizen explicit negative ac-
knowledgmentsandareusedby therecever to immediatelyreportgapsin the receved sequencef paclketswithout waiting
for aPOLL messag¢o arrive. This allows the POLL andSTAT exchangeto berun atalow frequeng (typically two or three
per RTT whenthe RTT is large). In a network in which sequenceéntegrity is guaranteedr highly likely, a USTAT canbe
sentuponary receptionof a packet numberedeyondthe next expected.If resequencingy the network is possible USTATs
canbe delayeduntil thereis a high probability that the missingpacket was not reorderedcby the network. However, if the



USTAT is senttoo earlythereis only thesmallpenaltyof aredundantetransmissionUSTATs arethe primaryform of negative
ackmnavledgmentandSTATs recoverall second-ordelosses.
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Figurel: Exampleof STPbulk datatransfer

The basicoperationof STP canbestbe illustratedby an example. For simplicity, Figure 1 only illustratesone direction
of datatransfer assumeshat sequenceéntegrity of transmissionss presered, and doesnot containpacletsinvolved with
beginningandclosinga connection.In the example,the transmittersendsa seriesof consecutiely numberedpaclets. After
paclet (SD) #4 is sent,a POLL pacletis sent(dueto eitherthe expiration of a POLL timer or a thresholdon the numberof
new pacletssent). The POLL tellsthereceverthatthe next messageo be sentis #5, sothereceverknows thatit shouldhave
recevedpaclets0 through4. In this case sincethey have all beenreceved,thereceverreturnsa STAT packetacknavledging
all dataup to andincluding paclet#4. After sendingthe POLL, the transmittercontinueswith packets5 through9. However,
paclet#7is lost. Therecever detectghis lossuponreceiptof paclet#8 andimmediatelyrequestsetransmissiof #7 with a
USTAT paclet. Beforethis USTAT is recevedat thetransmitteythe transmitteragainssendsa POLL paclet. Uponreception
of the USTAT, the transmitterimmediatelyresends#7, continueson with new datatransmissionandthenrecevesa STAT
paclet againreporting#7 asmissing. However, thetimestampn the STAT paclet allows the transmitterto determinethatthe
retransmissiomasnot yet hadan opportunityto reachtherecever, therebyavoiding anunnecessargetransmissionlf #7 had
againbeenlost, the next STAT messagevould have stimulateda secondretransmission.

Figure2 illustratesa hypotheticaldatatransactiorin which the client (the initiator of the connection)writes 400 bytesof
datato a sener andrecevesan 8000 byte response.The exampleillustratestypical systemcalls that would be usedby the
application.TheconnectiorusesT CP-like window control,sothatthe congestiorwindow builds by onepacletfor eachpaclet
acknavledged.Theseneris listeningon aparticularport, andtheclientconnectgo thatportby issuingaconnect () system
call, which causesSTPto senda BGN paclet. This exchangeof BGN andBGNAK coordinateghe sequence&umbersto be
usedby both sidesandestablisheshe window sizesin eachdirection. The client thenwrites 400 bytesto the soclet, which
stimulatesan SD to be sentto the otherside. In this case the clientis configuredto POLL with the first burst of data,sothe
actualpaclet sentis a concatenatiolof an SD with aPOLL (seeAppendixA aboutconcatenationf packettypes).The sener
respondso thePOLL by issuinga STAT, reportingthe next sequenceumber(#2) thatthe senerexpectsto receve. Thesener
thenwrites8000bytesof datato thesoclet, andit requiressix pacletsto completethetransfer Uponsuccessfutompletionof
thedatatransfer both sidesexchangeEND message® closedown their respectie halvesof the connection.

3 Use

An applicationthatnormally usesTCP canbe easilycorvertedto onethatusesSTPby changingthe protocolnumberusedto
invoke the TCP soclet. For example,the following exampleline of C codeopensa soclet andreturnsa file descriptompointer
whichis assignedo sockf d:

sockfd = socket (PF_I NET, SOCK STREAM | PPROTO TCP);
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Figure2: Exampleof a STPtransaction.

STPcaninsteadbe invoked by defininga constant PPROTO_STP, with the valueequalto the STPprotocolnumber andby

replacingthe useof | PPROTO_TCP above. All subsequenvperationon the descriptorsockf d will thenusean instance
of the STPprotocol. We have selectedprotocolnumberll (allocatedto the now-defunctNetwork Voice Protocol)asthe STP
protocolnumber althoughit would befine to allocatea numberfrom thefree space.

3.1 Socket buffer sizes

In orderto sustairhighthroughpubversatellitechannelsthesocletbuffersmustbesetto avaluelargerthanthekerneldefaults.
In BSD systemsthe SO SNDBUF andSO_RCVBUF soclet optionstypically defaultto 64 KB. Theset sockopt () system
call canraisethis limit on a persocletbasisithe maximumsoclet buffer sizeis implementatiordependent.

3.2 Configuration options

Thereareanumberof configurationoptionsthataffectthe performancendoperationof theprotocol.All configuratioroptions
arelistedin thefile st p. h, but we summarizenerea few of the main optionsandtheirimplications. If ary of theseoptions
aredesiredo be accessiblendchangeabl&vithout recompilingthekernel,they canbeaddedasi oct | s.

3.2.1 Flow control

o W NDOW CONTROL Setto 1 if TCP-like window controlis to be used.Mutually exclusive with RATE_.CONTROL.
— | NI TI AL_CWND Initial value(in paclets)of the congestiorwindow.
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— SDP_THRESHOLD Whenopeningup the window, this constanttells the transmitterto POLL at the end of each
burstof data.

— | DLE_RESTART Numberof second®f idle time afterwhich the sendeishouldresetthe congestiorwindow to its
initial value.

e RATE CONTRCL Setto 1if anexplicit sendingRATE is to be used.Mutually exclusive with WINDOW_CONTROL.

— RATE The maximumsendingrate,in bits per second.If setto -1, will sendat an unlimited rate (subjectto the
constraintof MAXB URST listed below).

o MAXBURST The maximumnumberof pacletsthatcanbe sentin any burst. Overridesary burst settingthat may have
beensetby WINDOW or RATE control.

e | NI TI AL_W NDOWInitial value of recever window to usewhensendingdatabeforethe BGNAK hasbeenreceived
(for fastconnectioropening).

3.2.2 Polling

The frequeng with which a STP connectionPOLLs hasimplicationson both how muchreverse-channdbandwidthis used
(to return STATs) and how fastthe transmittercanacknavledgedata. In general,if eitherthe BER is non-ngjligible or the
transmitterandrecever areoperatingwith smallwindows, morethanonePOLL perroundtrip time is warranted.Otherwise,
it is possibleto operatewith high performancevith moreinfrequentPOLLSs.

e POLLS PER RTT Numberof POLLsto besenteachRTT.
e M N _PCOLL_I NTERVAL Minimum POLLinginterval (in ms).

e STP_PCOLL_LI M T If running POLLs at very low duty cycle, it is usefulto trigger a poll if a certainfraction of the
maximumsendbuffer is outstanding.This triggersa POLL if (1/ STP_PCLL_LI M T)th of the buffer hasbeensent
sincethelastPOLL.

4 Performance

This sectiondescribessomeof the performanceaesultsthat we have obsened with the nevest STP implementation. These
experimentavereperformedn the summerof 1999. Figure3 illustratesour experimentakestbed.We usedSTPbetweentwo

machinesgachrunning an instanceof the (freely available) Squid Web cachesoftware. Betweenthe machineswe useda

satellitechanneldelaysimulatorthatinsertedapproximately300msdelay (eachway) betweerthe machinesThe cacheonthe

terminalsidewasconfiguredasa proxyonly (i.e., it did notcacheary content) andit wasdirectedto usethecacheontheother
side of the simulatedsatellitelink asits parentcachefor all Web requestsLikewise,we configuredour Web browsersto not

cacheary content,sotherefore all pagerequestaverehandledby eitherthe parentcacheor senersin the Internet. We then
wrote scriptingsoftwareto traceandlog the total numberof bytes(TCP/IPor STP/IP)usedover the satellitechannelin each
direction.For STR we usedunlimitedrateflow control,andconfiguredthe sendeto sendonePOLL perroundtrip time.

We experimentedvith imagetransfersaandWeb pagetransfers For typical Web pagetransferswe repeatedlydownloaded
(five timeseach)the front pageof ten of the mostpopularsiteson the Internet! On average whenlooking at populat object-
ladenweb pages,STP was able to reducethe numberof byteson the backchanneby approximately20%. STP alsoused
approximately2% lessbyteson the forwardchannelfrom senerto client). We thenrepeateaur testsby downloadingalarge
image(320KB) tentimes. In this case STPreducedhe numberof bytesonthereversechanneby approximately85%.

Our previousresultsusingthe FreeBSDimplementatiorof STRP whendriven by a Web traffic generatobasedon HTTP
traffic traces,indicatedthat STP shouldresultin a reductionof roughly 25% (when comparedwith TCP) in the numberof
pacletsexchangedetweensener andclient. Theseexperimentswvereconductedvith STP makinguseof the T/TCP soclet
callsdescribedhborve, resultingin a slightly higherefficiency thanwe obtainedn our recentexperiments Whenwe conducted
a large numberof large file transfers(10 MB files) and comparedl CP performancdo thatof STR we obsenedthat STPs
reversebandwidthusagevasanorderof magnituddessthanthatof TCP

1Yahoo,AOL, Microsoft, Excite, Altavista, CNN, Xoom, Go.com,Lycos,andAmazon.
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Figure3: lllustrationof theernvironmentusedfor performancexperiments.

5 Summary

The Satellite TransportProtocolis specifically designedto outperformTCP in ervironmentscharacterizedy either high
bandwidth-delayproducts,high bit error rates,or bandwidthasymmetry(or a combinationof the above). The main differ-
encebetweerSTPandTCPis how thetwo protocolsacknavledgedata—STPattemptgo acknavledgedataasinfrequentlyas
possiblewhile still offering rapidrecovery from lossesn the datatransfer Thetradeof betweenthetwo (rapidrecovery from

errorsandreversechannekfficiengy) canbetunedby optimizingthefrequeng andconditionsunderwhich the datatransmitter
sendsPOLL pacletsto therecever.

5.1 Lessondearned
Basedon experiencewith this protocol,the following recommendationareofferedon usingSTP:

1. If the objectie is to only performa protocol corversionbetweenTCP and STR operatingin split mode(i.e., not go-
ing throughany application),it would be betterto modify this implementatiorto performthe split entirely in-kernel.
Essentiallywhat mustbe doneis to allow a TCP anda STP connectionto sharea single send/receie buffer and co-
ordinateaccessetweenthe two. For example,in passinga paclet from a TCP connectionto a STP connectionpass
a pointerto the receved paclet. STP canthen overwrite the headerinformationandnow “owns” the paclet, but no
memory-to-memorygopiesareneeded.

2. Theredoesnot appearto be muchof anadwantageover TCP whenusing STPto tie Web cachegogether becausdhe
natureof datatransferbetweenproxiesfor mostobject-ladenWeb pagesis that paclkets betweenthe cachesdribble
throughat the rate at which they arereceved from the Internet,and more frequentACKing (POLLing) is therefore
requiredto sustainthe connectionln sucha casejt would beworthwhileto considera differenttype of applicationthat
gatheredup whole pages perhapscompressethem,and sentthe whole pageasa unit to the cache;i.e., turn the data
into more of a bulk transfer which is what STPexcelsat. In the extreme,if the channelwerenot verylossyit maybe
worthwhile to considerrunningan application-leel protocolsendingsuchcompletepagesover UDP, therebyavoiding
the soclet buffer kernelresourceshatreliablestreamingprotocolslike TCPandSTPrequire.



A Appendix: Additional implementation information

This appendixprovidesadditionalinformation,althoughthe codeis the bestsource Figure4 illustratesthe STPstatesandthe
main statetransitionsbetweernthem. Not all possiblestatetransitionsare shovn, only the main onesthatindicatein general
how a stateis reached Typical stimuli andresponseshatoccurbetweerstatechangesreillustrated. In addition,oneof four

maintimersmaybe runningin a state(BEGIN, END, KEEPALIVE (KA), or POLL). In italics next to the statebubbleis the
timer (if ary) thatis runningin thatstate.
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Figure4: lllustrationof the major statetransitionsin STP
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Figure5: lllustrationof the key paclettypesin STRP

Figure5 illustratesthe key paclet typesusedby STR Thefields arebyte-alignedandthe dataportion of pacletsis 32-bit
aligned. Above, we discussedhe useof the SD, POLL, STAT, andUSTAT paclets. TheBGN andBGNAK areusedto open
aconnectionandthe END andENDAK areusedto closea connection.Eachpaclet containsa 12-bytecommonheadeithat
includesthesourceanddestinatiorport numbergasin TCP),atypefield, a24-bitsequencaumbera 16-bitchecksumandan
instancenumber(to distinguishbetweerdifferentconnectionshatmayhapperto usethe sameportnumbers) Certainpaclets
arepermittedto be concatenatefbr the purposeof conservingthe numberof pacletstransmittedfor example,an SD anda

POLL pacletmaybeconcatenatedn which casethetypefield is thelogical “OR” of the SD andPOLL valuesandthe POLL
timestampprecedeshe data.



B Appendix: Relation of STP to other protocols

STPis derived from the ATM-basedlink layer protocolknown as SSCOP(ServiceSpecificConnectionOrientedProtocol)
[ITU94]. SSCORwasintendedo becomehe end-to-endhative transporfprotocolfor ATM, but ATM hasneverbeendeployed

end-to-end.SSCOPis currentlyusedasthe signalinglink layer protocolin the SignalingAAL (SAAL), andasa link layer
protocolfor widebandCDMA networks. SSCORitself is derivedfrom two convergentresearctefforts in thelate 1980s:light-

weighttransporfprotocolresearchat AT&T Bell Laboratoriedy SabnaniNetravali, andRoome(the so-calledSNR transport
protocol[Net90]), andsatelliteprotocolresearctat COMSAT Laboratorie§Mil86].

Many of the featuresin satellite-optimizedl CP canbe foundin STP. For example,the conceptof selectve negative ac-
knowledgmentareimplementedn SCPS-TRTCP for spacecommunications)Tra97]. "Rate-pacing"TCPimplementations
andreductionsin the amountof ACK traffic wereinvestigatedoy [Bal97]. The expansionof TCP protocolsyntaxto handle
large delay-bandwidttproductlinks was standardizedn InternetRFC 1323[Jac92]. The fastretransmitmechanismin TCP
[Ste97]makesall first orderlossrecovery data-drven (althoughrepeatlossesn TCP arealwayshandledby a timeout). The
maindifferencebetweenT CP andthesesatellite-optimized CPsis that STPimplementghe desirabldeaturesasdefault pro-
tocol behavior. In fact,suchTCP extensionscanbe viewed as TCP evolving towardsthe basicSTP designphilosophy As a
result,the performancef suitablymodified TCPscanapproachhatof STPover satellitechannels.

Therehave beenmary othertransportprotocolsinventedover the years. Ratherthan exhaustively comparingSTP with
all of them, 1 will briefly discussSTPS relationto two protocolsexplicitly designedor the satelliteor relatedervironments:
the Network Block Transfer(NETBLT) protocol [Cla87] and the XpressTransportProtocol (XTP) [Wea94]. NETBLT is
designedor largefile transferdn which theapplicationsubmitsdatato the network in large, fixedblock sizescalled"buffers”
While NETBLT usesselectve acknavledgmentandsupportgatecontrolsin additionto window control, STPprovidesa byte
streamingdataservice(which is more closely alignedwith applications)hasa loosercoupling betweenprotocollogic and
timers (reducingrelianceon accuratevaluesof the RTT), offersreducedateng in protocolhandshakindmakingit suitable
for small transfers),and incorporatesdynamic congestioncontrol. As for XTP, mary of the designprinciplesof STP are
alsoreflectedin XTP (suchastransmitterdrivenacknavlegments USTATs and"f astnaks, selectve acknavledgments).The
main differencesarethat XTP hasa muchricher API (including multicastsupport)and exposesmuchmore protocol policy
to the applicationswhereasSTPwasdesignedo meetthe standardsocletsAPI for unicasttraffic andis moreoptimizedfor
bit-efficiency (suchassmallerprotocolheaders).
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